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Albest ract

A novel algorithm for diagnosing bridging faults in combinational circuwits is presented.
The voting model and its simplifications, the Wired-AND and Wired-OR model s, are assumed.
The diagnosis algorithm guamntees the “object bridging fault™ (bridging fault in the cmuit
being diagnosed) to be in the final fault list. The novelty of the algorthm are: i) unlike
previous algorithms it does not use the full fault dictionary but uses only portions of the stuck-at
fault dictionary which is computed dynamically; {ii) it enumerates the faults implicitly vsing a
compact data structure; and (iii) fault dropping mles, using stuck-at fault simulation only, are
used. The resulting algorithm is both time and space efficient. Experimental evaluation of the
algorithm is presented.

1 Introduction

In a circoit when two or more distinet lines are unintentionly connected, due w a defect, we have
a bridging fault. Bridging faols model 40% 1o 50% of physical fauli in contemporary MOS
technologies [14, 16, 21]. Diagnosis is the process of locating the faulis) causing system { chip)
Failure which helps in identifving manufacturing andfor design errors,

We address the problem ol diagnosing bridging faults in combinational circoits defined as follows:
Given a setof test vectors T = {17, T3, - Tw }, a combinational circuit C, and the response R of
the [aulty circuit to ¥ (the difference between responses rom the fault-free circuit and faulty circuit

[or esch 1)), determine the set ol bridging faults which can resull in the response . Node that we are
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nol addressing the problem of computing the diagnostic est set T but the problem of diagnosing the
circuil given any diggnostic est set T

Fault diagnosis has been discussed in the lierature mostly for stuck-at faults [ 1, 3, 12, 13, 23,
28, 30, 31]. Two approaches for disgnosing bridging faolis have been swdied. The first uses
Figy measurement [8, L], and the second uses logic measurement [10, 26]. We consider logic
e asurement based diagnosis of bridging Taults,

Our logic measurement based diagnosis algorithm is described in Section 4. The novelty of the

algorithm are: (i) unlike previous algorithms it does not use the full Tault dictionary for bridging
[aults but uses only portions of the stck-at fault dictionary which are computed dynamicall v (i pit
enumerates bridging fauls implicitly using a compact data structure; (i) faultdropping rules, based
on stuck-at fault simulation only, are used. The net result is a tme and space efficient algorithim.

The possible two-line bridging fauls (TSBF) computed by the disgnosis algorithm are known
s Residual Faolts. The fault causing the [ailure s the Object Faolt. For a correct diagnosis
algorithim, the Object Fault muost be a Residual Fawlt, Our al gorithm guarantees the Object Fault o
b & Residual Fault, given that the voting model correctly models the behavior of the faolty circuit.

The only other known logic measurement based diagnosis algorithm for bridging Faulis[26] uses
heuristics (o compute the diagnostic classes of TSBFs rom stuck-at fault dictionaries. For each
diagnostic class the test vectors that would detect it and the [aulty responses are computed. The
T5BFs are explicitly enumerated. Thus it requires a large amount of space 1o store the diagnostic
classes of TSBFs and the computation time for computing the diagnostic classes is also very high.
This restricts its usefulness tosmall circuits only.

To conserve space the algorithm approximates the diagnostic classes[26]. This approximate
algorithm does not guarantes dentificaton of the TSBFs which caused the failure[26]. However,
it does use the reasonably accurate Voting Model [5], 1o model behavior of the faulty circuit in the
presence of TSBFs.

Thus, our algorithm differs [rom the only known logic measurement diagnosis algorithm for
TSBFs[26] in that unlike this method we do not: (i) make use of the diagnostic classes of TSBFs.
(i juse any static TSBF dictionary but only dynamic stock-at faoltdictionary [297]; and (i ) explicitly
enumerale the TSBFs but uses an implicit enumeration technique.

In the next twosections we discuss the fault model and define some terms used. Next, wediscuss

the diagnosis algorithm. Finally we present experimental results for ISCASES [7] and ISCASEY [6]
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benchmark circuits.

2 Fault Models

Models for modeling circuits with TSBFs in them have to provide a means o determine the voliage
al the faoly nodes as well as interpretation ol the voltage at these nodes by gates connecied 1o the
nodes. In the Voting model when lines X, ¥ are shoried, if T{AX'] = T(¥') then the value at the
shorted point V(ALY equals 77X, Else, V(ALY depends on the ratio of pull-down, pull-up
strength at the shorted point. In Figure 1, the circuit in(a) is modelled as the potential divider of (b)
when X, Y are shorted. Let £, ( /7y ) be the resistance of the pull-up ( pull-down ) network at A
(¥}, Then, the voltage at the shorted point Vi, = ﬁq w W

It the Voting Model, logic threshold, which is a function of the echnology in use, Torall gates is
assumed fixed (eg 2.5V [25]). IF '.lﬁ."ﬁ‘ = Vg 18 less ( greater ) than this threshold the logic value at
the fault location is interpreted as 1) by all gates driven by it and the TSBF is said 1o exhibit s-a-0
behavior(s=a=1 behavior). I H_:ﬁﬁ = Vg equals the threshold the TSBF is said toexhibit neither
s-a-1 nor s-a-0 behavior. The effect of the inter mediate level at the faulty point on the rest of the

circuil is not knowi.
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Figure 1@ The Voting Maodel

The pull-up and pull-down resistances depend on the echnology, the transistor sizes, and the
number of conducting transisiors. Two nFETS in series each with channel resistance r may not
have a resistance of 2r. The equivalent resistance is encoded in a wble and used by our algorithm.
Motation #p (#n) represent the number of pFET s (nFETs ) in series, and p# (n#) represent the number
of pFETs (nFETs) in parallel.



In Table 1[25] mfactors ( pfactors ) is the strength of an nFET (pFET) network relative o an
nFETIpFET). Thus twonFETs inseries (2n) sinks about 63% ol the current of one nFET. Table 2[25]
15 derived [rom Table | by dividing the pfactors by the strength ratio of a pFET and an nFET assuming
a 4 10% variation in fabrication process {(max ratio and min ratio, respectivelv). For example, the
entry for p2i3n is computed as follow. The pull-upswrength of p2 is 0072, The pall-down strength of
3n is 0.46. Thus %': = 'I:I'—’;f = 0.64 < I, implving the faulty point to be at logic 1.

Frimary inputs are assumed o have infinite driving capability. Any line shorted with a primary
input is driven to the value of the primary input. IFtwo primary inpuis (with different values) are
shorted, the fault e xhibits s-a-0 behavior

I the Wired OR (AND ) model, for the fault (e, [, the value at the faulty point is the OR{AND)

of the two fault-Tree values at lines e and J. This simpler model correctly describes the behavior of

circuits with TSBFs in some technologies.

3 Definitions

TS5BFs are implicitl v enumerated by representing them by a set of Ordered Pairs of Sets (OPS). To
represent TSBFs between lines ALY two forms of OPS are used: (i) il A, ¥ € A, A £ Y, form
{{A W) isused; and (ii)if X € A Y € B, ANE =&, form { (A, B)} is used.

The Faultlist is represented by asetof OPS{ SOPS jof the form {{ A, i)}, where [ A, B is an
OPS. For example, the SOPS { ({1, 2}, {3.4}). {{5,6}. 0}]} represents TSBFs {1.3), (1.4}, (2.3},
{2,4), and (5, 6).

The lines of a circuit are its primary inputs and gate outputs. Let T,( X (respectively, T/ (X))
denote the value at line A on application of 1] w the [ault free circuit (respectively, circuit with the
TSBF [ init). For any T; the set of lines 5 in a fault free circuit has two subsels: zero subset, one
subset. Zero subset ( one subset ) contain all lines setwo 000 by T 1) is known from context and
dropped [or brevity. Lines in one subset (zero subset) are called one lines (zero lines ).

Tests which detect the fault are faulty vectors. For each faulty vector T, sews, IN(T)), Dy(T;)
and LT} are defined as follows: 12, (T;] {respectively, I3,(7T;))is the set of swck-at | { stuck-at 0)
Faults which, on application of T, have the same output pattern as the given faully response. 1.1}
i5 the set of lines X such that there exists a path from X o a primary output ¥, where ¥; is a

[aulty output on application of 1. These sets, constituting the modified stuck-at fault dictionaries,




are computed dynamically during diagnosis.

In Figure 2 assume lines & 9 are shorted, the faolyy response is < B = 0,12 = 0 = and
M=z 1=12=01L3=04=L1L5=1 > »5ince swck-al-0 faults at lines 4, @ 10, I, and
12 result in the response < 8 = 0, 12 = 0 =, Du(T) = {4,910, 11, 12}. No stuck-at-1 fault can
result in the output panern < 0.0 =. Thus, [} (T = &. There exist paths from I, 2, 3, 4, 5. 6,
A8 00, 11 12w primary output 72, and 12 is a faolty output on application of T, Therefore,
(T ={1.2,3.4.5.67.9.10, 11, 12}.
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Figure 2: Example [forcomputing £ £, 1),

Foralllines X, Conel X' is the subcircuitofthe given circuitsuchthat ¥ £ Cone| A7) ifand only
il there isa path from ¥ 1w X, Foralllines X, Reack{ X' is the subcircuitof the given circuit such that
¥ £ Feach{X) il andonly il there is a path from X to ¥ In Figure 2, Cone(8) = {1.2.3,4.6.7},
Heach{9) = {11.12}.

ATSBF {X.Y) is a non-feedback TSBF { NFTSBF ) if and only if there is no path either from
Aw¥orfromy¥ w X, A TSEFtha is notl an KFTSBF is a fesdback TSBF { FTSEF ).

4 The Algorithmic Paradigm

The diagnosis algorithm consists of three major stieps: Initalization, Compuating Faolt Dictionary,
and Fault Dropping.
For each input vecior
Lise S8A foult simudation to compute Thy I and ).
Drop NFTSBEFs from foauls 1is;
fnittalize FTSEF list;
For each input vector

Lise S8A foult simudation to compute [, [ and 1),



Drop FTSBEFs from foult lis;

Inmitinlization is based on 55A [ault simulation and described in Section 5. Lh and £ are computed
using a modified 55A Tault simulator as discossed in Appendix 1. Section & contain rules, based on
Ly, L and )., used Tor fanlt dropping.

5 Initialization

To detect a TSBF, the fault must be activated and the faulty valoe propagated wo the primary outputs.
IT the lines have different values then the TSBF 15 activated. For NFTSEBEFs the same input vector
must also propagate the faolty value to primary outputs. FTSBF however can be activated by one
input vector and deteciad later by another input vector [4].

The idea behind the initalization procedure is as follows. I a TSBF is detected by T, ot least
one of the two shorted lines must be in DL0T,). I there are two faulty vectors T, T such that
DTN DT,y = @ then the Objecr Faudris in {{ 00T, DT Y. Farther if LT M LT #
d then one of the lines must be in both sets. A similar idea can be used for Wired models[9, 10].

Initial5et, for the Voting Model, is presented next. It uses the notion of an Initialization Graph
7 = (V. FE) defined below: V' = {Ti|T; € T.7T, is faulty } and (70, 75] € F if and only if
DTN DT,y % @, From I3,(T,) of Table 3 we get the initalization graph shown in Figure 3(a).
Let fprepil Iy pregr) denote the initial set of residual FTSBFs{NFT SBFs).

Figure 3: Initialization Graph: () T = {T5. T0. To. To. Ty} 0 T = {T,. Ty, T T}

Procedure Initialset

/% Let A be the set ol all lines in C: [ be the initial Cault list that may have been e xiracted either from
the layout or by some other means; T be the test set. Ttis assumed that for all T; € T, D.(T)) has
been computed. */

Compute the Tnitiali zotion Ciraph {7 = III'. ),

Compuie the connected compaonents of (3

/% (5 can have al most tiwo componenis. See Appendix I1, Lemma ILL1L #/

Case [ (7 has two connected compenenis (71, (72
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Iversar =— {{5:, 52}
Irrser +— [{{X}, Reach( XN 5, (Cone{ X1 52, { X} X € S1);
Case 2: (7 has only one connecied component.
Case 2.1: (5 Is not a complete graph.
Partitiom (7 inte two subgraph 3" and " by deleting some vertices using Procedure Fartition
disensse d below:
§1 = Npear DA T): Sy e— M, g D.(T;):
Inrrser +— {{51, 52} )
Ierser +— {{{X}, Beach{ X 5:), (Cone XN 5, { XX € 51}
Case 2.2: (5 is complete graph.
Let j be such that Wi, T, & T, || DT < || 27T
Iwrrser +— {{A. DJ{T;)) L
Irrser +— {{{X}, Reach( X)), (Cone( X, {X}}||X € D{Ti1):
Iversur v— I\ Ixprsep:
frrspr e— I Irrsuar;
End of Procedure

In Figure 4, let ¢ and " be the two shorted lines. For each test vector of Table 4, the good and
faulty responses, and the set P30T} are shown in Table 3,
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Figure 4: Initialization Example

The initialization graph of Figure 3(b)is for the testset T = {70, Ty, T2, T3} . There are two dis-
connected subgraphs Gy = (V. £y) = ({To, T} {(To. T2) Pand Gy = (Va, ) = ({Ty, Tu}. {{T1. T2 }).
Thus, {Case 1), the initial set of NFTSBF residual faults is {{(y,cq, D-(T0), Ny, g, P:(T5)) =
it d' ). {id, e} )}, and the initial set of FTSBF residoal faultsis { {2}, &), ({4}, &), ({'}. &)} =
@, Mote that the NFTSBF [7.:") is in the list






