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Abstract 

In this thesis, a novel architecture of a simple, low energy silicon physically 

unclonable function (PUF) for the purpose of device authentication is proposed. The physically 

unclonable function proposed is a voltage divider array of MOSFETs operating in the subthreshold 

region of operation. This design aims to improve the energy efficiency when compared to the 

previously published designs. This structure is a strong silicon PUF with 260 challenge response 

pairs and consumes 0.48pJ/bit of energy only. The measured inter hamming distance is 0.4982 and 

intra hamming distance is 0.0225. The circuits are designed in TSMC 65nm technology using 

Cadence software and the computations and interpretations is done using MATLAB. 
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Chapter 1. Introduction 

As electronic devices become ubiquitous and interconnected, people are increasingly relying 

on the integrated circuits (IC) for performing security sensitive tasks as well as handling sensitive 

information. For example, the RFID is used often as a key card to control access to buildings, 

smart cards carry out financial transactions and mobile phones are required to store many sensitive 

data. Therefore, it is critical for an IC to be able to perform operations such as authentication of 

devices, protection of confidential information and secure communication in an inexpensive yet 

highly secure way. One way to provide the above security operations is to have a secret on the IC, 

which is unobtainable or nonreplicable by an adversary. For example, using a non-volatile memory 

and using cryptographic primitives such as digital signature or encryption. 

The conventional methodology poses several disadvantages and shortcomings like cost or 

being vulnerable to invasive attacks. However, Physically Unclonable Functions (PUF) are 

innovative primitives to derive secrets from complex physical characteristics of integrated circuits 

(IC). As the PUF taps the random variation during an IC fabrication process, the secret is extremely 

difficult to predict or extract. 

A complex integrated circuit can be viewed as a silicon Physically Unclonable Functions and 

a CMOS implementation of a PUF facilitates several applications ranging from digital rights 

management, device authentication, counterfeit detection or prevention and cryptographic key 

generation. A PUF can also be used as a hardware random number generator. 
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Figure 1.1: PUF based authentication [3] 

Figure 1.2: PUF based cryptographic key generation [3] 

In order to design a PUF, we rely on the manufacturing process variations in ICs that occur 

even with identical masks, to uniquely characterize each IC. The variations are not only due to 

manufacturing processes, but also due to certain environmental factors. These conditions, make 

these functions almost impossible to be replicated or reproduced [1-5]. 

PUFs increase physical security by producing volatile secrets that exist in a digital form only 

when the chip is powered on. In order to figure out the secret, the adversary has to mount an attack 

when the IC is running. An invasive attack must measure accurately the PUF’s delay without 

changing the properties or tampering the chip, which obviously is very difficult, thus making it 

highly secure. 
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1.1 Motivation and background 

The electronic devices have pervaded our everyday life to an unseen extent and will 

continue to do in the future. Classic cryptography assumes that a secret binary key can be contained 

in a device and kept hidden from the adversaries. In practice, there are certain attacks like invasive, 

semi-invasive, or side channel attacks and certain software attacks that leads to exposure of the 

hidden information. Therefore, there is a need to protect the secret information from these attacks 

caused by the adversaries, which led to the idea of physically unclonable functions. 

A PUF is a physical system S with a set of challenge inputs Ci which reacts with 

corresponding responses Rci. The input and the corresponding output obtained are called 

Challenge Response Pairs (CRP) of the PUF and depends on several factors, which are not 

reproducible [6-7]. 

The major sources of CMOS variability which make PUF possible are as follows: 

a) Process manufacturing variations: 

The process manufacturing variations can be divided into two categories. First is the 

variation in processes like impurity, concentration densities, oxide thickness, diffusion 

depths which are caused during deposition and/or diffusion of dopants. The second 

category covers variations in device dimensions, resulting due to limited resolution of 

photo-lithography process [8]. 

b) Environmental variations: 

There are certain temporary variations caused by changes in the environment, like 

temperature, operating voltage and external noise coupling. These factors are 
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temporary variations and affects the reliability of the PUFs. Thus, the effect of these 

variations should be minimized.  

c) Aging: 

Aging is an ultra-slow but a permanent variation causing factor. This 

generally deteriorates the circuit’s performance like the speed of operation, timing 

characteristics, power consumption and cause functional failures [9-11]. 

In order to build reliable PUFs we need to detect and rely on the process manufacturing 

variations while tolerating or minimizing the environmental variations and aging as much as 

possible. 

A CMOS based conventional PUF circuit should give random responses and achieve 

quality factors such as low power and high speed. Other than these factors, circuit level decisions 

are made based on the operating voltage, body biasing, technology node, gate size, threshold 

voltage and layout decisions. 

There are many different realizations of a PUF, but the important subtypes of PUFs are, 

a) Strong Physically Unclonable Functions: 

For PUFs to be used in public authentication, a large set of CRPs is required, such that it 

is not re-used for authentication, in order to avoid attacks by the adversaries. Strong PUFs 

have a very large number of possible challenge response pairs. Unpredictability of the 

strong PUF responses are limited. One such example is an arbiter based PUF [12]. 
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b) Controlled Physically Unclonable Functions: 

Strong PUFs have large number of challenge response pairs, but certain cryptographic 

applications requires certain CRPs to be unknown, such that back tracking or spoofing of 

the circuit is impossible, enhancing reliability. A controlled PUF is bound with an 

algorithm such that it can only be accessed through a specific Application Program 

Interface. 

c) Weak Physically Unclonable Functions: 

Weak PUFs have very few challenges (in some cases, just one challenge). They find 

applications in generating classical binary secret key. They are similar to non-volatile 

memories. The advantage of a weak PUF is that, it is harder for an adversary to attack it 

invasively, but they are susceptible to side channel attacks. One example is SRAM PUF. 

There are several methods of designing a strong silicon PUF. But the method used in this 

thesis depends on the non-linearity in the current of a FET in Subthreshold region of operation 

[13]. The key to building a secure silicon PUF is to identify and use a function that is nonlinear in 

random variables. The equation relating the subthreshold current to FET terminal voltage is 

Ids = Is 10(Vgs -Vth + λVds + γVds)/S (1 - 10-ηVds/S) 

Ids = drain to source subthreshold current, Is = nominal current, Vgs = gate to source voltage, Vth 

= transistor threshold voltage, Vds = drain to source voltage, Vbs = body to source voltage and λ, γ 

and η are drain induced barrier lowering, body bias and subthreshold coefficients. The current is 

exponentially dependent on the threshold voltage Vth, which shows large, significant specially-

uncorrelated variability to random dopant fluctuation in CMOS nanometer technology. This 

5 



 

 

 

      

 

   

 

         

             

equation also captures the effect of drain induced barrier lowering and body effect on the 

threshold voltage [14]. 

1.2 Thesis contribution 

There are several methods of designing a strong silicon PUF. But the method used in this 

thesis depends on non-linearity in the current of the voltage divider arrays of MOSFETS 

operated in the Subthreshold region. Compared to the previous similar works, this work shows 

improvement in the power efficiency and bit error rate across a range of supply voltages and 

temperatures. The thesis is aimed at designing a voltage divider array PUF, with very low 

energy efficiency at a considerable speed of sampling, given by 

𝑃 
Energy Efficiency = < 1pJ/bit 

𝑓𝑠 

P is the power consumed, fs is the sampling frequency. 

1.3 Thesis organization 

Rest of the thesis is organized as follows. Chapter 2 deals with literature review which 

gives insights about several previous works on this topic and general concept of a PUF circuit. 

The design of the proposed PUF block and an explanation about working of each part is 

explained in chapter 3. The method of choosing the operating point based on the target value of 

energy efficiency is explained in chapter 4. This is followed by chapter 5 which gives the 

various simulation results and quality metrics for the proposed PUF. In chapter 6, 

comparison of the quality metrics of this PUF design with similar previous works is done. The 

conclusion and some possible future work is described in chapter 7. 
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Chapter 2. Literature review 

2.1 Introduction 

The literature review consists of a brief description of different methods of building strong 

and weak PUF circuit designs, based on the delay characteristics of wires and transistors that vary 

between different chips, subthreshold operation of FETs, etc. 

2.2 Previous works on strong physically unclonable functions 

There are several subtypes of PUFs, each with its own advantages and disadvantages. This 

section of the literature review consists of previous works on strong PUFs, which are physical 

systems with complex and large number of CRPs. 

2.2.1 Arbiter based Physically Unclonable Function 

The method used in an arbiter PUFs is based on the hidden timing and delay information 

of the integrated circuits. 

Principle: 

In this method, the silicon PUF is built based on MUXs and an arbiter. The Figure 2.1 

given below shows the structure of the arbiter PUF with multiple input bits X[i] and corresponding 

1-bit output. The input bits determine the delay paths based on the input bits X[i] given to the 

MUXs. According to the circuit shown below, the MUXs pass through the two delay signal inputs 

from left to right if the input bit is zero, otherwise the input delay signals are swapped, thus creating 

a pair of delay paths for each input. To evaluate the output due to the delay, a rising signal is given 

to both the paths at the same time. The signals race through and the arbiter is used to decide which 

signal arrived first. If the signal at the input D of the arbiter arrives first, the output is one, 

otherwise it is zero. 
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Figure 2.1: Arbiter based PUF delay circuit [3] 

Experimental results: 

In this work, the result from an arbiter based, 64 stages PUF, fabricated in TSMC 0.18um 

is discussed. a technique called as data driven reduction is used. The experimental results showed 

different outputs between two different chips with same circuit configuration [5]. 

To quantify the delay variations across ICs, inter-chip variation is defined as the probability 

of the output of the first measured chip to be different from the output of the other measured 

responses with same challenge input. Averaging on every 11 cycles is done to reduce noise. The 

inter-chip variation is found to be 0.23 and with feed forward path it is found to be 0.40, where the 

ideal is 0.5. 

The intra-chip variation is measured by checking if the PUF chip produces same results for 

a given challenge. The output of one PUF is checked with same challenge input, across the 

temperature range of 20-70 degree Celsius and the deviation µ is found to be 4.8%. Across the 

voltage range of ±2% of 1.8V it gives a reliability of 3.7%. Under different environmental noise 

conditions, the µ is 0.7%. Ideally the value of intra-chip HD is expected to be 0. Using a symmetric 

layout and feed forward paths improves the inter-chip variation of the arbiter PUF. 
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2.2.2 Physically unclonable function with oscillator collapse 

This work is based on a multi edge oscillation collapse in a ring oscillator. This is a 

modified form of the ring oscillator PUF, where 3 bits of challenges are used to select the delay 

cell in each stage. This makes this structure a strong PUF. 

Principle: 

The method discussed in this work translates physical variation into a digital output by 

injecting two stages in a ring oscillator with even stage. These two edges travel in different delay 

paths, accumulates the path delay and causes one edge to take over the other, thereby collapsing 

the oscillation. The output is either one or zero based on which path is faster. 

Figure 2.2: Circuit of a PUF with oscillator collapse [15] 

The design shown here is modified to respond to a large set of challenges. Using 3 

challenge bits per stage, each stage is selected from 8 identical delay cells. Rather than 1 cell per 
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stage, 8 cells are selected and hence increasing the difference between them. To improve bit 

stability, noise averaging is performed and a footer is also added to each delay cell. The CTAT is 

used to generate the bias voltage on-chip and to provide first order temperature compensation of 

the footer current. This is a controlled PUF where based on the bit error rate, a few of the CRPs 

are neglected. 

Experimental results: 

Inter-chip and Intra-chip hamming distances are used to quantify the spatial uniqueness 

and temporal stability of the PUF. Inter-chip HD is measured across 20 chips with 1000 challenges 

and the average normalized HD is 0.5007. Intra-chip HD is measured using 5000 challenges and 

each challenge is evaluated 1000 times. The average intra-chip HD is 0.0101 with standard 

deviation of 0.0635 at nominal conditions. The BER across -25 to 125º C and voltage ranges of 

0.7 to 1.2V, is found to be below10 -8. 

When dynamic thresholding is done with 16 as threshold, bit error rate and intra-chip HD 

is at 0. Even without thresholding, assuming 109 chips, 256b responses and tolerance of 15 error 

bits, the failure probability is 1.2x10 -30. The false alarm rate is 1.16x10 -39 and false detection rate 

is 2x10 -73. Average HD between responses of different challenges on same die is 0.4722 with 

standard deviation of 0.0496. 

This circuit designed at 40nm CMOS technology generates 1.6Mb/s and consumes 28.4µW 

power. The number of usable CRPs are limited to ~5.5x1025. 
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2.2.3 PUF based on MOSFETs in subthreshold region of operation 

The fundamental principle of this design is the use of exponential behaviour of current with 

threshold voltage in the subthreshold regime of the FET operation which exhibits strong random 

intrinsic variability. Additional nonlinearity is because of the exponential dependence of the 

threshold voltage on the drain to source voltage and body to source voltage due to body effect. 

Principle: 

As mentioned previously, for a PUF to be highly random, the output function should be 

nonlinear and show coupling effect in which two or more random variables interact to give the 

output. The key equation describing the relationship between current, threshold voltage, source-

drain voltage and source-body voltage is given as: 

= Is 10(Vgs -Vth + λVds + γVds)/S (1 - 10-ηVds/S)Ids 

Here Ids = drain to source subthreshold current, Is = nominal current, Vgs = gate to source 

voltage, Vth = transistor threshold voltage, Vds = drain to source voltage, Vbs = body to source 

voltage and λ, γ and η are drain induced barrier lowering, body bias and subthreshold coefficients. 

Figure 2.3: Subthreshold Current Array based PUF model [14] 

Each PUF has two identical arrays as in Figure 2.3. The SCA consists of nk units of PUF 

cells. Both array blocks are driven with same set of control inputs. The randomness in the transistor 
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threshold voltages lead to the variation of output voltage. The single PUF cell consists of one PFET 

operating in the subthreshold region and one switching transistor arranged in parallel to it, 

controlled by the external 2nk challenges. The difference in output voltage between two PUF arrays 

is measured and quantized using a comparator. 

Figure 2.4: Subthreshold Current Array circuit [13] 

Experimental results: 

Inter die hamming distance and hamming weight showing the PUF’s uniqueness and 

randomness, is taken across 50 dies with 500 challenges. For this design, the average normalised 

inter-die HD is 0.499 with standard deviation of 0.043 and average hamming weight is 0.528 

(standard deviation = 0.109). 

The Intra-die HD used as a measure of bit error rate (BER) and temporal stability, is 

measured across 5 dies with 500 challenges, across the temperatures of -20ºC to 80ºC and voltages 

of 1.08-1.32V and its average is found to be 0.058 with standard deviation of 0.038. The worst 

case BER or 9% is reduced using dynamic thresholding technique to 2.6% with 42% loss in CRPs 
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in the worst case. The number of usable CRPs are ~3.7x1019 and overall energy consumed by this 

design is 11pJ/bit. 

2.3 Previous works on weak Physically Unclonable Functions 

The weak physically unclonable functions with no or less number of CRPs are mostly 

designed using ring oscillators. The main application of a weak PUF is in cryptographic key 

generation. Weak PUFs are resilient to model building attacks. Along with RO-PUFs, there are 

many other types of weak PUF designs, like SRAM PUFs, flip flop based PUFs, etc. 

2.3.1 Current controlled configurable ring oscillator based physically 

unclonable functions 

A simple implementation of a ring oscillator PUF consists of k number of ROs of 

frequencies f1 to fk. External control over the RO is obtained using a NAND gate, whose one input 

is an enable signal. The frequency of the ROs is determined by the propagation delay 𝒕𝒑 of the n 

stage cascaded inverters, which is given as follows: 

f = ½(𝒏)𝒕𝒑 

Principle: 

Theoretically, all the ring oscillators in the PUF design should oscillate at the same 

frequency. However manufacturing and environmental variations cause each RO to operate at 

different frequencies. A RO is made configurable by including the MUXs and the selection lines 

are configured as challenges. 

In this method, the configurable ROs are replaced by current controlled configurable ROs. 

Depending on the challenge input given to the current controlled circuit, different currents are 
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driven into the RO, producing different frequencies. The current mirrors forming the current 

controlled section are shown in the Figure 2.6. 

Figure 2.5: The current controlled configurable RO [16] 

Figure 2.6: The current control block [16] 

Working and results: 

The current controlled circuit is aimed at producing different currents without changing 

the supply voltage. The current in the inverter can be given as  

𝑊𝑝1 
𝐿𝑝1(𝑉𝑔𝑠 − 𝑉𝑡)2 

𝐼𝑖𝑛𝑣 = 𝐼𝑏 
𝑊𝑛1 

𝐿𝑛1(𝑉𝑏 − 𝑉𝑡)2 
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The value of Ib varies based on the challenge input and hence the Iinv varies, resulting in 

variation of the RO’s frequency. 

To quantify the uniqueness of the PUF, a set of 3-6 bit challenges are applied and by 

placing multiple copies of the design, 32-128 bit responses are obtained from 100 different 

instances. The average uniqueness is found to be 43.75, which increases with increase in the 

number of response bits. Across the temperatures of 20ºC to 100ºC, the average bit error rate is 

found to be 14.13% and reliability is 93.56%. The uniformity obtained is 47.45 over an ideal of 

50 and overall power consumption per CRP is 3.86mW. 

2.4 Attacks on Physically Unclonable Functions 

There are many algorithms developed recently which aid the prediction of a PUF’s 

outcome or spoofing the PUF function based on its CRPs. The strong PUFs have no protection 

mechanism for the CRPs, thereby allowing read-out of large CRPs in a very short interval of time. 

For any adversary, if the non-invasive CRP measurement is restricted, the modelling attack can be 

disabled. This concept is employed in the controlled PUFs, which however necessitates error 

correction of the output. Weak PUFs like the coating PUF, SRAM PUF or butterfly PUF with just 

1 challenge input are not affected much by model building attacks but are susceptible to invasive 

attacks, side channel attacks and virus attacks [17]. As we are building a strong PUF here, we are 

more concerned about works like [18], which talk about the properties of the strong PUF which 

are to be aimed for, to build a machine learning resilient model. 
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Chapter 3. Proposed PUF model 

3.1 Introduction 

The idea of using a random physical function caused due to defects or variations, for 

identification, authentication or key generation is not new. Like how human beings use finger print 

for identification, physical random functions are ways to identify and uniquely characterize a chip. 

This technique is existing since the early nineteenth century. There are numerous ways to generate 

a physical random function like the optical PUFs, Carbon Nanotubes FET based PUFs, Analog 

PUFs, Digital PUFs, etc [19-26]. 

Out of a number of ways available, to build a highly secured and reliable way we use the 

randomness caused when the transistors are in the subthreshold region. This thesis is mainly based 

on developing a novel physically unclonable function by exploiting the non-linear behaviour of 

the MOSFETS [27-33]. The proposed PUF model is novel, silicon based strong PUF with a very 

large number of challenge response pairs. 

• Because of the physically unclonable property, the PUF circuit can be used in 

system identification and authentication 

• As the PUF is highly random and is designed based on unpredictable 

functions, it can be used in cryptographic key generation and hardware 

entangled cryptography 

• The random output of the PUF also enables random number generation for 

numerous applications. 

In this chapter basic working of the proposed PUF model, the building blocks and brief explanation 

about each block is explained clearly. 
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3.2 Concept behind the PUF unit 

The proposed voltage divider array PUF model is based on the non-linear behaviour of the 

current in the subthreshold region of operation and the dependence of the output voltage on this 

current. 

Concept of mismatch: 

• The PUF model proposed, is designed using TSMC 65nm technology. 

• The two transistors causing mismatch are minimally sized and are operated in the 

subthreshold region. 

• Multiple copies of these PUF units are placed as two separate two-dimensional arrays and 

their output voltages are tied together. 

• Because of the mismatch in the circuit caused due to various reasons like manufacturing 

process variations, there is a difference in the output voltage of the PUF Arrays. 

Figure 3.1: Variation of the output voltage with mismatch 
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• The current of the MOSFET in the subthreshold region and the working can be given from 

[14], by the following equation 

= Is 10(Vgs -Vth + λVds + γVds)/S (1 - 10-ηVds/S)Ids 

Ids = drain to source subthreshold current 

Is = nominal current 

Vgs = gate to source voltage 

Vth = transistor threshold voltage 

Vds = drain to source voltage 

Vbs = body to source voltage 

λ is drain induced barrier lowering coefficient 

γ is body bias coefficient 

η is subthreshold coefficient 

As the current is fixed by bias voltage at the tail transistor, the voltage at the output is also a 

function of the bias voltage. The output voltage can be given as: 

𝑊 
= 𝑓(𝑒𝑉𝑡ℎVcmi , )

𝐿 

W is width of the transistors causing mismatch 

L is width of the transistors causing mismatch 

Therefore, as the mismatch occurs in the PUF cell, the threshold voltages vary. This 

variation in the threshold voltage causes output voltage of the PUF to vary exponentially. The 

output voltage also depends on the aspect ratio of the transistors. This thesis work aims in utilizing 

the mismatch due to the nonlinearity of the MOSFET in the subthreshold region to provide varying 

voltage at the PUF output, thereby producing random outputs for a given challenge and the energy 

efficiency is also aimed to be improved. 
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3.3 Building blocks of the PUF 

A block diagram of the physically unclonable function is given below in Figure 3.2. The 

building block of the PUF consists of multiple copies of the PUF cell shown in Figure 3.3, arranged 

in two dimensional arrays and outputs are all connected. Two such arrays are built and given at 

the two inputs of the comparator. 

• The two-dimensional PUF array acts like a voltage divider, whose output voltage Vcmi 

can be given as follows: 

𝑉𝑐𝑚𝑖1+𝑉𝑐𝑚𝑖2+⋯+𝑉𝑐𝑚𝑖60 60(𝑉𝑐𝑚𝑖)
Vcmi = = = Vcmi 

60 60 

• Here, when there is no mismatch and the values of Vcmi1, Vcmi2, … Vcmi60 are all equal. But, 

when there is a mismatch, there is a voltage variation. The effective output voltage is 

𝑉𝑐𝑚𝑖1+𝑉𝑐𝑚𝑖2+⋯+𝑉𝑐𝑚𝑖60 
Vcmi = 

60 

• When there are two arrays of 60 PUF cells, the output varies unpredictably based on the 

mismatch and Vcmi(m) and Vcmi(n) are different. (Where m and n are values from 1 to 60). 

• These two voltages when compared using a comparator, produce 0 or 1 at the output of the 

comparator. 

• The comparator is highly unpredictable, as these mismatches are random. 

• Each array of PUF has 60 units, each controlled using a challenge inputs (Ci) given to the 

PMOS control switch. 

• When the challenge bit is 1, the control switch is off and the mismatch contribution from 

that particular PUF unit is removed from the rest of the circuit. While the challenge bit is 

0, the particular PUF unit contributes to the mismatch and hence the random output. 
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• There are two possible state for each 60 challenge bits and hence there are totally 260 

possible challenge input combinations. 

Figure 3.2: Block diagram of proposed PUF architecture 

3.3.1 Single PUF unit 

A single cell in the PUF array is shown in the Figure 3.3 below. It consists of an inverter 

with gate and drain shorted and connected to the output through a control switch. Additionally, 

NMOS biasing and a PMOS sleep transistor are also provided. 
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Figure 3.3: Single cell of the Physically unclonable function array 

Description: 

• The MOSFETS M1 and M2 are operated in the subthreshold region with minimal sizing, 

such that the currents vary exponentially with variation in the threshold voltage 

• In this region, the currents are also dependant on the drain-source voltage and the source-

body voltage 

• The PUF array is formed by connecting the unit cells through a control switch, whose gate 

voltage is controlled by the challenge input Ci. 

• Each PUF cell has 2 possible challenge inputs, which are 1 and 0. 

• The NMOS M4 is used to provide biasing, thereby controlling the current drawn 

by the circuit. 

• The PUF cell is biased in the weak inversion region. 

• NMOS biasing is used here to control the current through the PUF and the output voltage. 

• The PMOS sleep transistor M5 is used, which provides two modes of operation of the PUF. 

21 



  

  

 

 

 

     

   

  

          

       

      

  

      

     

      

 

• When the gate voltage to the sleep transistor is connected to the supply VDD, the transistor 

is off and hence no current flows through it. The device is in ‘sleep’ mode now. 

• When the gate voltage of the sleep transistor is connected to ground GND, the it is said to 

be on and the PUF draws current based on the bias voltage of M4 and produces an output. 

• The main transistors contributing to the mismatch and hence different output 

voltage (Vcmi) values are the transistors M1 and M2. 

3.3.2 Comparator 

The comparator used here is a dynamic strong arm latched comparator. The aim of the 

thesis is to build a physically unclonable function with very low energy consumption and since the 

comparators usually have high power consumption it is important to choose them wisely. A latch 

type comparator has the advantages of high speed, low static power consumption and better power 

management over normal comparators [35] [36]. The comparator consists of two cross coupled 

inverters that acts as the latches and MOSFETs connected in parallel to the input transistors for 

calibration of the offset. The image of a conventional strong-arm latch is given in Figure 3.4 below. 

Figure 3.4: Schematic of strong arm latch [34] 
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A strong-arm latch with parallel transistors for offset calibration is shown in the Figure 3.5 below. 

Figure 3.5: Schematic of dynamic latched comparator 

Working: 

• CLK is the clock which controls the working of the comparator. 

• When CLK is low, the transistors M6, M7 pull the output node to supply voltage VDD and 

transistors M9 and M10 pull the input node to voltage VDD 

• When the CLK signal is high, the transistors M8 turns on and current flows through M0 

and M1 which are turned on based on gate inputs VINP and VINM 

• Consider the input signal VINP > VINM, M0 discharges the input node voltage 

• When input node voltage is equal to VDD- VTHN, the transistor turns M3 on and discharges 

the output node. 

• When output node voltage becomes equal to VDD – VTHP, the transistor M2 is on and pulls 

one output node to VDD 

• At the output we get OUTP = 0 and OUTM = 1 when VINP > VINM. The outputs are 

passed through the inverters and the final outputs from the comparator are inverted. 
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• NMOS transistors M11 and M12, connected parallel to input node are used for offset 

calibration by varying their gate voltages VCP and VCM 

The working can be understood with the waveform obtained from simulating the comparator 

circuit of this work in Figure 3.6. 

Figure 3.6: Waveform of dynamic latched comparator 

Here an input voltage Vinp = 512mV and Vinm= 500mV is applied to the comparator circuit. When 

the clock is high, the circuit is turned on and it gives OUTP to be logic 1 and OUTM to be logic 0 

in this case we have obtained 800mV and 853.6µV respectively. This verifies the comparator 

circuit. 

OFFSET CALIBRATION: 

• The NMOS transistors M11 and M12 are used for offset calibration 

• If offset occurs in the circuit due to mismatch of transistor sizes or noise or any other factor, 

the value of the gate voltage is varied to regulate the output back to the original value. 
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• Monte Carlo simulations showed, with the operating voltage range of 0-400mV, a 

compensation of 8mV offset was achieved 

• By varying the voltage Vcp and Vcm, the offset can be calibrated in the comparator. 

• The Figure 3.7. shows conventional capacitors attached to the input nodes to regulate or 

cancel the offset. 

Figure 3.7: Offset calibration in dynamic latched comparator [35] 

• The capacitors attached to node P and Q known as Cp and Cq are varied to cancel the offset 

in the comparator and improve the accuracy of the output. 

3.3.3 Noise Averaging circuit 

For an optimum design, we need to ensure low bit error rate and good stability. For this, we 

need to consider the following. 

• If the PUF mismatch is smaller than the noise for a certain challenge, the output of the PUF 

is unstable. 

• The noise from PUF unit is very small compared to comparator noise. 

• The comparator, the noise sigma and the offset due to mismatch needs to be calibrated such 

that it is very low and the PUF output is stable. 
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• Since the distribution of PUF mismatch and noise is Gaussian, the probability of stability 

of CRPs can be given as: 

Figure 3.8: Gaussian distribution of noise and offset of the comparator 

𝜎(𝑛𝑜𝑖𝑠𝑒) 
n = 

𝜎(𝑚𝑖𝑠𝑚𝑎𝑡𝑐ℎ) 

𝑛 
P(-n 𝜎 < x < -n 𝜎) = 1 - erf( )

√2 

This value of n should preferably be low and for a PUF circuit, the probability of the signal output 

falling in the shaded region should be very low. In order to avoid noise taking over the PUF circuit, 

making it unreliable and power consuming, we use majority voting technique for noise averaging. 

The circuitry for noise averaging is very simple. It consists of a counter, which increments as 

the output becomes one and resets periodically irrespective of the number of 1s in the output. 

For our circuitry, a counter clocked by the comparator positive output is used for 

implementation of majority voting. The counter is reset at the start of voting and the most 

significant bit of the counter output at the voting indicates the result of voting. Generally, majority 

voting of 7, 15 etc are used. The produced required efficiency and improvement in BER. However, 
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majority voting of a higher number will further reduce the effect of noise and improve reliability 

of the PUF. 

Figure 3.9: Noise averaging circuit 

Figure 3.10: Waveform from the clock and reset generator circuit 

The clock and reset generator circuit block, the D flip flop used for sampling the output 

from the comparator and the counter are shown in the schematic in Figure 3.9. These constitute 

the noise averaging circuit and produce the waveforms as shown in Figure 3.10. 
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Chapter 4. Choosing operating points 

4.1 Introduction 

At present, there are several PUF circuits patented and used in hardware security. In order 

to make the proposed silicon strong PUF stand out, it’s performance is enhanced. This work aims 

at highly efficient circuits consuming very low energy per bit. 

4.2 Energy Efficiency Target 

This thesis work aims at designing a physically unclonable function at low rate of energy 

consumption per bit. So, the target energy efficiency is chosen to be as follows: 

𝑃𝑜𝑤𝑒𝑟 (𝑝)
Energy Efficiency = 

𝑠𝑎𝑚𝑝𝑙𝑖𝑛𝑔 𝑓𝑟𝑒𝑞𝑢𝑒𝑛𝑐𝑦 (𝑓𝑠) 

< 1pJ/bit 

The energy number we aimed at was to be less than 1pJ/bit. Based on several calculations 

and simulations, we chose the operating points for the PUF unit and the comparator. The noise 

averaging also improves PUF energy efficiency. 

4.3 Comparator common mode input: 

The strong arm latch comparator has two modes of operation, which are the pre-

amplification phase, where it resets and the latch regeneration phase where it evaluates the 

comparator outputs. A critical parameter that links the two phases is the pre-amplifier gain, which 

affects the noise and offset of the comparator [37]. 
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The root mean square value of input referred offset and noise of the comparator can be 

given in expressions as follows: 

𝝈𝒐𝒔𝒍𝟐 

𝝈𝒐𝒔 = √𝝈𝒐𝒔𝒑𝟐 + 
𝑮𝟐 

𝝈𝒐𝒔𝒍𝟐 

𝝈𝒏 = √𝝈𝒐𝒔𝒑𝟐 + 
𝑮𝟐 

𝜎𝑜𝑠 is input referred offset rms of the entire comparator, 

𝜎𝑜𝑠𝑝 is input referred offset of the comparator at the pre-amplification phase, 

𝜎𝑜𝑠𝑙 is input referred offset of the comparator at the latch regeneration phase, 

𝜎𝑛 is input referred noise rms of the entire comparator, 

𝜎𝑜𝑠𝑝 is input referred noise of the comparator at the pre-amplification phase, 

𝜎𝑜𝑠𝑙 is input referred noise of the comparator at the latch regeneration phase, 

It is evident from the above equations that the noise and the offset strongly depend on the 

gain G. To reduce the noise and offset of the comparator, a large gain is preferred. The gm/Id of the 

input transistors play a major role in the Gain of the comparator and this depends on the input 

common mode voltage. Therefore, a small input common mode voltage is preferred for a greater 

gain and reduced offset and noise. 

Another important effect of comparator’s common mode voltage is that, a very small input 

common mode voltage does not allow it to resolve the output correctly in a given time. 
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Figure 4.1:  Comparator noise sigma Vs common mode input voltage 

From the Figure 4.1, it is evident that as the value of the input common mode voltage to the 

comparator reduces, the time taken for it to resolve an output increases. This therefore slows 

down the PUF’s speed. From [37], we understand that Vcmi should be low for greater 

comparator gain, low noise and low offset. Thus, Vcmi value cannot be too low or too high. 

Choosing the Vcmi is a trade-off as it is necessary to keep the noise, offset and the 

comparator resolution time low. This is important because, we can see from the energy 

efficiency equation that the it is inversely dependent on the sampling frequency. As the 

resolution time of the comparator increases, the sampling frequency of the PUF should be 

low for proper sampling of the output and this increases the energy consumed per bit. 

4.4 PUF bias voltage: 

The common mode input given to one end of the comparator is given by the equation 

𝑉𝑐𝑚𝑖1+𝑉𝑐𝑚𝑖2+⋯+𝑉𝑐𝑚𝑖60 
Vcmi = 

60 
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From the 60 units voltage divider array, Vcmi1 to Vcmi60 are the output voltages from PUF cell 

1 to PUF cell 60 respectively. With no mismatch, the voltage output from each PUF cell, that is, 

Vcmi is same for each 60 units. This output voltage is decided based on the bias voltage given to 

the tail transistor of each PUF unit cell. The variation of the output voltage of the PUF with the 

bias voltage is shown in the Figure 4.2 below. 

Figure 4.2: PUF bias voltage input Vs output voltage (Vbias Vs Vcmi) 

For each PUF cell, the output voltage Vcmi varies with the bias voltage supply as shown 

in the Figure 4.2. It is observed that the output voltage depends inversely on the bias voltage. 

Based on the value of Vcmi chosen based on the discussion in previous section, we choose the 

corresponding bias voltage. 

Varying the bias voltage of the single PUF unit cell, not only varies the output voltage of 

the PUF but also the current drawn by the PUF unit. Thus, PUF power is a major factor to be 
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considered while choosing the bias voltage and the Vcmi. The variation of PUF current with 

variation in the bias voltage, is shown in Figure 4.3. 

Figure 4.3: PUF current Vs Bias voltage (Current Vs Vbias) 

It can be understood from analysis that as the PUF current increases with the increase in 

the bias voltage. The Figure 4.4 clearly depicts the variation of PUF power with variation in 

Vcmi. 

Figure 4.4: PUF power Vs PUF output voltage (Power Vs Vcmi) 
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From above analysis, it is evident that to choose the Vcmi value for the comparator, we 

need to take the factors such as comparator noise and offset voltages, comparator Gain, 

comparator resolution time and PUF power consumption. 

The relationship between each of these factors can be given as follows: 

1 
Vcmi α 𝜎𝑜𝑠, 𝜎𝑛 α 

𝐺𝑎𝑖𝑛 

1 1 1 
Vcmi α α α 

𝑟𝑒𝑠𝑜𝑙𝑢𝑡𝑖𝑜𝑛 𝑡𝑖𝑚𝑒 𝑉𝑏𝑖𝑎𝑠 𝑃𝑈𝐹 𝑝𝑜𝑤𝑒𝑟 

Comparator’s noise, offset should be low to improve its reliability. Based on the first 

relation, if we choose a very low input common mode voltage, the comparator noise and offset 

can be maintained low while keeping its gain high. However, according to the second relation, a 

very low Vcmi will increase PUF resolution time, bias voltage and hence the PUF power. We 

are aiming to design a very low power, low energy strong PUF and a strong consideration of the 

relation between all these factors is needed to choose the Vcmi value. 

4.5 Comparator noise averaging 

For an optimum PUF design, we need to ensure high reliability and low bit-error rate as 

well as low power consumption. In addition, the design also needs low systematic offset to prevent 

biasing the output to ensure uniqueness. The comparator noise has a great influence on the 

reliability of the PUF and the noise depends on the power consumption. The relation between the 

noise sigma of the comparator and the input common mode voltage can be seen from Figure 4.5 
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Figure 4.5: Noise sigma of the comparator Vs Vcmi 

As mentioned previously, if the PUF mismatch for certain challenge input is smaller than 

noise level, the response for that challenge will vary with time or be unstable. To minimize the 

number of unstable CRPs, standard deviation of noise should be much lesser than the standard 

deviation of the mismatch. The distribution of the PUF noise and mismatch are gaussian and the 

probability of a CRP being temporally stable can be written as 

𝜎𝑛 
𝑃 = 1 − 𝑒𝑟𝑓 ( )

𝜎𝑚𝑖𝑠 √2 

Where, 𝝈𝒏 and 𝝈𝒎𝒊𝒔 are the standard deviation of the noise comparator and mismatch of the PUF 

respectively. 

The current through the PUF unit in subthreshold region varies exponentially with 

variation in the threshold voltage of a transistor. The output voltage of the PUF also has large 

dependence on the current of the PUF and hence it varies widely with variation in the threshold 

voltage, because of the mismatch. 
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The standard deviation of the differential voltage between two PUF cells, calculated over 

500 Monte Carlo runs is 35mV. Between 2 sets of 60 such cells, it is found to be 5mV. Thus, the 

comparator must be designed such that noise and offset do not degrade its reliability. The noise 

from the PUF cell is low. It can be minimized by capacitive loading of the comparator inputs and 

it does not require additional circuitry. 

In this work we are aiming to have a probability of P = 0.97. To achieve this, we need to 

reduce the standard deviation of the noise and so we use the majority voting technique. Majority 

voting reduces noise sigma by significant value. For the sake of circuit simplicity, majority voting 

by (2n – 1) where n is an integer, is chosen. A counter clocked by comparator’s positive output is 

used for implementation of majority voting. The counter is reset at the start of the voting and most 

significant bit of the counter output at the end of voting indicates the result of voting. 

A probability distribution function of the noise standard deviation versus majority voting 

is shown below. 

Figure 4.6: Nosie standard deviation Vs majority voting 
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4.6 Calculations and chosen operating points 

Based on the concepts and the constraints discussed in the previous sections of this chapter, 

the common mode input voltage of the comparator, bias voltage of the PUF and the majority voting 

are chosen. 

For various reasons like the power consumption, reliability of the PUF and low bit-error 

rate, the value of common mode voltage input to the comparator must be chosen judiciously. The 

value of 475mV Vcmi for a corresponding PUF power of 6µW giving noise sigma of 560 µV is 

used here. 

As discussed in the previous section, the standard deviation of mismatch between 2 PUF 

units is measured to be 35mV. Our design uses 60 PUF cell arrays on each side of the comparator 

and the standard deviation in that case is measured from 500 Monte Carlo runs to be 5mV. From 

the gaussian distribution function mentioned above, to have a probability, P = 0.97 or more, we 

need to have noise sigma value as low as 190µV. The noise sigma σn of our comparator design is 

found to be 560µV. To reduce the standard deviation of the noise, we used the majority voting 

technique. A majority voting of 7 reduces the σn value from 560µV to 200µV. The value of PUF 

bias voltage to obtain a Vcmi of 475mV is 262.2mV. The results and metrics are calculated based 

on these operating points. 
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Chapter 5. Simulation results 

5.1 Introduction 

The factors influencing the operating point selection was discussed in the previous 

chapter. In this chapter we define and calculate various metrics to evaluate the proposed strong 

silicon PUF’s quality over other similar works. These metrics show the uniqueness and 

reliability of the proposed work. 

5.2 The metrics 

To evaluate various qualities and performance of PUF like the reproducibility, 

uniqueness, identifiability, steadiness, and clonability there are different metrics defined 

according to [3], [38] and [39]. A few basic metrics are: 

i. Inter-chip variation: 

The inter-chip variation is a measure of the uniqueness of the PUF. This is obtained by 

measuring the hamming distance between 2 distinct PUFs issued with same challenge 

under similar conditions of supply voltage and temperature. For an ideal PUF, normalized 

inter-HD value should be 0.5. 

ii. Intra-chip variation: 

The intra-chip variation is a measure of reproducibility of the PUF outputs. This is obtained 

by measuring the hamming distance between same PUF output for a particular challenge 

under different conditions of supply voltage and temperature. For an ideal PUF, normalized 

intra-HD value should be 0. 
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iii. Bit error rate: 

Bit error rates is the measure of reliability of PUF output. Intra-chip variations are obtained 

by averaging the BER values calculated across different voltages and temperatures. For 

optimum PUF design, we need to ensure that the bit error rate is low. We use worst case 

bit error rate as a PUF metric to understand and compare its quality with other existing 

works. 

iv. Energy efficiency: 

The PUF energy is the power consumed per bit output of the PUF. It is given by 

𝑃 
Energy per bit = (J/bit) 

𝑓𝑠 

Where P is the power consumed by the entire circuit and fs is the sampling frequency or 

rate at which the output of the PUF is obtained. The aim of the thesis is to build a silicon 

strong PUF of a very low energy consumption per bit. 

v. Leakage power: 

In the PUF cell, the sleep transistor controls the current through the PUF unit. When the 

gate voltage to this PMOS sleep transistor is high, the transistor is off and hence no current 

flows through the PUF cell ideally. Even when the transistor is off, practically the PUF cell 

draws a very small amount of current and the power consumed during this mode is called 

leakage power of the PUF cell. 

5.2.1 Intra-chip variation 

The intra-chip and inter chip variations of the PUF design is obtained from a number of 

Monte Carlo simulations. 
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To check the reliability, the intra-chip variation of the PUF was measured. The intra-chip 

variations show the consistency of the PUF CRPs with respect to the changes in operating 

environment [40]. For a particular challenge input, the supply voltage was varied from 750mV to 

900mV and the temperature was varied from -20C to 85C for each of the supply voltage. The intra-

HD values obtained are averaged across 5 different Monte Carlo runs performed for 600 different 

challenges. 

As mentioned earlier, the ideal value of the Intra-HD should be 0, which means that, the 

reliability of the PUF is very high and that for a particular challenge input, even under different 

conditions of supply voltage and temperature, the output bits of the PUF do not change. 

The averaged Monte Carlo simulation results for 600 challenges shows intra-HD values of 

0.0225 with a standard deviation of 0.0096. 

From the values of intra-HD the reliability of the PUF can be given as 

𝑅𝑒𝑙𝑖𝑎𝑏𝑖𝑙𝑖𝑡𝑦 = (1 − 𝐼𝑛𝑡𝑟𝑎 − 𝐻𝐷) ∗ 100 

The reliability of the voltage divider array PUF is found out to be as high as 97.75% 

5.2.2 Inter-chip variation 

To check the uniqueness, the inter-chip variation of the PUF was measured. The inter-chip 

variation of the PUF shows the independence of different PUF responses to the same challenge. 

For a supply voltage of 800mV, at temperature of 27C, the inter-HD values obtained for 600 

different challenges, for 60 different Monte Carlo runs. Operating the PUF in the subthreshold 

region also overcomes more systematic bias and increases the uniqueness [40]. 

With each challenge input, different chips give either 0 or 1. The probability of obtaining 

a 1 or 0 at the output is 50% each. Between different chips, even for the same circuit, the outputs 
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vary randomly for a PUF circuit such that it can be used for identification or authentication of that 

particular chip. So, the ideal value of the Inter-HD should be 50, which means that, the output of 

the PUF is highly unique and that for a particular challenge input, each chip output varies by 50%. 

The inter-HD value are obtained from 60 Monte Carlo runs is 0.4982 with a standard 

deviation of 0.0492. 

Figure 5.1: Inter and intra hamming distance of the PUF 

5.2.3 Bit error rate 

No circuit is perfect, so is any PUF. Even under similar operating conditions, the output of 

the PUF is not exactly same. Random and deterministic errors appear because of circuit noise and 

mismatch respectively [40]. Ideally, PUFs are designed to have very low bit error rates as well as 

low power consumption. For a stable PUF output, the comparator noise must be low. The 

comparator noise depends on its power consumption and the input common mode voltage. As 

there is a trade-off between PUF reliability and power, the common mode input voltage should be 

chosen carefully. Of many stability enhancement techniques like bit masking, error-correction 

40 



 

        

 

         

 

    
 

   
 

 

  
 

  
 

    

    

    

   

 

 

       

    

 

coding, burn-in, [42] etc, we have used majority voting of the output by 7, which effectively 

reduces the bit error rates. 

The results of bit error for various values of supply voltages and temperatures for one 

Monte Carlo run is shown in the table below: 

Value of Intra-HD with Monte Carlo seed = 1 Transient noise seed = 1 noise = 
10GHz corrected 

Temperatures/Voltages Between 27C 
800m and 

900m 

Between 27C 
800m and 800m 

Between 27C 
800m and 700m 

27 0.0128 -- 0.0176 

85 0.032 0.024 0.0224 

0 0.0112 0.0144 0.0224 

-20 0.0224 0.0384 0.0448 

Table 1:  Bit errors across VDD and temperature 

Figure 5.2: Post layout BER across VDD and temperature 

The Figure 5.2 shows the bit error rate for 5 different Monte Carlo runs for 600 challenges, 

each for different supply voltage of 0.75V, 0.8V, 0.85V, 0.9V and temperatures of -20C, 27C and 

80C points. The worst-case bit error rate is 7% while the average bit error rate is 2.25%. 
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5.2.4 Energy efficiency 

The energy consumed by the various components are measured to check if the targeted 

energy efficiency per bit output is achieved. The current through VDD or ground node is studied 

and multiplied with voltage to obtain the power consumed by the block.  

For supply voltage of 0.8V, 

The power consumed by PUF units (Ppuf) = Current drawn by each PUF cell * 120 *0.8 

Power consumed by the comparator (Pcomp) = Current drawn by the comparator * 0.8 

Total power consumption = Ppuf + Pcomp 

Total power consumption = 6µW 

For a sampling frequency of 12.5MHz, 

As given by equation below, the energy efficiency can be calculated as, 

𝑃 
Energy consumption per bit = = 6µ/12.5M J/bit 

𝑓𝑠 

Energy/bit of the PUF cell is = 0.48pJ/bit 

The proposed PUF design proves to have the lowest energy consumption so far, compared 

to other strong silicon PUFs. 

5.2.5 Leakage power 

Keeping the sleep transistor off, the power consumption is measured. Power consumption 

is calculated to be only 39nW. 
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Chapter 6. Comparison of the results 

6.1 Introduction 

During the last few years, there has been many different approaches to designing PUFs, 

which have been published. We have seen an overview of the how these approaches evolved in 

chapter 2. In this chapter we will summarise the efficiency and improvement in performance of 

the proposed strong silicon physically unclonable function when compared to other similar works. 

6.2 Evolution of physically unclonable functions 

Previously, works on PUF include many methods to extract chip specific data from 

manufacturing variations by comparing the drain current of two identical transistors. First explicit 

PUF was an optical PUF proposed in the year 2002 [41]. Later, variety of PUF designs were 

proposed based on flipflop scan chains, memristors, multi-arbiters, configurable ring oscillators, 

SRAMs, STT-RAM error rate distribution, resistive RAMs, etc. There were also PUF designs 

based on carbon nano tubes with high energy efficiency [43-47]. 
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The first silicon strong PUF was an arbiter PUF which generated 1-bit response depending 

on variation in delay between two identical paths. Apart from the variants of the arbiter PUF, 

another widely used PUF is the SRAM PUF which exploits variation in the threshold voltage of 

the transistors in it. However, it requires postprocessing of the output to improve stability 

[3][5][48]. A current mirror based analog PUF achieves high reproducibility without post 

processing at the cost of large area. This was further improvised by using cascaded two transistor 

amplifiers in deep subthreshold to generate a rail-rail output [49][50][51]. Most recent work is 

based on strong non-linear dependence of MOS current on the threshold voltage in subthreshold 

region to generate randomness [13-14]. Our work is based on voltage divider arrays of MOS 

transistors operated in the subthreshold region. The superior qualities of the PUF over other works 

can be clearly seen from the comparison table shown later in this chapter. 

6.3 Comparison with previous works 

For power supply of 0.8V, fs = 12.5MHz sampling frequency. The digital power consumed 

by the PUF is 6µW and leakage power is 39nW. 

Table 6.1 compares the proposed work with state-of-the-art PUFs. The proposed PUF 

compares favourably with other designs in terms of energy efficiency and reliability. The proposed 

PUF has a high inter-HD to intra-HD ratio which shows that one instance of the PUF is highly 

distinguishable from another instance. 
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Comparison table 

Our work [14] [16] [15] [5] [19] [52] 

Technology 65nm 0.13µm 90nm 40nm 0.18µm 22nm 28nm 
(FDSOI) 

Type Voltage 
divider 
Array 

SCA CCRO PUF Digital SRAM 

Number of 
CRPs 

1.15x1018 ~3.7x1019 3-6b ~5.5x1028 1.4x1020 1 1.17x1011 

BER worst 
case 

7% 9% 14.13% <10-8 4.8% 4.6% 3.17% 

Energy per 
bit (pJ/bit) 

0.48 11 - 17.75 - 0.19 0.097 

Voltage 
range 

0.75-0.9 1.08-1.32 1 0.7-1.2 1.75-1.85 0.7-0.9 0.5-0.9 

Temperature 
range (°C) 

-20 to 85 -20 to 80 20 to 100 -25 to 125 20 to 70 25 to 50 0-80 

IntraHD 0.0225 0.058 0.0644 0.0101 0.0357 0.0097 0.0317 

InterHD 0.4982 0.499 0.4375 0.5007 0.4 0.49 0.481-0.495 

𝐼𝑛𝑡𝑒𝑟 
HD 

𝐼𝑛𝑡𝑟𝑎 
22.1 8.6 6.8 49.5 11.2 50.5 15.6 

Table 6.1: Comparison with different works 

Figure 6.1: Final Layout with area 40µmx70µm 
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Chapter 7. Conclusion and future work 

Using physically unclonable functions for secure memory or authentication has proved to 

be a promising initiative for authentication and secret key storage because of the various 

advantages it poses. Other practices for providing a secure memory or authentication such as 

storing the key in the non-volatile electrically erasable programmable ROM or battery-backed 

SRAM, etc are inefficient with respect to area and power consumption [54][55]. 

Even though, a PUF’s complex and disordered structure makes it is harder to read-out the 

data or predict the response unlike the non-volatile memories, strong PUFs are vulnerable to side 

channel attacks, machine learning attacks, etc now-a-days. Therefore, there is a necessity for 

modification of the PUF design such that the designs are resilient to these attacks. Light weight 

PUFs or XOR PUFs are proven to limit the predictability of the machine learning attacks. So, as a 

future work, analysing and the improvising the design, by adding a few post processing steps, to 

make it a highly resilient to any kind of modelling attack, can be carried out. 

Thus, a novel strong silicon PUF, based on voltage divider arrays is presented in this thesis 

work, which exploits random variation of threshold voltage in the transistor, when it is operated in 

the subthreshold region. The proposed PUF is said to have the lowest energy consumption of all 

the strong PUFs so far and it is 0.48pJ/bit. This makes it a good candidate for secure IoT devices, 

other than serving the purpose of chip authentication. The proposed PUF model has a current 

consumption independent of challenge pattern which makes it robust against differential power 

and thermal imaging attacks. With technology scaling, the reliability and energy efficiency are 

expected to improve further. 
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