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Abstract 

In the quest of higher wireless dat a-rates, Terahertz (THz)-band (0.1-10 THz) 

communication is envisioned as a key wireless technology of the next decade. THz 

Band communication will alleviate the spectrum scarcity and capacity limitations of 

current wireless systems, and enable new applications both in classical networking 

domains as well as in novel nanoscale communication paradigms. 

In this thesis, solutions are provided at the physical and link layers for the unique 

challenges presented by the THz Communication. First , an stochastic multipath 

channel model for THz band communication for bounded area applications is 

proposed , analyzed and validat ed using numerical simulation results . Second , a 

multiuser interference model for pulse-based THz Communication is proposed and 

validated with experimental results . Third, experimental and numerical results 

are provided to demonst rat e that , contrary to the general sumption, an agile 

eavesdropper can intercept signals even at THz frequencies with very directional 

beams. Fourth, hierarchical bandwidth modulation that can cope with the distance

dependent bandwidth of the THz channel is proposed and shown to maximize the 

utilization of the distance-dependent bandwidth. Fifth, a link level synchronization 

and medium access control protocol for THz communication networks is proposed 

and and shown to outperform classical Aloha and two-way handhsake based 

protocols . Finally TeraSim, a THz network simulator that implements THz 

channel, physical and mac layer , is developed in ns-3. 
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CHAPTER 1 

Introduction 

Over the last decade, wireless data t raffic has drastically increased due to a 

change in the way today 's society creates, shares and consumes information. This 

change has been accompanied by an increasing demand for higher speed wireless 

communication anywhere, anytime. For example, uncompressed Ultra High De

finition (UHD) and a 3D uncompressed UHD video t ransmission would require 

24 Gigabit-per-second (Gbps) and 100 Gbps links respectively [l ]. Following 

t his t rend, wireless multi-Gbps and Terabit-per-second (Tbps) links are expected 

to become a reality within the next five to ten years . While millimet er-wave 

(30-300 GHz) communication is the way to go, the limited available consecutive 

bandwidth ( < 10 GHz), will limit the feasibility of Tbps links. In this context , 

Terahertz-band (0.1 to 10 THz)1 communication is envisioned as a po

tential wireless technology to satisfy the need for much higher wireless 

data rates [1- 5] .. THz band can offer consecutive badwidth of several tens of 

GHz up to several THz ( depending on the t ransmission distance) that can readily 

1 T here a re mult ip le terms to refer to t he T Hz band , including Tremendously High Frequencies, 
sub-millimeter waves and Extreme Far Infrared, with start frequencies as low as 100 GHz and as 
high as 10 T Hz. We adopt this broader definition. 
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Chapter 1. Introduction 1.1. Enabling Technologies for THz Communication 

enable the Tbps links. 

The huge bandwidth in the THz band comes a t the expense of a very high 

spreading loss, mainly due to the very small size of THz antennas. In addit ion, THz 

signals induce internal vibrations in gaseous molecules, which leads to molecular 

absorption loss. While for millimet er-wave band, oxygen molecules cause the 

most absorption, at THz-band frequencies, water vapor is the main absorber. 

Molecular absorption not only increases the path-loss, but it also limits the available 

t ransmission bandwidth [6]. The very high path loss motivates the use of directional 

antennas to establish communication links beyond several meters (macroscale 

applications). While this problem is not present in nanoscale applications, other 

issues arising from the miniaturization of the device affects the communication 

a t nanoscale. For example, the very small size of nano-batteries motivat es the 

use of energy-harvesting nano-systems [7]. These unique characteristics of this 

radically different communication paradigm of THz band necessitates the design 

and analysis of new channel models , communication algorit hms, and networking 

protocols . 

1.1 Enabling Technologies for THz Communi

cat ion 

THz frequency band , which lies in between mm-waves and the far infrared , is 

still one of the least explored regions in the EM spectrum. For many decades, 

the lack of compact high-power signal sources and high-sensitivity detectors able 

to work at room t emperature has hampered the use of the THz band for any 

application beyond sensing. However , many recent advancements with several 

device technologies are finally closing the so-called THz gap. In an electronic 

approach, the limits of standard silicon CMOS technology [8], silicon-germanium 

BiCMOS technology [9] , III-V semiconductor HEMT [10] , mHEMT [11], HBT [12], 

2 



Chapter 1. Introduction 1.2. Applications of THz Communication 

and Schottky diode [13] t echnologies are being pushed to reach the 1 THz mark. 

In a photonics approach, uni-traveling carrier photodiodes [14], photoconductive 

antennas [15], optical downconversion systems [16] and quantum cascade lasers [17] 

are being investigat ed for high-power THz syst ems. More recently, the use of 

nanomaterials such as graphene is enabling the development of novel plasmonic 

devices for THz communications [18-21]. These devices are intrinsically small , 

efficiently operate at THz frequencies , and can support very large modulation 

bandwidths. Moreover , graphene is "just the first " of a new generation of 2D 

materials (such as MoS2 or Hb-N), which can be stacked to create new types of 

devices leveraging new physics . 

1.2 Applications of THz Communication 

The very large bandwidt h available at THz band can enable a plethora of ap

plications both in the tradional macroscale networking scenario as well as the 

nanoscale communication networks. Some of these applications can be seen as 

the enhancement of the existing applications, while some others are expected to 

become reality with the help of THz technology. As the technology progresses, new 

exciting applications may emerge as it happened with the existing t echnologies . 

In this section, we describe the major envisioned applications that can be enabled 

by THz band communication. 

1.2.1 Macroscale 

THz band communication can enable Tbps links for distances around few meters. 

As a result, THz communication can provide untra-high speed data t ransfer among 

close proximity devices. The example applications include very fast download from 

the multimedia kiosks, very high speed data transfer among personal devices on a 

desk, among others. In t erms of time saving, to transfer the equivalent content 

3 



Chapter 1. Introduction 1.2. Applications of THz Communication 

of a blue-ray disk to a tablet-like device could take less than one second with a 1 

Tbps link. 

With the help of direction antenna, THz band communication can enhance the 

data rate of t radional wireless local area networks up to Tbps. Hence, it can enable 

ultra high definition video streaming to multiple users in an indoor area. Some 

example applications could be holographic video conferencing, ultrahigh-speed 

wireless dat a distribution in dat a centers, among others . In addition, the users 

can enjoy fully immersive virtual reality(VR) experience by cutting of the wired 

connection between the computer and VR device . 

THz band communication can be used in small cells in 5g and beyond cellular 

networks to offload the traffic from the macro cells. The coverage area could extend 

up to 10 m and both static and mobile users can be served. In addition, with very 

directional fixed links, it can be used to establish wireless cellular backhauls. In 

this regards, THz band communication can be very helpful in places where it is 

very diffcult to insta ll fiber optic cables . In addition, THz band communication 

among the vehicles or between the road side access points and vehicles can meet 

t he low latency and ultra reliability requirements of 5g standard. 

1.2.2 Nanoscale 

The very small size and unique properties of nanoantennas and nano-t ransceivers 

enable nanomachines to communicate at THz band [3]. 

The coventional wired connections for inter-core communication on a chip 

limits the scalability of computational performance due to routing and complexity 

issues. Interconnection of processing cores on a chip with Tbps wireless links can 

enable the true massive multicore CPUs [22]. 

Nano-sensors can be distributed in the human body to collect information about 

Sodium, glucose and other ions in blood [23], cholesterol [24], cancer biomarkers [25] 

or the presence of different infectious agents [27]. However , they can not send 
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Chapter 1. Introduction 1.3. Research Objectives and Solutions 

the information out of the body by themselves due to their small energy and 

computing resources. An wireless interface in the nanosensors can easily route the 

sensed information to the healthcare provider through a on body gateway device. 

1.3 Research Objectives and Solutions 

1.3.1 Multipath Channel Modeling 

A general channel model is essential in designing and simulating communication 

techniques for the THz band. Several channel models have been developed to date 

for the THz band. In [6], the first channel model for line-of-sight (LOS) propagation 

over the entire THz band was developed, by leveraging radiative transfer theory 

and revisiting the concept of molecular absorption. The non-line-of-sight (NLOS) 

multi-path propagation models a re developed through ray tracing analysis and 

extensive channel measurements [26], and hence are computationally intensive 

and time consuming. In addition, t he analysis needs to be redone every t ime the 

scenario changes . 

On the other hand, the wireless networks are random in nature. A general 

stochastic channel model would enable faster channel prediction or estimation. 

In this work, we develop a stochastic multipath channel model for THz band 

communication for bounded area applications. Specifically, an analytical model 

for the number of single bounce multipath components and the power delay 

profile in a rectangular deployment scenario is derived , considering the density 

of obstacles, variable geometry of the rectangle, the signal blocking by obstacles 

and the propagation properties of THz signals. The model is independent of the 

physical layer technology and can be tailored to different application scenarios. 

Extensive simulation results are provided and utilized to validate the developed 

analytical model. 
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1.3.2 Multi-user Interference Modeling for Pulse-based 

THz Communication 

Our channel model shows that, for short communication distance, the Terahertz 

Band behaves as an almost 10 THz wide window. This very wide bandwidth 

mot ivates the use of pulse based modulat ion scheme for short range communications 

similar to Impulse Radio Ultra-Wide-Band (IR-UWB) [27]. For short-range 

THz communications (i .e., dist ances up to a few met ers) , the transmission of 

one-hundred-femtosecond-long pulses by following an on-off keying modulat ion 

spread in time has been recently proposed [28] . The t ransmission of ult ra-short 

pulses minimizes t he probability of collisions due to the very small t ime that the 

channel is occupied by each user. However , given that many of the envisioned 

applications of THz-band communications involve very large node densit ies (e.g., 

wireless nanosensor networks or networks on chip) , multi-user interference results 

unavoidably. 

Existing interference models can not be applied to THz communication directly, 

because many of them do not capture the peculiarities of the THz band channel, 

e.g. molecular absorption loss . Moreover , none of them take into account the 

specific waveforms being transmitted(e.g., Gaussian-shaped pulses) . The second 

contribution of this thesis (Chapter 3)is the development of a new stochastic 

analytical model for multi-user interference that takes into account the fact that 

the interference happens in the amplitude, not in the power , the Interference 

can be construct ive or destruct ive and the shape of the pulse. In addit ion, we 

experimentally validate the model using THz time-domain spectroscopy (THz-TDS) 

system and an innovative interference generating setup. 

6 



Chapter 1. Introduction 1.3. Research Objectives and Solutions 

1.3.3 Security in Terahertz Wireless Links 

The very high path loss at THz frequency necessitates use of very directive antenna 

which provides mproved security from eavesdroppers. The general assumption is 

that eavesdropper 's antenna must be located within the transmit beam. The very 

narrow beam at THz frequeny limits the possible locations for the eavesdropper. 

Hence, eavesdropping becomes impossible in case of very directional t ransmission. 

In the third contribution of this thesis (Chapter 4) , we demonstrate that , 

contrary to the general assumption, an agile eavesdropper can intercept signals even 

with narrow beam signals. Eavesdropper can place a passive object in the beam and 

the object can scatter some power to eavesdropper 's receiver located elsewhere. This 

technique affords Eve additional flexibility and can enable successful eavesdropping 

even at high frequencies with very directional beams. In addition, we provide 

a counter measure t echnique that can be used to det ect some, though not all , 

eavesdroppers . 

1.3.4 Modulation Design for THz Band Communica

tion 

Our channel model shows that , for the communication distance over few meters , 

the molecular absorption defines multiple multi-GHz wide window. In addition, 

the 3-dB bandwidth of these windows decreases with the transmission distance. 

This result motivates the development of dynamic bandwidth modulations able to 

exploit this very distance-dependent bandwidth. 

The fourth contribution of this thesis (Chapter 5) is the development of 

hierarchical bandwidth modulations able to cope with the dist ance-dependent 

bandwidth of the THz channel. In the proposed modulation scheme, multiple flows 

of information aimed at users at different distances can be t ransmit ted at the same 

time and over the same frequency, by simultaneously adapting both the modulation 
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order , and more importantly, the symbol time. Details for the modulator and the 

demodulator implementat ions are provided . The performance of the proposed 

modulation is analytically derived , both in terms of the achievable data rates as 

well as symbol error rate. Extensive numerical results based on analytical channel 

models that capture the peculiarities of the THz band are provided to illustrate 

the performance of the proposed scheme. The results show that the proposed 

modulation scheme can maximize the utilization of distance dependent bandwidth 

of the THz channel, thus turning molecular absorption into an advantage. 

1.3.5 Link Layer Design for THz Communication Net

works 

On the one hand, the THz band provides devices with a very large bandwidth . 

Such very large bandwidth results in very high bit rates and, thus, very short 

t ransmission times . As a result , the users do not need to aggressively contend for 

the channel. On the other hand, very high directivity antennas simultaneously 

at the transmitter and receiver are needed to establish links beyond a few meters 

(macroscale) . This requires t ight synchronization to overcome the deafness problem. 

For nanoscale THz communicat ion, nano-devices have very limited energy and 

need to harvest energy from the environment. This requires tight synchronization 

between transmitter and receiver , who might be not able to process new packet s. 

In the fifth contribution ( chapter 6) of this thesis , we develop a new link

layer synchronization and MAC protocol for THz-band communication networks 

based on a receiver-initiated or "one-way" handshake. In addition, we analyt ically 

investigate the performance of the proposed protocol in terms of delay, throughput 

and packet discard probability and compare it to that of "zero-way" handshake 

(Aloha-type) and "two-way" handshake (CSMA/ CA-type) protocols. Finally, We 

validate our results by means of simulations with TeraSim, a new ns-3 extension, 

8 



Chapter 1. Introduction 1.3. Research Objectives and Solutions 

where we have incorporated all our THz models. 

1.3.6 Network Simulator for THz Communication Net

works 

While the THz devices are catching up and novel solutions are proposed at different 

layers of the protocol stack, experimental platforms are still very expensive. A 

simulator platform is much more affordable to verify the analytical results quickly 

while waiting for the experimental platforms to become afforda ble. Although, 

t here have been some simulators developed , t hey do not capt ure the peculiarit ies 

of the Terahertz band channel. 

The final cont ribut ion ( chapter 7) of this thesis is t he development of TeraSim, 

open source network simulation platform for THz communication network. TeraSim 

is built as an extension for ns-3, which is one of the most widely used teaching and 

education network simulation software. The simulator has been developed consid

ering two major types of application scenarios, namely, nanoscale communication 

networks ( average transmission range usually below one meter) and macroscale 

communication networks ( distances larger than one meter) . The simulator consists 

of a common channel module, separate physical and link layers for each scenario , 

and two assisting modules, namely, THz antenna module and energy harvesting 

module, originally designed for the macroscale and nanoscale scenario , respectively. 

The structure, relations and content of each module are presented in detail. Exten

sive simulation and test results are provided to validate the functionalit ies of the 

implemented modules. TeraSim is expected to enable the networking community 

to t est THz networking protocols without having to delve into the channel and 

physical layers . 
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CHAPTER 2 

Stochastic Multipath Channel Modeling 

and Power Delay Profile Analysis for 

Terahertz-band Communication 

2.1 Motivation 

An accurate channel model is needed to design and evaluate the performance of the 

communication system. Several channel models have been developed to date for 

the THz band. In [29], we developed the first channel model for line-of-sight (LOS) 

propagation over the entire THz band, by leveraging radiative transfer theory and 

revisiting the concept of molecular absorption. Some non-line-of-sight (NLOS) 

propagation models can also be found in the literature. These have been developed 

through extensive channel measurements [30, 31] or ray tracing simulations [26] in 

a fixed geometry environment . Both approaches are expensive and time consuming. 

In addition, these models are valid only for a particular deployment environment 

and need be developed again once the environment changes. In light of the random 

nature of wireless mobile networks, more general stochastic channel models are 

10 
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needed. 

In this work , we develop a stochastic multipath channel model for THz band 

communication for bounded area applications. Specifically, we derive analytical 

model for the number of single bounce multipath components and power delay 

profile in a rectangular deployment scenario. This general model is developed by 

taking into account the variable geometry of the rectangle, the density of reflecting 

objects in the area, the signal blocking by obstacles and the propagation properties 

of THz signals . The model is very general and is independent of the PHY layer 

technology. The model has been validated with extensive Monte Carlo numerical 

simulations in MATLAB. 

2.2 System Model 

To model the mult ipath PDP, we need to t ake int o account THz propagation 

characteristics, the geometry of the network and the spatia l distribution of the 

nodes. In this section, we describe the system model utilized in the paper. 

2.2.1 THz Propagation 

First , we describe how a THz signal is affect ed while propagating through the 

environment. The total path loss for the LOS component in the THz band consists 

molecular absorption loss and the spreading loss [29]. The path loss is given by 

(2 .1) 

where f is the operating frequency in Hz, dis the separation between the transmit

ter and receiver , c is the speed of light in free space and k abs is frequency-dependent 

absorption coefficient of the medium [29] . For the NLOS components, we account 

for the reflection loss and the loss due to blockage of signals by intercepting objects. 
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In this case, the total path loss is given by 

2
41rfd k d 

PLN LOS (f , d) = - c- e absU) '"YU) , (2.2)
( ) 

where '"'/ is the frequency-dependent reflection loss coefficient. 

2.2.2 Network Topology 

We consider a rectangular area with length L and width W. A rect angular area 

can be typical of an indoor network deployment or a network inside a chip. The 

origin of the coordinat e syst em is assumed to be a t the center of the rectangle. 

The transmitter and receiver are placed a t equal dist ance d/ 2 from the origin 

on the x axis . We consider omnidirectional antennas are deployed a t both the 

transmitter and the receiver. We also consider that different obstacles are randomly 

distributed inside the rectangle by following a spatial Poisson process with rate A. 

These obstacles could be nanomachines in the nanoscale scenario or user devices 

with metallic components in the macroscale scenario. The probability of finding k 

objects in the disc is given by 

(2.3) 

Under the Poisson assumption , the locations of the nodes follow independent 

and identically distributed uniform distributions. As a result , the signal transmitted 

by the transmitter will encounter multiple reflections and reach the receiver through 

different pa ths. These copies of the transmitted signal are called multipath 

components. In this paper , we consider only the single reflection components as 

the reflection loss and path loss are very high in the THz band. In addition, the 

strength of reflections from the walls of the rect angle are assumed to be minimal. 

If there is a LOS path between the t ransmitter and receiver , the first component 
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Figure 2.1: Geometry of the network considered. 

will arrive with delay T = d/c, where c is the speed of light in vacuum. 

As can be seen from Figure 2.1 and described in [32], all of the reflectors giving 

rise to single bounce components with delay between T and T + b..T lie within the 

region bounded by two ellipses. The major and minor radii of the inner ellipse are 

given as, 

(2.4) 

and the outer ellipse as 

(2.5) 

In addition, the area of the shaded region is given as 

(2.6) 

The expected number of multipath components in the region with area A is 

given by .\A. Hence, we can define a multipath density that gives the expected 
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number of multipath components per unit of delay: 

(2 .7) 

From the density function, the number of multipath components within T and 

T + 6.T can be found as follows: 

(2 .8) 

The det ailed derivation of f N (T) is the main contribution of this paper and is 

provided in Section 2.3. The PDP(T) can now be readily found as follows 

(2.9) 

PLos is the dist ance-dependent probability that there exist s a line of sight path 

at distance d. 

2.2.3 Physical and Link Layers 

The multipath channel model developed in this paper is independent of the PHY 

layer. In fact , the PDP derived can be utilized to characterize the channel and 

design the best PHY layer so that the received signal will suffer minimal inter 

symbol interference . 

2.3 Multipath Model 

In this section, we analytically derive the number of multipath components and 

the LOS probability. However , due to the space limitation,we have omitted the 

detailed step-by-step process . 
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2.3.1 Multipath Density 

The PDF of the number of NLOS paths is obtained by first replacing the values of 

a1 , b1 , a2, b2 in (2. 7) , which yields the following expression 

(2.10) 

where c is the speed of light and d is the distance between the transmit ter and 

the receiver. As 6.T approaches zero , the above expression takes on a 0/ 0 form. 

Applying L'Hospital's Rule, i.e., by taking the derivative of the numerator and the 

denominator with respect to 6.T , yields the following 

(2.11) 

As T increases with the reflecting objects being farther away, the shaded region 

between t he two ellipses also keeps growing. At a certain point, some part of the 

shaded region will fall outside the rectangle. Based on the dist ance between the 

t ransmitter and the receiver , the ellipses may pass the rectangle boundary on the 

major axis direction or minor axis direction or both directions at the same time. 

These three scenarios are illustrated below: 

Scenario 1 

The major and minor radii of the ellipse cross the wall a t the same time for a 

critical distance d critical , given by 

✓L2 W2d crit ical = - (2.12) 

This scenario is portrayed in Figure 2.2. As can be seen from the figure , the 
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Figure 2.2: illustration of elliptical regions when d equals critical distance. 

ellipse touches the wall boundary on both sides at T = %. After that, the shaded 

region gets cut by the wall boundaries and form four equal size regions inside the 

rectangle. To obtain the multipath density in these regions, we need to find the 

area of the four regions. Since the four regions are identical, it is sufficient to find 

the area of the region in the first quadrant and multiply that by four. To find this 

area, we first find the intersecting points of the two ellipses with the line y = ~. 

These points are given by 

(2.13) 

where x 1 is the intersection point between y = ~ and the ellipse with delay T , 

and x2 is the intersection point between y = ~ and the ellipse with delay T + l::,,_7_ 

Hence, the area of the shaded region in the first quadrant can be calculated 
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with the following integral , 

A,d (f (: -b,N)dx 
(2.14) 

+t hri~-b,N)dx) 
After carrying out the integral, the following expression is found for the total area 

inside t he rectangle: 

(2.15) 

From (2 .7) , the multipath density for 

2 2 

L ✓ (½_~) 2 + ~ + ✓ (~ + ½) 2 + ~ 
- < T < ---------------- (2.16) 
C C 
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is given by (2.17) . 

L ✓c2T2 - d2J~ - If 
4cT2 

C3 T 2 t an-1 ( ✓ c2T2~2-w2) ] 

s✓c2T 2 d2- . 

(2.17) 

Scenario 2 

As can be deduced from (2.4) , when the dist ance is less than d critical, the minor 

axis crosses the wall boundary first (see Figure 2.3). 
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Figure 2.3: illustration of elliptical regions when d is less than critical distance. 

The minor axis crosses the boundary at T = ~. From the figure, it is 

easier to find the area of the shaded region by integrating with respect to y. In 

this case the area can be found by the following integral: 

(2.18) 

Evaluating the above integral yields the following expression, 

(2.19) 

This area formula is valid until T = ¼, when the major axis too crosses the 
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wall boundary. From (2.7) , the multipath density is now given by (2.20). 

(2.20) 

(2.21) 

✓( b._s!.)2 + w2 +J(s!.+£)2 + w22 2 4 2 2 4For ~ < T < c , the area is given by (2 .15) and 

the multipath density function is given by (2 .17). 
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Scenario 3 

If the distance is greater than dcritical, then the major axis crosses the wall 

boundary first (see Figure 2.4). The major axis crosses the boundary at T = ¼-

y 

(0,W/2) 

(L/2,0) X 

Figure 2.4: illustration of elliptical regions when d is greater than critical distance. 

In this case the area of the shaded region that is inside the rectangle is given 

by: 

(2.22) 

This area formula is valid until T = ~, when the major axis too crosses 
C 

the wall boundary. Applying the definition in (2.7), the multipath density is now 
. /(1,_4)2 + w2 + . f(si+k)2 + w22 2 4 2 2 4given by (2.21). For ~ < T < V c V , the area is 

given by (2.15) and the multipath density function is given by (2.17). 
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2.3.2 LOS Probability 

As the electromagnetic signals in THz band can not penetrate the obstacles, we 

need to take into account that a multipath component might get blocked on the way. 

To calculate the blocking probability, we consider that the obstacles are of circular 

shape with radius r and their centers follow the same Poisson process described 

in 7.2. We first calculate the LOS probability following a similar approach used in 

[33] . As can be seen from Figure 2.5, the link between the transmitter and receiver 

is blocked if the center of any of the circular obstacles falls inside the shaded region. 

The number of circular obstacles whose centers are inside the shaded region is a 

Poisson random variable with mean >-Ablockage, where Ablockage is the area of the 

shaded region. Ablockage can be calculated easily by dividing the shaded regions 

into three regions, namely a half circle of radius r , a rectangle of width r and 

length d and another half circle of radius r . 

2 
Ablockage = 2rd + nr • (2.23) 

d 

Figure 2.5: Blocking region between two objects with separation d. 
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The LOS probability that no obstacle crosses the link between the transmitter and 

the receiver is a distance-dependent function given by 

P ws (d) = p (o E Ablock age ) 

(>-A )o= blockage e - >- Ablockage (2.24) 
O! 

2.4 Numerical Results 

In this section we validate our analytical results through Monte Carlo simulation 

in MATLAB. A rectangular area of length 3 m and width 2 m has been used to 

simulate the multipath propagation environment . A collection of circular shaped 

obstacles with radius 5 cm has been uniformly distributed in the area with a density 

2of,,\= 100, 150 and 200 nodes/m . The operating frequency f = 1.0345 THz was 

chosen as the center frequency of the first absorption-defined THz transmission 

window [29] and the corresponding a bsorption coeffi cient k abs = 3.0155 x 10- 2 

1m- was assumed to be constant over the whole window. The reflection loss 

coefficient ry was assumed to be unity as most of the devices behave as perfect 

reflectors for THz signals , but the model remains valid for any value of T The 

final results were found by averaging over a total of 1000 realizations of the system. 

A histogram of the number of multipath components was generat ed using a bin 

size of 6.T = 10- 11 s for three distances corresponding to the three cases used in 

the analytical model. Figure 2.6 depict s the case where separation between the 

transmitter and the receiver equals the critical distance of d cr itical = v15 m . As 

can be seen from the figure, the analytical model mat ches very closely with the 

simulation results . Note also that there are two regions in this case since the both 

of the radii of t he ellipse crosses the wall boundary at t he same t ime. Figure 2.7 

and Figure 2.8 show the other two cases when the Tx-Rx separation is less(d = 2 
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m) than and greater(d = 2.4 m) than the critical distance respectively. In these 

cases, there are three regions due to one of the radii crossing the wall boundary 

first. The multipath power delay profile has been plotted in Figure 2.9 for the 

Tx-Rx separation equal to the critical distance. As can be seen from the figure, 

the power loss of the multipath components increases with increasing density 

of obstacles. This behavior is expected from the exponential decay of the LOS 

probability in (3.32) with the density of obstacles. 

y 

(0,W/2) 

(L/2,0) X 

Figure 2.6: Number of multipath components as function of path delay when d is 
equal to dcritical. 
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Figure 2.7: Number of multipath components as function of path delay when dis 
less than dcritical. 

y 

(0,W/2) 
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Figure 2.8: Number of multipath components as function of path delay when d is 
greater than dcritical. 

2.5 Conclusion 

In this paper, a stochastic multipath channel model for THz-band communication 

network has been developed, by considering an enclosed geometry in light of 

expected applications of THz networks. The model is general in the sense that it 

is independent of the PHY layer. First, the number of multipath components at a 
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Figure 2.9: Multipath PDP as a function of T when Tx-Rx separation is dcritical· 

certain delay has been analytically derived using the density of reflecting objects 

and the sides of the rectangle as model parameters . Then the LOS probability 

has been formulated by taking into account that the reflecting points can also 

block the multipath components . Finally, t he multipath PDP has been found by 

multiplying the number of multipath components with path loss associated with 

the corresponding distance. The analytical model has been validated by means of 

extensive simulations with MATLAB. As part of our future work, we will extend 

these results to account for directional antennas needed for longer communication 

distances (e.g., larger rooms). 
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CHAPTER 3 

Stochastic Interference Modeling and 

Experimental Validation for Pulse-based 

Terahertz Communication 

3.1 Motivation 

For short-range THz communications (i.e., dist ances up to a few met ers), the 

transmission of one-hundred-femtosecond-long pulses by following an on-off keying 

modulation spread in time has been recently proposed [28] . The power spect ral 

density (PSD) of such pulses, which can be generated and detected by means 

of different electronic, photonic and plasmonic devices, has its main frequency 

components under 4 THz. By utilizing an on-off keying modulation, the transmitter 

can reduce its energy consumpt ion by remaining silent during the transmission of 

logical "Os", and by spreading the transmission of the pulses in time, concurrent 

t ransmissions can be mult iplexed in t ime. 

The t ransmission of ultra-short pulses minimizes the probability of collisions 

due to t he very small t ime t hat the channel is occupied by each user. However , 
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given that many of the envisioned applications of THz-band communications 

involve very large node densities ( e.g., wireless nanosensor networks or networks on 

chip) , multi-user interference results unavoidably. Commercially available terahertz 

signal consist s of hundred femtosecond long gaussian pulses with a peak power 

of around 10 µW [2]. As a result , the transmitted signals have large fluctuations 

between positive and negative amplitude values. The existing works, summarized in 

Sec. 3.2, in mult iuser interference modeling consider received signal power instead 

of the received signal amplitude, and hence ignore the fact that the interference 

can be constructive or destructive. This can cause unrealistically large values of 

interference due to the high amplitude of the pulses. 

In this work, we develop a stochastic model of mult i-user interference in pulse

based THz-band communications and experimentally validat e it. This model is 

developed by considering the fact that the interference power at the receiver is 

not a combination of the received powers from the individual nodes, rather the 

power of the combination of the signal amplitudes. For this , first , we obtain the 

probability density function (PDF) of the interference generated by one interfering 

node at the receiver , starting from the PDFs of the pulse received energy and the 

PDF of the pulse shape. Then , we extend this model to account for multiple nodes 

which can constructively or destructively interfere. Finally, we validate the model 

by comparing the results with experimental measurements . 

The main contributions of this paper are threefold. Using the tools of stochastic 

geometry we 

• analytically model the PDF of interference considering shape of the t rans

mitted signal. 

• show that the interference distribution is not Gaussian for low density 

networks, however it converges to Gaussian as the number of nodes become 

much greater than ratio of symbol duration to pulse duration 
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• validate the analytical model by experimental results for 20 nodes using a 

novel interference generating setup. 

3.2 Related Works 

Stochastic geometry has been used extensively to model and analyze random 

wireless networks [34-37]. These models assume infinite number of nodes in an 

infinite area for analytical tractability. Analysis of wireless networks with finite area 

and finite number of nodes has been performed for millimiter wave communications 

in [38]. These models can not be directly used in THz band networks as they 

do not take into account the peculiarit ies of the THz band channel, such as the 

exponentia l attenuation caused by the molecular absorption loss . [39, 40] have 

shown that, the blockage of signal by obstacles can cause significant loss in signal 

strength for millimeter wave communication networks. THz band is even higher 

in frequency and experiences more blockage by obstacles. However, as mentioned 

in [41], the blocking can be modeled as a blocking probability in the stochastic 

models and thus as a thinning process. More Recently, there have been several 

works on stochastic interference modeling for THz band communication networks 

that take into account the molecular absorption loss [41-43] . All of t he previously 

mentioned works compute total interference by adding the received powers from 

individual nodes. However, the interference happens in the amplitude of the 

received signal, i. e ., interference is the sum of the electric fields from individual 

nodes. Hence, modeling the interference as addition of fields can provide more 

accurate interference power distribution than when it is modeled as sum of powers 

from individual nodes. In addition, these models were built considering the 

macroscale operation of THz band where carrier based waveforms are utilized . 

Some new interference models have been developed for pulse-based THz band 

communication networks [28,44]. However, these models do not take into account 
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the specific waveforms that are being transmitted (e.g., Gaussian-shaped pulses) . 

3.3 System Model 

In this section , we describe the system model utilized in the paper. To model the 

multi-user interference, we first need to take into account THz signal propagation, 

t he spatial distribution of the nodes as well as their t emporal activity. 

3.3.1 THz Signal Propagation 

The propagat ion of electromagnetic waves at THz-band frequencies is mainly 

determined by the spreading loss and the molecular absorpt ion loss. In part icular , 

based on t he THz-band channel model introduced in [29], the signal power at a 

distance d from the transmitter , Pr is given by 

(3 .1) 

where St is the power spectral density (p.s.d) of the transmitted signal, B stands 

for the bandwidth and f refers to frequency. Hr in (7.3) refers to the receiver 

frequency response, which we consider an ideal low-pass fi lt er with bandwidth B , 

for the t ime being. He refers to the THz-band channel frequency response, which 

is given by 

H (f d) = (-c- ) (- k abs (f) d _ f~).2 (3.2)
c ' 41rf d exp 2 i 7r c ' 

where c refers to the speed of light and k a bs is the molecular absorption coefficient 

of the medium. This parameter depends on the molecular composition of the 

transmission medium, i.e., t he type and concentration of molecules found in the 

channel and is given by [29]. In Figure 3.1, the molecular absorption loss in dB 
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Figure 3.1: Molecular absorption loss A a bs in dB at different transmission distances. 

is shown for different t ransmission distances and in the frequency range between 

0.1-2 THz , for a standard a tmosphere with 40% humidity. There are several 

observations to be made. First and foremost , molecular absorption plays a key 

role in defining the available t ransmission bandwidth. For dist ances below one 

meter , the THz band behaves as a single transmission window several THz wide. 

However , for longer distances, t he absorption from water vapor defines mult iple 

t ransmission windows . 

As shown in [44], for the distances considered in our analysis , between a few 

hundred of micrometers and up to one met er , received signal power Pr can be 

approximated as a function of the distance d by the polynomial 

(3.3) 

where a and (3 are two const ants which depend on the specific channel molecular 

composition as well as on the power and the shape of the t ransmitted signal. In 

t his paper , we consider the amplit ude of t he interference inst ead of power. The 

amplit ude of a signal is t he square root of the signal energy which can be found by 

integrating the signal power over the signal duration . From the measured data in 

our experiment , t he received signal energy can also be approximated as a function 
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of distance d by the following polynomial 

(3.4) 

where~ and 77 are two constants which depend on the specific channel molecular 

composition as well as on the energy and the shape of the transmitted signal. 

3.3.2 Network Topology 

We consider that nodes are randomly distributed in space by following a spatial 

Poisson process with rate A. Without loss of generality, we consider that the 

intended receiver is located at the center of a disc of radius a and area A= 1ra2 . 

The probability of finding k nodes in the disc is given by 

( A7ra2) k -.>-1ra2 

P (k E A) = k! e . (3.5) 

Under the Poisson assumption , the locations of the nodes follow independent 

and identically distributed uniform distribut ions. If d is the distance to the origin 

from a point that is uniformly distributed in A , then the PDF of the distance 

distribut ion D is given by 

2d 
for O< d < aa2 

(3.6)JD (d) = 0 
{ otherwise. 

However , there is a minimum dist ance between the receiver and unintended 

t ransmitters as shown in Figure 3.2. This is usually the case, as the interfering 

node and the receiver node can not be at the same location [45] . Lets denote the 

minimum distance of interferers from the receiver as b . Then the the distribut ion 
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Figure 3.2: Illustration of network topology. 

of the distance is given as following 

for b < d < a 
(3.7) 

otherwise. 

3.3.3 Physical and Link Layers 

We consider that nodes communicate by utilizing TS-OOK [28]. In this scheme, 

a symbol "l" is sent by transmitting a hundred-femtosecond long pulse and a 

symbol "O" is sent by silence, i.e., a node does not transmit anything (Figure 3.3). 

The time between symbols T8 is much longer than the symbol durat ion Tp, i.e., 

The pulses in TS-OOK are usually modeled as Gaussian-shaped. More specif

ically, the radiated pulses s (t) resemble the first time derivative of a Gaussian 
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pulse, 

s (t) = d:~t) = - (t ;t)x (t) , with (3.8) 

(t-µ) 2 
e- 2a2 

x (t) = ao J27r , (3 .9) 
2 7r O" 

where a0 is a normalizing constant to adjust the pulse total energy, CJ" is the 

st andard deviation of the Gaussian pulse in seconds, and µ is the center of the 

pulse in time, given in seconds. The total length of the radiated pulses s (t) is 

approximately Tp = 7CJ" . 

TS-OOK enables robust and concurrent communication among nodes. In the 

envisioned scenarios, nodes can st art t ransmitting a t any time without being 

synchronized or controlled by any type of network central entity. However , due 

to the fact that the time between transmissions Ts is much longer than the pulse 

duration Tp, several nodes can concurrently use the channel without necessarily 

affecting each other. In addition, the very short symbol duration Tp makes collisions 

between symbols highly unlikely. However , as the number of communicating nodes 

increases, interference becomes a problem , as we show in the next section. 

A collision between symbols will occur when two or more symbols overlap at 

the receiver. In TS-OOK, by considering also a Poisson distribution of the arrival 

of pulses in time, the probability of having an arrival during symbol duration Ts 

follows a uniform distribut ion with PDF given below, 

for O< t < Ts 
(3.10) 

otherwise . 
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Figure 3.3: Illustration of a TS-OOK transmission. 

3.4 Interference Model 

In the existing interference models , the total interference power a t the receiver 

is obtained as the addition of the interference power from each node. However , 

by considering the received signal power instead of the received signal amplitude, 

the fact that interference can be either constructive or destructive is effectively 

neglected. Hence, summing the powers can result in unrealistically large values of 

interference, specially when the transmitted signals have large fluctuations between 

positive and negative amplitude values. Maxwell's equations are linear equations 

and , thus , the signals transmitted by different users are added in the channel , 

always . According to their relative phase, they might experience constructive or 

destructive interference, leading to fading. We agree that , in traditional carrier

based communication systems, in which the modulated information is in the 

amplitude, phase and frequency of the signal, the accurate modeling of interference 

starting from the addition of amplitudes is very challenging and, thus, the emphasis 

has been on the modeling of interference starting from the power. However , in 
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the system under analysis in this paper , we consider that nodes communicate by 

utilizing a pulse-based modulation scheme. Every transmitted signal consists of 

pulses (logical ''l"s) and silences (logical "O"s). All the signals look effectively the 

same, the only difference is in the sequence between "O"s and "1 "s. This system, 

which might appear as a simplification of reality, is not far from what is already 

being utilized for THz sensing and spectroscopy, and, thus , it has a practical 

motiva-tion. For this system, we can estimate the real interference, starting from 

the amplitude, because of the shape of the signals, without any further assumption. 

From amplitude, we can then also obtain the distribution of the interference 

energy or power. We t aylor our model to Gaussian-shaped pulses, but the same 

methodology could be utilized for any other waveform. 

In order to characterize the interference, we observe the signals at the receiver. 

For the system model described in Section 7.2 , the signal y (t) at the receiver can 

be written as 
u 

y (t) = L (s (t - Tu)) * h (t, du) + n (t), (3.11) 
u=l 

where U is the total number of nodes in the network, s (t - Tu) is the transmitted 

signal along with the delay Tu, h (t , du) is the system impulse response, * denotes 

convolution, and n (t) is the noise at the receiver. The system impulse response 

h (t, du) captures the impact of the THz-band channel, and is obtained as in [28]. 

If we consider the signal from user u = l as the intended signal, the total 

interference is given by 
u 

i (t) = I: iu (t), (3.12) 
u=2 

where iu (t) is the interference at receiver due to each node u . By focusing on one 

specific symbol, without losing generality, iu (t) can be written as 

iu (t) = ._;e;:;;,p (t - Tt ,u) , (3.13) 
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where ep,u st ands for the energy of the received pulse, p (t) is the shape of the 

pulse with unitary energy, and T t ,u refers to the total delay (initial delay and 

propagation delay). 

Given that nodes are randomly distributed in space and uncoordinatedly 

transmitting in time, the PDF of the interference distribut ion Iu generated by a 

node u can be modeled as a function of two random variables, namely, the energy 

ep of the pulse, with corresponding random variable E p, and the shape p(t) of the 

pulse, with corresponding random variable P . 

As illust rated in (3.4) , the energy of the received pulse depends on the t ransmit

ted pulse energy, which we consider a parameter in our analysis, and the distance 

between the nodes, which is a random variable D with PDF given by (3.7) . 

Therefore, the PDF of Ep can be derived from the PDF of D as follows: 

(3.14) 

where J- 1 denotes the inverse and/ denotes the first derivative of ep . The PDF of 

E p can only be analytically obtained if ep (d) is invertible. By computing the 

inverse function of (3.4) , and combining it with (3.7) in (3.14) , we obtain 

(3.15) 

otherwise. 

The step by step derivation is methodological and has been omitted due to space 

constraints. Finally, the interference from a node depends on the amplit ude of the 

received pulse, not its energy. If we define es = ~' the PDF of E s is now given 

by 

(3.16) 

otherwise. 
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Figure 3.4: Sinusoidal approximation of the transmitted pulse in TS-OOK. 

On the other hand, in order to capture the constructive or destructive addition 

of the interference at the receiver , we need to take into account the shape of the 

transmitted pulse, which is deterministic, and the time instant at which it reaches 

the receiver. Since the pulse inter-arrival time is uniformly distributed in T 8 , we 

can first find the PDF of the pulse by modeling time as a random variable T with 

uniform distribution over the pulse duration Tp , 

for O < t < Tp 
(3.17) 

otherwise . 

As before, to obtain the PDF of P , we need to first obtain the inverse function 

of p (t), which in this case is given by (3.9) . However , this cannot be obtained 

in closed form expression . To overcome this limitation, we approximate the 

transmitted pulse with a shifted sinusoidal pulse of same duration Tp , as shown in 
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Figure 3.4. This pulse can be expressed mathematically as follows 

for O< t < TP 
(3.18) 

otherwise. 

where r = /"f; is the amplitude of the sinusoid normalized to have unit energy. 

The inverse function of this new pulse can be written as 

(3.19) 

Now the t he PDF of P can be derived from t he PDF of T similarly as for Ep , 

yielding to 

for - r < p < r 

(3.20) 

otherwise . 

Lets denote the TSOOK symbol as s(t) which can be defined as 

p(t) for O < t < Tp 
(3.21)s (t) = O 

{ 

The corresponding random variable S is a mixed one whose discrete and cont inuous 

parts can be written as 

wit h probability ~ 
(3.22) 

with probability ( 1 - ¥, ). 

where Pis the random variable with its value defined in (3.18). The interference 

generated by one user over the symbol duration is the product of two random 
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variables Es and S . Lets define the product random variable as Iu which can be 

written as 

with probability ¥, 
(3.23) 

with probability ( 1 - ~) . 

Lets define Y = EsP. Therefore the PDF of Iu can be written as 

~ jy(y = iu) when iu-=/- 0 
(3.24) JI., (iu) = (sl - TTps){ when iu = 0. 

where fy(y) can be determined from the PDFs of Es and P as (3.25) . 

fy (y) = 

otherwise 

(3.25) 

The derivation of the limits of integration in (3.25) is given in Appendix 3.7.The 

integral in (3 .25), when evaluated, yields the following expression: 

(3.26) 

where 2 Fi () is the Hyper-geometric function. The final analytical expression 

for interference from single user can be found by applying the integral limits 
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in (3 .25) to the above expression (3.26) . The detailed derivation of (3 .26) is given 

in Appendix 3.8. From (3.26), it can be seen that, the interference from a single 

user depends on the initial energy ~' energy decay coefficient T/ , amplitude of 

the pulse r , the minimum separation between the receiver and the interferer b 

and the radius of the interference region a. For example, the higher the initial 

energy, the wider the interference distribution curve and hence the higher chance 

of interference level getting higher. 

Since the signals from individual nodes add up at the receiver and are indepen

dent , the PDF of the total interference can be determined by the convolution of 

the individual PDFs: 

(3.27) 

To calculate the n-fold convolution on the right hand side, we go into transform 

domain. \i\Te define the characteristic function of the interference from node u as 

(3.28) 

Since the interferences from nodes are independent and identically distributed 

random variables , they have the same characteristic function. The convolution 

becomes a product in the transform domain and, thus, the characteristic function 

of the interference can be written as 

(3.29) 

Now the PDF of the total interference can be found by taking the inverse transform 

of¢ (w) : 

(3.30) 

41 



Chapter 3. Mult i-user Interference 3.4. Interference Model 

Unfortunately, this characteristic function cannot be analytically derived in closed 

form, and, thus, we numerically obtain it in the next section. Since the noise is 

also additive, the PDF of noise plus interference from N users can also be found 

by convolving their individual PDFs 

h +N (i + n) = !I (i) * !N (n). (3.31) 

where f r+N (i + n) is the PDF of noise plus interference and f N (n) is the PDF of 

noise. We note that having a closed-form result for the interference with N users 

would be beneficial, but if the only way to achieve that is by making assumpt ions 

t ha t can compromise the correctness of the model, we would rather refer from 

doing so. 

For the blockage model, we use the analysis presented in [46] for circular 

obstacles. According to the model, the probability that there is no obstacle on the 

path between the t ransmitter and receiver depends on the radius of t he obstacle 

ro, the density of the obstacles ,X and separation between the transmitter and the 

receiver d. This probability is called the line-of-sight (LOS) probability and is 

given as follows 

(3.32) 

The effect of the blockage by the obstacles is that some of the multipaths compo

nents will be blocked which essent ially will decrease the number of convolutions in 

(3.27) from U t o lPws(d) x UJ . 
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3.5 Experimental and Numerical Results 

3.5.1 Experimental Setup 

In order to experimentally emulat e THz communication signals emanating from 

multiple THz nodes, we utilize a THz time-domain spectroscopy (THz-TDS) 

system combined with an innovative interference generating setup . THz-TDS is a 

non-contact electromagnetic technique analogous to pulsed-ult rasound with the 

added capability of spectroscopic characteriza tion. The TD-THz sensor emit s 

a near-single cycle electromagnetic pulse with a bandwidth from 0.1 to 3 THz. 

This extremely wide bandwidth pulse is reflected off of metal rods and pulses 

a re generat ed from each reflection. No contact is required of the emitter with 

t he met al rod . Using a T-Ray 2000 Spectroscopy system , a terahertz pulse is 

generated and detected in the time domain where the electric field of the pulse is 

measured as a function of t ime. In part icular , a collimated 3 cm wide THz-TDS 

beam is used to illuminate a group of metal rods. The metallic rods are 1 mm in 

diameter and can effectively reflect the THz pulses. Therefore, each rod effectively 

represents an interferer at a different distance. 

In general, multi-user interference results from uncorrelated signals from differ

ent users, otherwise it should be accounted as mult i-path propagation. However , 

the reason why in pulse-based THz communication networks we can artificially 

generate multi-user interference starting from a single transmitter and a set of 

reflecting rods is because, whether correlated or uncorrelated, a ll the signals are 

composed of either identical pulses or silences, the only difference between the 

different signals is the delay/time at which they were transmitted and their ampli

tude or strength . Therefore, for this scheme, multi-path propagation and random 

mult i-user interference are so closely related. 

For the first set of measurements , an apparatus was creat ed to hold a met al 

rod. The THz t ransmitter is positioned 30 cm away from the rod. The receiver is 
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Figure 3.5: Illustration of the THz signal strength measurement as a function of 
distance. 

set at 50 degrees from the transmitter (Fig. 3.5). Reflected pulse obtained by the 

receiver shows the presence of a metal rod. Data is collected by taking scans of 

the reflections from metal rod and obtaining the results in time domain. Fig. 3.6 

shows the THz time domain waveform for the reflection off of the metal rod. The 

reflected pulse shows that the rod can represent a virtual interfering transmitter. 
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Figure 3.6: THz pulse from the reflection off of the metal rod. 

To demonstrate the ability of the metal rod to reflect the pulse in other 

directions, we perform a COMSOL Multiphysics simulation in 2D of the reflected 

signal from a metal cylinder. We use a signal of frequency 10 THz to excite a point 
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(a) Normalized electric field with (b) Normalized electric field without 
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Figure 3.7: Normalized electric field to show the reflectivity of the cylinder in a 
wide range of angles. 

dipole located at the left edge of a circular region of radius 8 t imes the wavelength 

centered a t the origin (Fig. 3.7) . The circular cylinder is centered a t the origin 

and has a radius of 3 times the wavelength. In Fig. 3.7a , we show the normalized 

electrical field at simulation time 1.2121 x 10- 12 s for when there is a cylinder at 

the origin with radius 3 times the wavelength. We show the normalized electric 

field when there is no cylinder in Fig. 3.7b. Finally, we show the difference (i.e., 

the scattered field ) of the previous two fileds in F ig. 3.7c. From the third figure, 

we can see that the cylinder can uniformly reflect the signal in a wide range of 

directions. For verification purpose, we perform a second COMSOL simulation in 

the time domain. The geometry of the simulation is same as the first one. In this 

simulation we transmit a Gaussian pulse of width 100 femtosecond and observe 
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Figure 3.8: Normalized electric field t o show the reflectivity of the cylinder in a 
wide range of angles. 

the reflected pulse at different angles around the circular cylinder (Fig. 3.8) . From 

the figure, we can confirm that the circular cylinder can reflect the signal over a 

wide range of angles . The delay between the pulses due to the d ifferent d istance 

covered by the pulses to reach the probes a t different angles. As a consequence, 

t he pulse amplit ude decreases as the angle of obser-vation increases. 

In Fig. 3.9, we show the received energy versus distance curve for the measure

ments t aken in the above described setup . The receiver is moved along the line 

to receive measurements for distances from 10 cm to 1 m . A curve fitting was 

done to determine the ~ and 77 values from the experimental dat a and has been 

found to be 3.7820e-16 and 0.9357 respectively. The latter confirms the cylindrical 

spreading of the signal result ing from collimating the emitted THz signals in the 

experimental setup. These extracted parameter values have then been used in the 
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Figure 3.9: Measured and approximated received pulse energy as functions of the 
transmission distance. 

analytical model to generate the PDF of the interference for different number of 

nodes in the network. The other parameters of the model have been chosen to 

match the experimental setup. For example, Tp = 8 ps has been approximated 

from the radiated pulse duration, ,8=10 has been chosen to match the observation 

period of the measured signal. 

Figure 3.10: Illustration of THz beam from the transmitter (Tx) to receiver (Rx) 
via reflections from the metal rods. 
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Figure 3.11: A zoomed top view of the circular apparatus that holds the metal 
rods in place. 

To simulate the interference with more realistic and random behavior, we utilize 

another interference generating setup as shown in Figure 3.10. A rectangular 

apparatus (Fig. 3.11) was used in order to hold multiple metal rods in circular 

fashion. The apparatus can hold up to 40 rods in place and these 40 positions 

have been marked with numbers in the figure. The radii of the circle that has 

positions 21 to 40 is 15 mm. The positions in the center (1-20) vary in distances 

from the center. Each one was measured individually and their distances from the 

center are shown in Table 1. 

Table 3.1: Distances of the positions on the rectangular apparatus from the center 
of the apparatus 

Position Distance(mm) Position Distance(mm) 
1 11 11 6 
2 7 12 12 
3 12 13 10 
4 11 14 13 
5 9 15 5 
6 3 16 10 
7 8 17 2 
8 12 18 6 
9 13 19 9 
10 10 20 11 

The THz transmitter is positioned so that the THz beam is centered at position 

26 , 27.5 cm away. The receiver is set at 50 degrees from the transmitter at a 
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distance of 14.5 cm away from a metal rod in position 26. Dat a was collected by 

putting 20 rods randomly in the 40 positions and taking scans in the time domain. 

Figure 5a shows the THz time domain waveform for the reflections off of 20 metal 

rods in one distribution. From the figure , we can see that the amplitude of the 

received pulses is higher in this case. This can be explained by the reflected THz 

pulses from multiple metal rods reaching the receiver at the same time, causing 

their pulses to overlap and the amplitude to add up. The reason for time separation 

among different pulses can be explained as the different path distance traveled by 

individual reflected pulse.Also, a = 18.89 cm and b = 14.5 cm was derived from 

experimental setup as the maximum and minimum dist ances of the interferers. 

Although the distribut ion of the rods on the plate does not look Poisson, we t ry 
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Figure 3.12: THz pulse from the reflection off of 20 met al rods distributed in 
rectangular apparat us. 

to mimic a Poisson distribution by placing the 20 rods among 40 locations and 

by turning the plate around its center. Then we take measurements for different 
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realizations and combine the data . 

3.5.2 Model Validation 

For the validation of our analytical model, we first det ermine the distribution of 

noise by curve fitt ing to experimental data . Fig. 3.13 shows the experimental noise 

distribution along with fitted curve. The mean and st andard deviation of the 

noise distribut ion were found to be µ = -0.0007V and CJ" = 0.0053V, respectively. 

After t hat, we determine the line of sight probability by considering the wires as 

obstacles. Considering the arrangement of the wires, t he pulse can t ravel through 

the obstacles on average a distance equal to the radius of the outer circle (15mm). 

This gives a LOS probability is of 0.4 which means on average only 8 out 20 

reflected rays reach the receiver. 
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Figure 3.13: Interference distribut ion of a single interferer. 

We show the probability distribution function of the interference for both 

50 



Chapter 3. Mult i-user Interference 3.5 . Experimental and umerical Results 

experimental and analytical cases when there are 20 interferers in the network in 

Fig. 3.14. Our analytical interference model matches the experimental data very 

well. The reason for a slight difference in the distribution is that we approximated 

the THz-TDS pulse with a sinusoidal pulse, but in reality it is not symmetrical 

above and below the zero line, as shown in fig. 3.6. As a result, t he measured 

interference PDF is biased towards positive values of interference. In addit ion, the 

interferers locations also are not exactly Poisson distributed in the experimental 

setup as one needs many realizations of the experiments to obtain the satatistical 

behaviors . 

□Experimental 
- Analytical 
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210-
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Figure 3.14: Interference distribution of 20 interferers. 

In addit ion, we were not able to put the receiver at the center of the circular 

distribution of nodes due to the bigger size of the THz-TDS device. Nevertheless, 

the distribu tion from the analytical model and experimental data matches very 

well. It can reasonably be said that , as the number of measurements is increased 

and the distances are picked randomly, the experimental PDF will more closely 

follow the analytical model. 

Fig. 3.15 compares the interference PDFs for different number of interferers in 
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the network. It can be seen that the PDF is not Gaussian for number of nodes 

not much bigger than (3 . As the number of nodes in the network increases to 

much greater than (3 , the interference value spreads away from the OV and the 

probability of interference value getting higher increases . For large number of 

interferers, the PDF converges to a Gaussian PDF as expected from the Central 

Limit theorem, and originally shown for TS-OOK in [28] . The mean and variance 

of the total interference can be easily found from the distribution function and 

used in syst em level simulation. As an example, the mean and variance of the 

noise plus interference for the 100 interferers are found to be -0.00078 V and 

0.00215 V 2 respectively. 
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Figure 3.15: Illustration of PDF converging to Gaussian with increasing number 
of nodes . 

3.6 Conclusion 

In this paper, we have presented an stochastic model for interference in short range 

pulse-based THz-band communication network. The model considers the fact that 
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interference occurs with the amplitude of the signal, not the power. The PDF 

of the interference has been analytically deduced from the PDFs of the energy 

and the pulse shape. On t he way, we have ut ilized the fact t hat the received 

energy can be expressed as a polynomial function of distance which we verified 

from the experimental data as well. In addition, the analytical model has been 

compared with experimental dat a to validat e the model. The results show good 

match in spite of the limitation we had in the experimental set up. It has also been 

shown that the PDF is not Gaussian for few nodes , but converges to a Gaussian 

distribution as the number of nodes increases in the network. Starting from the 

interference distribut ion, t he achievable data rate of t he pulse based short range 

THz band communication can be computed which we leave for future work. 

3.7 Derivation of the Limits of Integration 

In deriving the limits of integration, we follow a similar approach shown in [47]. 

Lets recall the pdfs of the two random varibles here for clarity. 

(3.33) 

otherwise. 

for -r < p < r 

(3.34) 

otherwise . 

Lets define the set A= { (es, P) I ~ < es< ~ ' - r < p < r } as de

picted in Figure 3.16. To determine the pdf of the product of E s and P , lets define 

an auxiliary variable YI = es with y2 = esP· The joint pdf of YI and y2 is given by 
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p 

p =r 

p =-r 

Figure 3.16: The boundaries of set A. 

the well known result , 

(3.35) 

otherwise. 

where J is the .Jacobian of transformation. To find the .Jacobian, we first need to 

find the inverse functions e8 = YI and p = Y2. Hence, the Jacobian is 
Yl 

Oes Oes 
oy1 om 1 

J= (3.36) 
op op YI 
oy1 om 

Lets define the mapping of A in the YIY2-plane as B = { (YI , y2) I ~<YI < ~' -ryI < Y2 < ryI }-
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The boundaries of A are transformed into the boundaries of B as follows 

es = ~ into Y1 = ~ 

es = ~ into Y1 = ~ 
(3.37) 

p = r into Y2 = Y1 r 

p = -r into Y2 = -y1r 

Accordingly B is shown in Figure 3.17. Now the limits of integration can be 

Y1 

Y1 = .J~b- 1J 

Figure 3.17: The boundaries of set B. 
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determined from Figure 3.17 and marginal pdf of y2 is found as following 

for -~r<y2 < ~r 
(3.38) 

for ~r < Y2 < J"Wrir 

0 otherwise. 

(3.25) then can be obtained by simply replacing Y2 with y and y1 with e8 in the 

above equation (3.38). 

(3.39) 

Substituting u = t¥r
2 

2 in the above integral yields , 

(3.40) 
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Substituting v = es2;2 

2 uin the above integral yields, 

1 -1- ry+' ! +ry+• vy y _!_1 2 r y y 
2
es = - - r1 Ies I ry V 2 2 ry ( 1 - --2 )-½ I- IV 2 Ies I e I- I ( - ) -2 ---2 dv 

2 } 0 r 2e; r s y r r 2 

_ ry+4 1 1 ry+•_1 ( v y 2 )-½ = - lesl ry - r V 2 ry 1 - - dv 
2 lo r2 e; 

(3.41) 

Defining b = ri~
4 

, c = l + ri~
4 

, a = ½and z = r¼e; 
2 

in t he definit ion of Hyper-

geometric funct ion, the above integral can be written as 

(3.42) 

Replacing the value of t he above integral in (3 .39) yields , 

(3.43) 
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CHAPTER 4 

Security and Eavesdropping 1n Terahertz 

Wireless Links 

4.1 Motivation 

Resiliency against eavesdropping and other security threats has become one of 

the key design considerations for communication systems. As wireless systems 

become ubiquitous, the need for software (e.g., encryption) , hardware (e.g., Trusted 

Platform Modules) and physical-layer security protocols [48-52] continues to grow. 

With the inevitable shift to higher carrier frequencies in the millimeter-wave range, 

one of the key considerations is the increased directionality of transmitted signals. 

This presents a more challenging environment for eavesdroppers as compared to 

the wide-area broadcasts used at lower frequencies [53, 54] . This idea is even more 

compelling in the terahertz range (above 100 GHz), where research on future 

wireless devices [55-57] and systems [58-60] has ramped up dramatically. And 

yet, despite the widespread assumption of improved security for high frequency 

data links [3, 4, 61], there has been no effort to characterize the possibility of 

terahertz eavesdropping. A few recent studies have considered the issue at lower 
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frequencies [52 , 53 , 62 , 63], but generally with the idea that the eavesdropper 's 

antenna must be located within the broadcast sector of the transmitter antenna . 

This assumption limits the possible locations for the eavesdropper , suggesting that 

eavesdropping becomes essentially impossible when the transmitter 's directionality 

is sufficiently high [3]. Here , we demonstrate that , contrary to this oft-stated 

expectation, an agile eavesdropper can intercept signals in line-of-sight links, even 

at very frequencies with narrow beams. The eavesdropper 's t echniques, and also the 

necessary counter-measure protocols, are different from those at lower frequencies. 

We discuss one such counter-measure, and show that it can be used to detect some, 

though not all , eavesdroppers. 

The world of wireless networking is on the cusp of a revolut ion. For over 100 

years, wireless links have relied upon wide-angle broadcast s, using transmit and 

receive antennas with gain that is relatively insensitive to the angle of emission 

or reception ( and therefore with relatively low directivity). With the impending 

roll-out of 5G cellular systems, this approach will soon change t o an entirely new 

paradigm, in which highly directional (and steerable) antennas provide links that 

a re more like directed beams than like omnidirectional broadcasts [49, 64]. This 

change is an unavoidable consequence of the move to higher carrier frequencies, 

a necessary st ep for increased bandwidth and higher data rates . There are 

numerous advantages to using more directional channels, including improved 

dat a security. Security protocols t ake many forms, including encryption and 

authentication [49, 50] ; here, we are concerned specifically with the new challenges 

faced by an eavesdropper when communication channels become directional [52,63], 

with a beam divergence angle significantly smaller than that used by, for example, 

existing cellular networks, which often employ 120° sectors [65] . The idea is quite 

simple: a more directional broadcast sends energy to a smaller range of locations, 

and so it is more difficult for an eavesdropper to find a location where a receiver 

can be placed that can detect these signals without blocking the intended receiver. 
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We note that the equipment needed to collect, demodulate, and amplify terahertz 

signals is large and bulky, so blockage would always be a concern. 

~-------2m--------

Figure 4.1: Schematic for measurements setup. 

In our measurements , we envision a different configuration for eavesdropping. 

Rather than the conventional assumption that Eve (the eavesdropper) must place 

her antenna within the narrow beam path [52 ,54, 62, 63], we instead consider the 

possibility that she can place a passive object in the beam which will scatter some 

of the transmitted radiation towards her receiver , which is located elsewhere [53]. 

This topology affords Eve considerable additional flexibility, and can enable suc

cessful eavesdropping even at high frequencies with very directional beams. We 

assume a line-of-sight configuration connecting a single transmitter (Alice) and a 

single receiver (Bob), as one would conventionally envision for a highly directional 

millimeterwave or terahertz wireless link through the air [l , 66, 67] ( see Supplemen

tary section 4.3.1). In our scale model data link, we position objects at various 

locations in the beam between Alice and Bob, and evaluate the signal strength and 

bit error rate (BER) detected by Eve (the eavesdropper) at various receiver loca

tions. A schematic of the experiment, showing a line-of-sight transmission channel 

between Alice (the transmitter) and Bob (the receiver) is shown in Figure 4.1. 

The inset shows the measured (blue) and computed (red) antenna pattern for the 

transmitter horn/ lens combination used in our measurements at a frequency of 200 
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GHz , indicating a high directivity of 34 dBi , and no measurable side lobes . The 

results are similar for the other frequencies employed in this work. The schematic 

also illustrates the eavesdropper 's strategy: place a small ( compared to the beam 

size) object which passively scatters radiation to a receiver located elsewhere, at 

an angle q relative to the initial propagation axis. In our measurements, the 

receiver used by Eve is identical to that used by Bob, and has identical angular 

sensitivity to the radiation pattern of the transmitter (Alice) . Eve's goal is to 

choose a scattering object , and its location, such that the signal measured by Bob 

is not attenuated too much (as otherwise, Bob might detect the attack) , while 

the signal she measures is large enough for her to intercept the communication. 

This corresponds to a successful eavesdropping configuration. To quantify these 

statements , we define the blockage (the attenuation of Bob's signal due to the 

scattering object) as: 
S N R object )

b = l _ Bob ( 4.1) 
( S N R no object 

Bob 

where S N R';t:Ct and S N R~~tbject represents the signal-to-noise ratio of Bob on 

a linear scale with and without the object in the beam. A value of b = 0.5 would 

correspond to a situation where Eve's scattering object is blocking half of Bob's 

signal. This arbitrary value may be considered a threshold beyond which Bob is 

certain to be aware of the change in the characteristics of his line-of-sight channel. 

Further , as a small modification to the conventional approach [68] , we define the 

normalized secrecy capacity, relating the strength of Eve's signal to Bob 's signal: 

(4.2) 

This quantity subsumes the part icular modulation and coding methods and char

acterizes the empirical limits of Bob and Eve's reception capabilities . It is equal 

to unity if Eve receives no signal, and zero if Eve and Bob receive the same signal. 
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One cannot easily define a threshold value for Cs , since Eve 's ability to decode a 

signal depends on additional factors, including the modulation scheme and the 

absolute power level. Indeed , in an information theoretic sense, secure transmission 

is possible under certain circumstances even if Cs < 0 [69]. Thus, this quantity is 

not a perfect metric for defining the security of a channel. However, it is reasonable 

to assume that networks would be designed to strive to maximize s c in order to 

minimize the likelihood of a successful eavesdropping attack [52]. Thus, in order 

to frame our discussion, we use an illustrative value of Cs = 0.5 as an arbitrary 

threshold, below which we presume that eavesdropping is feasible. Both b and 

Cs depend on the size, shape, composition, and location of the object placed in 

the beam path , as well as the carrier frequency. We find that for any frequency, 

Eve can always find a successful configuration which permits her to eavesdrop 

undetected , in the absence of any counter-measures. 

To illustrate this point , we show in Fig. 4.2 the measured values of b and Cs 

for a set of scattering objects. In Fig. 4.2a, the blockage (solid) and normalized 

secrecy capacity ( dashed) are shown as a function of the size of the metal pipe for 

several different carrier frequencies . The metal pipes are placed a long the center 

line of the transmission channel between Alice and Bob, so that they cast a direct 

shadow on Bob 's receiver aperture [43]. These values a re measured with Eve 

located at an angle of 160°, and with the same total transmission path length as 

the distance from Alice to Bob (2 m) . The blockage increases with the size of the 

object , due to shadowing. In addition, for a given size, the blockage increases with 

frequency, since higher frequencies diffract less . Here, negative values of Cs are 

plotted as zero. Not surprisingly, t herefore, the value of b increases with the size 

of the scattering object. We also observe a roughly opposite trend for Cs ; a larger 

scattering object delivers more signal to Eve, so the secrecy capacity decreases. 

For any realistic line-of-sight millimeter-wave data link, even if the beam is 

highly directional , it is likely that the size of the beam when it reaches the receiver 
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Figure 4.2: The blockage and secrecy capacity when (a) the pipe is on the line-of
sight axis, (b) the pipe is on the line-of-sight axis . 

will exceed the receiver 's aperture. This is necessary in order to provide some 

margin of error for beam steering , as well as for channel fluctuat ions such as 

a tmospheric scintillation [70]. Therefore, a scattering object could intercept the 

beam but still not cast a shadow on the receiver. To illustrate, we repeat the 

experiments of Fig. 4.2b , except that we move the cylindrical objects off of the 

center line to minimize blockage due to direct shadowing. Now, t he values of b 

63 



Chapter 4. Security in Terahertz Links 4.1. Motivation 

a re considerably reduced, so that Bob may not notice the effect of the object in 

some cases . For the lower frequencies, the secrecy capacity is also quite low for 

larger objects, since they still scatter a significant amount of power. Eve is much 

more readily able to implement a successful attack (b < 0. 5 and Cs < 0.5) with an 

off-center object. 
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Figure 4.3: Eve's received power (normalized) as a function of angular location. 

From Eve's point of view, cylindrical objects offer a significant advantage since 

they scatter radiation over a wide range of angles. Whereas Fig. 4.2 depicts results 

for one particular location of Eve's receiver , Fig. 4.3 shows Eve's received power 

as a function of the angular location, for a few of the situations which satisfy 

both criteria b < 0.5 and Cs < 0.5. In Fig . 4.3a, Eve's received power is shown 

for three met al cylinders locat ed on the transmission axis, with frequency 100 

GHz. The numbers (21 , 33, 48) indicate the cylinder diameters in mm. This result 
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illustrates the increased scattered signal with increasing cylinder diameter. The 

black dotted curve shows the results of an ab initio numerical computations of 

the scattered signal strength for the 21 mm cylinder. The dashed curves show 

a few examples of predicted values corresponding to the measured situations. 

In Fig. 4.3b , two typical results are shown for situations where the cylinder is 

moved off axis. As in Fig. 4.3a, the two dotted curves show the corresponding 

computational results . This calculation uses an ab initio model to compute the 

diffract ed field from a perfectly smooth cylindrical conductor, under illumination 

from a point source [71] (see Supplementary section 4.3.3) . As indicat ed by both 

measurements and calculations, Eve has the freedom to place her receiver in many 

different locations , without sacrificing signal strength. 

The wide-angle scattering of a cylindrical object can also be exploited to develop 

a new type of physical-layer counter-measure [49]. A cylindrical object scatters 

some radiation at 180° , back towards the t ransmitter (Alice) [72]. It can also 

block radiation reflected from Bob's receiver , that would otherwise have returned 

t o Alice. If Alice can measure these incoming signals and distinguish them from 

the variable backscatter off of mobile objects or the environment , then any change, 

either an increase or a decrease, would be a sign of a possible attack. Obviously, 

the effectiveness of this strategy relies on the assumption that Alice has previously 

characterized the channel back-scatter before any attempted attack by Eve. This 

is, admittedly, a rather strong assumption. Nevertheless, when combined with 

other more conventional eavesdropping counter-measures [49 , 50, 73], this new 

approach can provide an additional level of security. We may define the success of 

t his counter-measure through a backscatter parameter: 

S N R no obj ect I
S = l _ A lice (4.3)

180 S N R object 
I Alice 

If the object placed in the beam by Eve causes no change in the back-scattered 
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signal, then S180 = 0 and the counter-measure has failed . But a larger value, 

greater than some pre-determined threshold (e.g., S1so > 0.5) , could be regarded 

as a warning of a possible eavesdropping threat. The inset in F ig. 4.3a shows 

measured values of S180 for all of the conditions where both b and Cs are less than 

0. 5 (see Supplementary section 4.3.2) , indicating that some, but not all , of Eve's 

attacks are detected by this counter-measure. 
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Figure 4.4: Blockage and normalized secrecy capacity for square planar met al 
reflectors. 

A second disadvantage for Eve is that , since the scattered radiation is dispersed 

in all directions, the power collect ed in a small receiver aperture is rela tively low. 

Consequently, for example, at 400 GHz even the largest of our metal cylinders 

does not scatter enough radiation to permit Eve to decode the signal (i .e., Cs is 

near unity for all measurements at this frequency) . An obvious st ep for Eve is 

to use objects which scatter more selectively. While this limits Eve's freedom of 

location dramatically, it also subst antially increases her signal strength. Inst ead 
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of cylinders , we consider a set of square planar metal reflectors which direct a 

portion of Alice's transmitted beam at 90° to the original propagation direction 

by specular reflection. When placed on the t ransmission axis , these plates block 

a significant portion of Bob 's signal. However , when moved off axis (Fig. 4.4), 

the blockage drops to near zero , while the secrecy capacity remains quite low at 

a ll frequencies. The inset shows a schematic illustration of this form of attack. 

Moreover, since these objects generate little back-scatter towards Alice, we find 

that S180 is small except for the largest plates which block radiation reflected by 

Bob back towards Alice . For instance, for all of the measured points at 400 GHz , 

we find S180 < 0.2. As an extreme case, we imagine that Eve has the capacity to 

fabricate a lossless beam splitter , which is large enough to encompass the ent ire 

beam generated by Alice, and which can be engineered to split off any desired 

fraction of the generated power. Fig. 4.5 shows that this type of attack is always 

effective if the beam splitter t ransmittance is chosen correctly (see Supplementary 

section 4.3.4) . Moreover , if Alice cannot measure back-scattered signals (and is 

therefore unable to use S180 as a counter-measure) , then the beam splitter attack 

becomes even more devastating; Eve can readily obtain a bit error rate t hat is 

nearly as good as Bob's . 

4.2 Conclusion 

Our results demonstrate that a narrow pencil-like beam does not guarantee immu

nity from eavesdropping. Although this claim has often been cited as one of the 

advantages of using millimeter or terahertz waves, a more careful analysis reveals 

tha t an agile eavesdropper can always succeed in implementing an undetected 

attack, unless counter-measures are brought to bear. Traditional counter-measures 

such as those which rely on beam forming [52] may be less effective against these 

attacks, since the portion of the wave front sampled by Eve is almost coincident 
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Figure 4.5: Secrecy capacity with beam splitter attack. 

with that intended for Bob. On the other hand, our new counter-measure requires 

Alice to use a transceiver , not merely a transmitter. Thus, to incorporate secu

rity into a directional wireless link, systems will require both new physical layer 

components and new protocols for channel estimation. For our measurements, the 

transmitter-to-receiver distance is considerably less than what is often envisioned 

for line-of-sight THz links for backhaul applications; nevertheless, our results apply 

equally well to communication over a longer range, by a simple scaling of the 

transmitter and receiver gain (see Supplementary section I) . We also note that 

our results demonstrate the ease with which line-of-sight communicat ions can be 

diverted , which could have implications other than for eavesdropping, such as for 

distributing signals to multiple receivers in a network. 

68 



Chapter 4. Security in Terahertz Links 4.3 . Supplementary Information 

4.3 Supplementary Information 

4.3.1 Radiation patterns for directional horn antennas 

Our transmitter consist s of a waveguide-coupled horn antenna together with a 

dielectric lens (diameter = 5 cm ; focal length = 7.5 cm). In Fig. 4 .1, we show 

the measured radiation pattern for the 200 GHz t ransmitter (WR-5.1 conical 

horn) used in our measurements, as well as a computed antenna pattern using a 

finite-element solver. For this configuration, the measured farfield beam pattern 

has a directivity of 34 dBi , which corresponds to an angular full-width of about 

4° . The radiation patterns for the 100 GHz and 400 GHz measurements are 

similar ; these transmitters also use horn antennas (WR-8 conical horn and WR-2 .2 

diagonal horn, respectively) coupled to the same dielectric lens . The measured 

directivit ies are shown in Table Sl. As one might anticipate from simple diffraction 

arguments, higher frequencies produce narrower beams. Yet , even for our narrowest 

beam , the diameter of the beam when it reaches Bob is still twice as large as his 

receiver aperture. Our detection syst em , which we use both for Bob's and Eve's 

measurements , uses the same type of lens and horn as used for the transmitter , 

and therefore has similar angular sensitivity. For bit error rate measurements, the 

t ransmitter signal is modulated with a pulse pattern generator using amplitude 

shift keying (ASK), with a bit rate of 1 Cb/ sec. The detected signal is amplified 

and analyzed in real time using a bit error rate tester. Other specifications of our 

t ransmitter and receiver equipment are given in Table Sl , with more details in [59] 

of the main text. 

We note that our measurement setup is only a scale model of a typical envisioned 

THz wireless link - our t ransmitter-receiver distance is only 2 meters. Our work is 

not intended to emula te a real system, which would require a Tx-Rx distance of tens 

or hundreds of meters . In part , this is due to the limitations of our measurement 

apparatus. A system designed for longer distances would likely employ a higher-
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Table Sl.Terahertz wireless communication system specifications. 

Carrier Frequency 100 GHz 200 GHz 400 GHz 

IF frequency I GHz 

LO frequency 12.25 GHz 

27PRBS - I 

Max . Tx output power 24dBm 20dBm JO dBm 

Tx/Rx antenna gain 2ldB 21 dB 26 dB 

Tx beam directivity 28 dBi 34dBi 42dBi 
(angular full -width) (7.8°) (40) ( 1.60) 

Detector responsi vity 2400V/W 6200V/W 1700 V/W 

Detector NEP 3 pW/✓Hz 3 pW/✓Hz 1.9 pW/✓Hz 

Tx/Rx polarization vertical 

power transmitter , higher gain antennas, and/ or a more sensit ive receiver. For 

example, in [74], a system operating at 220 GHz achieved data transmission rate 

of 3.5 Gb/sec using a transmitter antenna with a gain exceeding 50 dBi. This 

enhanced link budget enables a scaling of the broadcast distance to 200 m. If we 

assume that Eve 's detector sensitivity scales in the same way as Bob's, t hen this 

scaling would, of course, not only enhance Bob's ability to detect signals at larger 

dist ances, but would also equally enhance Eve's ability. We note that in more 

complex wireless links, for example those which employ MIMO , the issue of scaling 

is more subtle, and requires a more detailed consideration [75]. However , for the 

single-transmitter single-receiver link discussed here, a scale model approach is 

valid, based on the linearity of the Friis equation. Our results should apply equally 

well to any line-of-sight link at any range . 

4.3.2 Measurement of S180 back-scatter paramet er 

The data of F ig. 4.2 can be used to select a limited number of configurations for 

further investigation. Using the criteria that both b and Cs must be less than 

0.5 , we down-select from the 42 different measurements displayed in Fig. 4.2. 

The remaining points , t en in a ll, are a representative set of configurations which 

70 



Chapter 4. Security in Terahertz Links 4.3 . Supplementary Information 

illustrate successful eavesdropping situations. Eight of these are at the lowest 

frequency of 100 GHz, while the remaining two are at 200 GHz. We measured the 

back-scatter parameter for each of these 10 situations; the results are shown in the 

inset to Fig. 4.3a. These S180 measurements are limited in the sense that we have 

only one receiver for detecting signals . This makes it challenging to characterize 

back-scattered signals that might be received by Alice, since one of the main 

sources of back-scattered signals is Bob's receiver. If Bob's receiver generates 

a back-scattered signal, then it cannot also be used to measure this signal at 

Alice's location. Of course, a real transmission channel may have other sources 

of scattering, but in our controlled laboratory environment we have worked to 

eliminate these. In order to make a measurement that illustrates the point of this 

potentially valuable countermeasure, we created a mock-up of Bob's receiver rig 

using highly reflective metal tape, configured to simulate a receiver at Bob's location. 

We can then move our receiver to a location close to Alice, and measure back

scattered signals from t he mock-up. This mock-up probably does not accurately 

reproduce the reflections that would come from an actual receiver, but this is 

not relevant; any given receiver configuration will give rise to a unique pattern 

of reflected waves, which will also depend strongly on frequency. Our approach 

is intended to illustrate the potential value of using S180 as a counter-measure 

in the case of a typical receiver; obviously, the details will change depending on 

the receiver configuration, mounting hardware, channel distance, etc. We also 

recognize that Alice would need to carefully characterize her transmission channel 

to Bob, prior to any eavesdropping attack, in order for this counter-measure 

to be useful. Any changes in Bob's receiver configuration or other aspects of 

the channel would require a recalibration of the back-scattered signal at Alice's 

location. This may seem quite challenging; however , we note that existing 4G 

LTE cellular protocols already include a channel sounding measurement every 

20 milliseconds; this is expected to decrease to 1 millisecond in 5G systems. An 
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additional measurement challenge in our work is that our transmitter (Alice) is 

not able to also detect received signals . Therefore, we cannot measure signals in 

exactly the backscattered direction (1 80°). Instead , we place our receiver as close 

as possible to this direction, limited by the size of the equipment. The measured 

values for S180 reported in Fig. 4.3 were obtained at an angle of 175°, and are 

therefore only approximat e values . Nonetheless, they illustrate the key points of 

our discussion. 

4.3.3 Diffracted field from a uniform metal cylinder 

The three dotted curves shown in Fig. 4.3 were computed using an ab initio model 

for diffraction from a uniform cylinder made of a perfectly conducting met al. 

Details of this model may be found in [71]. Briefly, if Eve is not located in the 

geometrical shadow of the cylinder , then the power received by Eve is given by: 

where PA lice is the power transmitted by Alice, Gtx and Grx are t he transmitter 

and receiver gains, and di and dr are the propagation distances from the t ransmitter 

to the specular surface reflection point on the cylinder , and from that point to 

Eve's receiver , respectively (so that their sum is the total propagation distance for 

a ray detected by Eve). The factor RD accounts for the strength of the scattered 

signal. In a coordinate syst em centered on the central axis of the cylinder , it is 

given by: 

(4.5) 

1/3 
where X p = 2kdicos2(0i ) and ~P = -2 k; cos(0i) , k is the free-space wave ( ) 

vector , and a is the cylinder radius. The angle 0i is the difference between the 

angle at which Eve 's receiver is located and the angle of the point on the surface 
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of the cylinder corresponding to the specular surface reflection, both measured 

relative to the line from the transmitter through the center of the cylinder. The 

function F is defined as 

00 
2

F(x) = 2j../xejx J e-ju du (4.6) 
../x 

and the function p is the Fock scattering function , which is defined in Appendix F 

of [76]. 

4.3.4 The beam splitter attack 

In the context of Fig. 4.4, we envision that Eve has the freedom to create an 

ideal lossless thin-film beam splitter and place it in the transmission channel at a 

location where the beam is small enough so that it does not illuminate the edge of 

the beam splitter (i .e., close to Alice), as shown in the inset schematic in Fig. 4.4. 

This placement eliminates any edge scattering effects . Thus, the only effect of the 

beam splitter is to redirect a portion of the transmitted power towards Eve, while 

the remaining power continues to Bob, undistorted. We further imagine that Eve 

has the freedom to choose the power transmission coefficient of the beam splitter 

T , to be any value between O and 1. In this case, we can directly compute the 

three relevant parameters discussed in the text. Clearly, the blockage is simply 

given by: 

b = l-T (4.7) 

From this result, we immediately conclude that Eve must choose T > 0.5, or else 

the blockage would be too high. The back-scatter parameter S180 is found by 

noting that the signal-to-noise ratio (SNR) of a back-reflected signal measured by 

Alice is reduced by a factor of T 2 when the beam splitter is inserted (since such 

signals must pass through the beam splitter twice in order to reach Alice, once in 
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each direction) . Thus we have: 

(4.8) 

To compute the normalized secrecy capacity, we note that Eve's SNR is given by 

(1 - T) multiplied by the transmitter power, or 

(4.9) 

where SNRsab is the SNR measured by Bob with the beam splitter in place . Thus, 

the normalized secrecy capacity is given by: 

_ log10 ( 1 + SNRsab ITT) 
Cs= 1 - --~------~ (4.10) 

log10 (1 + SNRsab) 

To go any further, we must make an assumption about Bob 's SNR. For the purpose 

of illustration, we assume that Bob is receiving sufficient signal (with the beam 

splitter in place) to be able to achieve a bit error rate of 10-9 (i.e., error-free) . For 

amplitude shift keying (ASK) modulation, the bit error rate (BER) is related to 

the SNR by: 

-SNR ( (siiR)4 -BER= 0.25e- erJ c y~- - (4.11)
2 

where erfc is the complimentary error function, and where SNR is expressed as a 

linear ratio (not dB). To achieve BERsab = 10-9 , a signal-to-noise ratio of about 

23.3 is required. Using this assumed value for SNRsab , we can now compute 

both the normalized secrecy capacity and the back-scatter parameter , for values 

of T between 0.5 and 1. These curves are shown in Fig. 4.5 of the main text. 

These calculations show that there is a narrow range of values of T for which 

all three criteria are satisfied: b < 0.5, Cs < 0.5 , and S180 < 0.5. In particular , 

the criterion on S 180 is satisfied for T > fi[3 ~ 0.82 , while the criterion on Cs 
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is satisfied for T < ✓ 1+sN %:!a1:'+BsN Rs ob -l ~ 0.86 . This quantity is not a very 

strong function of SNRBob. In order to reduce it from 0.86 to 0.82, Bob's SNR 

would need to be diminished considerably, from about 23 .3 to about 10.9. This 

would eliminate the range of values of T for which eavesdropping is possible, but 

at the expense of increasing Bob's BER by nearly four orders of magnitude. Thus, 

under the assumptions that we have made for parameter thresholds, Alice and Bob 

can prevent a successful beam splitter attack only by operating at significantly 

reduced BER, and using both b and S180 as detection counter-measures. With the 

same assumption of a bit error rate of 10-9 for Bob , we can also use eqn ( 4.11) 

to compute the BER that Eve can achieve in a beam splitter attack. This plot 

is shown as the solid red line in the inset of Fig. 4.5, indicating that Eve's BER 

improves continuously as T decreases . If Eve is restricted to only the range of 

values ment ioned above, then her optimal value of BER is achieved for T = ,/2[3 

, for which she obtains BEReve = 1.5 x 10- 3 . While this value may be sufficient 

to decode information, it is clear that Eve can do much better with a smaller value 

of T . If the back-scatter counter-measure proposed here is not employed, then Eve 

can use any beam splitter with T > 0.5, enabling her to implement an attack with 

a secrecy capacity arbitrarily close to zero , and thus achieve a BER essentially 

equal to that of Bob. We note that the above analysis assumes that the transmitter 

produces zero side lobes . Although small , the side lobes cannot be exactly zero. 

Therefore, in the beam splitter configuration depicted in the inset to Fig. 4.4 , 

Eve would measure not only the signal from the beam splitter , but also a small 

contribution from side lobes, which would effectively degrade her BER through 

added interference. The inset to Fig. 4.5 also contains a few measured data points 

(open squares), which quantify this effect. The data reproduce the predicted trend 

in BEReve , but with slightly worse BER than predicted . This is presumably due 

to the effect of side lobe interference, which amounts to about an extra 3 dB of 

noise. To make these measurements, we fabricat ed a few large-apert ure beam 
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splitters (since no such devices are commercially available for these frequencies) . 

In order to avoid etalon effects which could introduce a significant phase distort ion 

that would artificially decrease the BER, we have fabricated these on very thin 

low-loss polyethylene substrates [77] . These were stretched across a circular metal 

frame with a large enough diameter so that they can encompass the beam at the 

output of Alice 's transmitter without significant scattering from the frame. The 

PE films were then coated with a thin metal layer , using a metallic spray paint. 

The paint adheres well to the surface, and coats it uniformly. By varying the 

thickness of this metal layer , we fabricate beam splitters with different values of 

T, which were determined experimentally. 
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CHAPTER 5 

Hierarchical Bandwidth Modulation for 

Ultra-broadband Terahertz 

Communications 

5.1 Motivation and Related Work 

Although classical modulation schemes can be used in THz band, they can not 

fully exploit the peculiarities of the THz band. In terms of frequency, millimeter

wave (mm-wave) syst ems [78], such as those at 60 GHz , are the closest existing 

t echnology. In [79], the authors recommended orthogonal frequency division 

division multiplexing to increase spect ral efficiency in 60 GHz wireless systems . 

However , in addition to its inherent issue of complex t ransceivers system or high 

peak-to-average power ratio , this modulation does not t ake advantage of the 

dist ance dependent bandwidth of THz band. 

To date, there have been few modulation techniques proposed that are tailored 

for THz-band communication. In [28] a scheme based on the transmission of 

hundred-femtosecond-long pulses following an asymmetric on-off keying modulation 
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was proposed. The power spectral density of such pulses is mainly contained 

between 0.9 and 4 THz. This modulation was developed for use in nanoscale 

communication networks or nanonetworks, where the communication range is 

below 1 m. To increase the communication dist ance beyond 1 m a t THz-band 

frequencies, highly-directional antennas are simultaneously needed both a t the 

transmitter and the receiver. In [80], a distance aware multi-carrier modulation 

was proposed which adaptively t ransmits different symbols on non-overlapping 

and equally spaced sub-windows in parallel. However, the authors also mentioned 

that it requires many parallel modulators for different carriers and very fast signal 

generator to switch between carriers, which is a challenge with current technologies, 

specially due to the size, cost and power requirements of high speed DACs and 

ADCs. 

Multi-resolution t ransmission was first introduced in [81] to serve different 

receivers with different channel conditions and capabilities a t the same time. 

The implementation of multi-resolution transmission is commonly referred to as 

hierarchical modulation and it could be a good modulation scheme to serve different 

receivers at different distance. However , classical hierarchical modulation uses 

t he bandwidth available to the worst case receiver , which is the fart hest receiver 

in THz band communication. As a result, it would be inefficient in utilizing the 

huge bandwidth available to the closer receivers if we were t o use it in THz band 

communication. In light of the above mentioned reasons, we propose a hierarchical 

bandwidth modulation for THz band communication that takes advantage of the 

distance dependent bandwidth in addition to the benefits of classical hierarchical 

modulation. 
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Figure 5.1: Molecular absorption loss Aabs in dB at different transmission distances. 

5.2 THz Channel Model 

The propagation of electromagnetic waves at THz-band frequencies is mainly 

determined by the spreading loss and the molecular absorption loss. In particular , 

based on the THz-band channel model introduced in [29], the signal power at a 

dist ance d from the transmitter , Pr is given by 

(5 .1) 

where St is the power spectral density (p.s.d) of the t ransmitted signal, B stands 

for the bandwidth and f refers to frequency. Hr in (7.3) refers to the receiver 

frequency response , which we consider an ideal low-pass filter with bandwidth B , 

for the time being. He refers to the THz-band channel frequency response, which 

is given by 

H (f d) = (-c- ) (- kabs (f) d _ f~).2 (5 .2)
c ' 47rf d exp 2 i 7r c ' 

where c refers to the speed of light and kabs is the molecular absorption coefficient 

of the medium. This paramet er depends on the molecular composition of the 

transmission medium, i.e., the type and concentration of molecules found in the 
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channel and is given by [29]: 

(5.3) 

where k~fs stands for the individual absorption coefficient for the isotopologue i of 

gas g, Q i ,g refers to the volumetric density, p and T st and for pressure and t em

perature, respectively, and Po and TsrP are the Standard-Pressure-Temperature 

constants . The absorption cross section c,i ,g can be further decomposed in t erms 

of the line intensity S i ,g and the spectral line shape Q i ,g as : 

(5.4) 

The line intensity S i ,g defines the strength of the a bsorption by a specific t ype 

of molecules. The line shape G i ,g depends on the type and number of molecules 

found along the channel, as well as the temperature and system pressure. An 

appropriate lane shape for THz-band signals is the Van Vleck-Weiskopf shape: 

(5.5) 

where j ~,g is the resonant center frequency line and at,9 stands for the broadening 

coefficient. In our analysis , we directly obta in S i ,g , at,9 and n, from the high9 

resolution transmission molecular absorption (HITRAN) database [82]. 

In Figure 5.1 , the molecular absorption loss in dB is shown for different 

t ransmission distances and in the frequency range between 0.1-2 THz, for a 

st andard a tmosphere with 40% humidity. There are several observations to be 
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Figure 5.2: Available B3dB as function of distance. 

made. First and foremost, molecular absorption plays a key role in defining the 

available transmission bandwidth. For distances below one meter, the THz band 

behaves as a single transmission window several THz wide. However, for longer 

distances, the absorption from water vapor defines multiple transmission windows. 

In a strict sense, there is an initial window, wO, from 275-380 GHz, lower bounded 

by regulations and upper bounded by absorption. While there are some absorption 

peaks in between, they are not significant at 10 m. 

Coded 181 level Coded 2rd level Coded Mlh level 
information bits information bits information bits 

x[n] 
QPSK Mapper 2nd Level Mapper M111 Level Mapper 

x(t) 

(distancer1, (distancer2, (distancerM, Modulator 
Tll't:MT,J T1,i"MT, ) T1,i"MT, ) 

Figure 5.3: Block diagram for traditional hierarchical modulator. 

The second observation to be made relates to the way in which the absorption 

loss is captured in analytical models. Traditionally, the absorption loss is given 

as a constant exponent in dB/km at a given window. However, this masks 

the fact that the absorption loss also determines the bandwidth, which changes 

drastically with distance. As the distance increases, or, respectively, the number 

of absorbing molecules augments, not only the absorption loss increases, but 

also the transmission windows shrink. For example, in Figure 5.2 , we illustrate 
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Figure 5.4: Block diagram for traditional hierarchical demodulator. 

the normalized path loss for the first transmission window above 1 THz (w6 in 

Figure 5.1). The plot shows that the available bandwidth can go from 91.55 GHz 

down to 57.98 GHz when the communication distance increases from 1 m to 

10 m.This property motivates the proposed modulation scheme. 

5.3 Hierarchical Modulation 

Classical hierarchical modulation (HM) has been used to support different receivers 

with different channel conditions to avoid cliff-off condition. In most applications, 

the information is transmitted with two layers- the base layer and the refinement 

layer. The users with good channel condition can receive both layers and the 

users with bad channel condition can receive only the base information layer. A 

conceptual block diagram of how the traditional hierarchical modulation can be 

used in the THz band is shown in Fig. 5.3 for M layers. In this example, we 

consider a QPSK modulator at each layer and T 1 > T2 > T3 > ... > TM, where 

Ti is the distance between the transmitter and the ith receiver. As can be seen 

from the diagram, first, the base layer information bits are mapped to the regular 

QPSK constellation. Then the enhancement layer information bits are mapped to 

a local QPSK constellation around the previous QPSK constellation points. 

Fig. 5.5 depicts the corresponding constellation diagram for two layer hier

archical modulation. In this figure, the mapping of base information bits are 

shown as empty circles and the enhancement layer mapping is shown as solid 
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Figure 5.5: Constellation diagram for traditional HM. 

circles. As a result, the final constellation is a 16QAM constellation and the symbol 

carries both the base layer information for weaker receiver and enhancement layer 

information for stronger receiver. The local QPSK constellation is also called 

cluster and each cluster can have sub-clusters to produce multilevel hierarchical 

modulation. In Fig. 5.5, its a two level hierarchical constellation where the distance 

between the clouds is 2d1 and the distance between the points of a cluster is 2d2 . 

The parameter ,\ = f, is a design parameter that decides the relative protection 

provided to each layer of information. When ,\ approaches 0, the reliability of 

the base information increases and that of the enhancement layer decreases. For 

>- = 0, the constellation becomes a uniform QPSK constellation and only base 

layer information is transmitted. On the other hand, the constellation becomes a 

uniform 16QAM constellation for ,\ = 1 and each layer gets equal protection. 

The important point to notice here is that an M-level hierarchical modulator 

maps all the layers at the same rate that is suitable for the farthest receiver. In 

Fig. 5.3, this rate is shown as MT8 , where T 8 is the rate available for closest receiver. 

On the receiver side, as shown in Fig. 5.4, the demodulator would estimate the 

bandwidth (1/T;) to get an estimate of the distance (m = r;/T8 ) and in turn 

to decide on the demodulator (4(M-m+l)QAM). However, the symbol duration 
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would still be MT8 for all of the M receivers. 

Classical hierarchical modulation is a better candidate than traditional time 

and frequency division multiplexing as first shown in [83]. Particularly for THz 

band communication, it has the ability to serve different users at different distances 

with different data rates and the aggregate rate outnumbers that of any other 

traditional modulation schemes. However , it can transmit and receive only at 

the rate available for the farthest receiver which motivates us to propose novel 

hierarchical bandwidth modulation presented in the next section. 

5.4 Hierarchical Bandwidth Modulation 

Coded 1st level Coded 2nd level Coded Mlh level 
infonnation bits information bits information bits 

QPSK Mapper 2nd Level Mapper 
,, 

IM.1 
Mlh Level Mapper 

,. 
(distancer1, (distancer2, (distance rM, Modulator 

T1rrm,T, a, T1n1=m2T,) a, a.., T1n1=T,) a. 

Figure 5.6: Block diagram for the hierarchical bandwidth modulator. 

To maximize the channel utilization, we propose hierarchical bandwidth modu

lation (HBM) able to cope with the distance-dependent bandwidth at THz-band 

frequencies. The advantage of our scheme comes from exploiting the molecular 

absorption for user spatial multiplexing. 

5.4.1 Modulator and Demodulator 

The conceptual block diagram of the hierarchical bandwidth modulation for THz 

band communication is shown in Fig. 5.6. The figure depicts an M-level modulator 

in which a QPSK modulation is chosen to be the base layer modulation. 

As can be seen from the figure, there is significant difference from the block 

diagram of traditional hierarchical modulation. The outputs of the first block are 

the I and Q components of the base modulation, which are held constant for a total 

symbol time of m 1T 8 , where m 1 is an integer and T 8 is the inverse of the bandwidth 

84 



Chapter 5. PHY Layer Design 5.4. Hierarchical Bandwidth Modulation 

m 

y(t) 4(M-m+1 ) QAM y[n]
Bandwidth 

Demodulator
estimator 

T=mT, 

Figure 5.7: Block diagram for the hierarchical bandwidth demodulator. 

available at the closest receiver. The second mapping block further modulates 

the I and Q components according to the second level of information. In other 

words, each QPSK symbol is further mapped to a local QPSK modulation. In this 

case, the information bits are held for a total symbol time of m 2T8 • Note that, m 1 

must be an integer multiple of m2 . This is applied successively until the highest 

level modulation, M, whose symbols are held only for Ts. For a fixed transmission 

power, the fact that higher level modulations are held for shorter times results 

into a lower transmission energy per bit Eb. However, over the shorter distances 

at which these symbols are expected to be received, the channel path-loss is lower, 

which results in still high Eb/N 0 values at the receiver. On the receiver side, as 

shown in Fig. 5.7, the first step is to estimate the bandwidth of the received signal, 

which in the simplest case could be done by means of a training pulse sequence. 

Based on the estimated factor m = T;/Ts, the received signal is then demodulated 

as a 4(M-m+l)QAM at a mT
8 

rate. 

5.4.2 Constellation Diagram 

The constellation diagram of our proposed hierarchical modulation looks a bit 

different from the traditional hierarchical modulation as shown in Fig. 5.8. As 

can be seen from the figure, the base layer constellation points are no more inside 

the clusters. The reason for this is that the symbol duration for enhanced layer 

information is shorter than that of the base layer. As a result the energy of the 

base layer symbol is more than the energy of enhanced layer symbols. Nevertheless, 

the received signal at short distance experiences much less attenuation than the 
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Figure 5.8: Constellation diagram for the HBM. 

farther receiver which makes it possible for the closer receiver to demodulate at a 

faster rate. 

5.5 Performance Analysis 

In this section we first show that the proposed hierarchical bandwidth modulation 

can achieve higher transmission rates than the traditional hierarchical modulation 

while using THz band communicat ion . Then we analyze the performance of the 

proposed modulation in terms of symbol error rate(SER) . 

5.5.1 Achievable Information Rate 

In [81], The authors have shown that the achievable rate for hierarchical modulation 

dominates that of the naive time sharing or frequency multiplexing techniques 

in discrete time Gaussian broadcast channel. More specifically, the information 

was transmitted to two receivers-one with noise power spectral density N 1 and 

the other with N2 , and N 1 < N2 . For a given total a llotted power P and total 

available bandwidth B, the achievable rates at the two receivers were given as 
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follows 

R1 = Bln ( 1 + :~J + Bln ( 1 + BN:: PJ , 
(5 .6) 

R2 = Bln ( 1 + BN:: PJ , 
where A and P2 are the transmission power at the receiver with lesser and higher 

noise, respectively, and A + P2 = P. 

In case of THz band communication , the available bandwidth decreases with 

increasing distance as mentioned in Sec. 7.2. Let us consider , the closer receiver 

has double the bandwidth of the farther receiver and denote the bandwidth of the 

farther receiver as B. If we were t o use traditional hierarchical modulation, the 

usable bandwidth would be that of the farther receiver. If hierarchical bandwidth 

modulation is used , the close receiver would demodulat e at a rate 1/ 2B. As a 

result the achievable rate of the two receivers would be given as follows 

R 1 = 2Bln (1 + 2:Iv-J + Bln (1 + BN:: PJ , 
(5 .7) 

R 2 = Bln ( 1 + BN:: pJ · 
The numerical evaluation of the above two pairs of equations illustrates the 

dominance of hierarchical bandwidth modulation over traditional hierarchical 

modulation in the THz band. The achievable rates for the 3dB bandwidth 

B = 74.77 GHz of first THz window, N 1 = -110 dBm/ Hz, N2 = -100 dBm/ Hz , 

P = 10 mW and 0 < A < P Watts is shown in Fig. 5.9. As can be seen from the 

figure , the achievable rate for hierarchical bandwidth modulation strictly dominates 

that of traditional hierarchical modulation. 
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Figure 5.9: Achievable rates for traditional HM and HBM. 
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Figure 5.10: Constellation diagram for the 4PAM modulation. 

5.5.2 Symbol Error Rate 

In this section we investigate the the error performance of the proposed hierarchical 

bandwidth modulation in AWGN noise scenario. We consider two receivers and 

one of them is closer to t he transmitter than the other. In the literature, the 

SER performance has usually been derived for base informat ion bits and the 

enhancement layer informat ion bits separately. In this paper , however, we are 

interested in SER performance at the closer receiver and the farther receiver. For 

the closer receiver the constellation looks like a regular non-uniform 16QAM and 

the resulting SER can be derived considering the 16QAM as the Cartesian product 

of a one dimensional 4PAM constellation with itself [84]. The corresponding non

uniform 4PAM constellation is shown in Fig. 5.10. Considering equal probability 
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for each constellation point , The SER can be deduced as follows 

(5 .8) 

where Q( .) is the standard Q-function and P~ is the symbol error rate of the non

uniform 4PAM constellation of Figure 5.10. The probability of correct detection 

for the 16QAM is thus given as 

(5 .9) 

The probability of symbol error for 16QAM can then computed as follows 

(5.10) 

= 2Q (_j2_)+ Q ( ~ ) ' Pi Pi 
where P f loser is the symbol error probability for the closer receiver. For the farther 

receiver , the SER is same as that of the base layer , so we can just use it from the 

literature [85]. 

5.6 Numerical Results 

In this section, we first show the simulation of the proposed hierarchical bandwidth 

modulation and provide some intuitive explanation of the working principle. In 

addition, we numerically investigate the performance of the proposed hierarchical 

modulation in terms of SER and compare it to the analytical results. In our 

simulation, we assume that the receiver is perfectly synchronized to the carrier 

frequency and phase. The carrier frequency is chosen to be 1.04 THz which is the 
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center of the 6th absorption-defined window as shown in Figure 5.1. Considering 

that the channel bandwidth is chopped almost to half from 1 m to 30 m distance, 

we place two receivers at distance 1 m and 30 m. The bandwidth available at the 

closer and farther receivers is 92 GHz and 45 GHz respectively. The absorption 

coefficient was computed as mentioned in Sec. 7.2. We set the transmission power 

to 10 mW, in light of the existing compact THz sources a t room temperature. 

We consider the transmitter and the receiver to be equipped with directional 

antennas. We set the appropriat e antenna gain to meet the SNR requirement 

a t the furthest receiver. Based on that gain, the resulting SNR on the closest 

node is determined (see Fig. 5.13). The modulated signal is passed through the 

THz channel module, which implements the frequency-dependent model described 

in Sec. 7.2. The detailed list of parameters that have been used to conduct the 

simulation are presented in Table 5.1. 

Table 5.1: Simulation parameters 

Parameters Values 
Carrier frequency 1.04 THz 
Frequency window W 6 

M 2 
Transmission power 10 dBm 

Humidity 40% 
Temperature 293 Kelvin 

Pressure 1 atm 
Antenna gain 24 dB 

In Fig. 5.11 , we illustrate the time domain and power spect ral density of the 

transmitted signal, the received signal at 1 m and the received signal at 30 m , 

respectively. From the psd , it is clear that not only the received signal power is 

much lower , but its bandwidth has been drastically reduced. 

As can be seen from fig . 5.lla, the HBM symbol changes phase within the 

symbol duration of base layer(2T8 ). At distance 1 m , this phase change is still 

recognizable as shown in fig. 5.llb. So the user at 1 m can demodulate at a rate 
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Figure 5.11: Time and frequency domain plot of the transmitted signal, received 
signal at 1 m and received signal at 30 m . 

l / T8 and get both the base layer and enhancement layer information. However , this 

small phase change is not noticeable at 30 m distance as shown in fig . 5.llc. This is 

due to the high frequency components being chopped by the molecular absorption 

of THz channel. This phenomenon is clearer from the frequency domain plot of the 

signals in fig . 5.lld, 5.lle, and 5.llf. As a result , the user at 30 m distance can not 
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Figure 5.12: SER as a function of SNR for closer receiver. 

receive the enhancement layer information, rather bound to demodulate the base 

layer information at rate 1/ (2T8 ) . The error performance for the closer receiver 

in additive white Gaussian noise (AWGN) is shown in Fig. 5.12. This simulation 

was performed for >- = ~~ = 0.4. As can be seen from the figure , our analytical 

result closely follow the simulation results. The slight difference at the low SNR 

value happens due to the elimination of higher order terms in the derivation of the 

analytical result. In addition, very high SNR value is required to obtain a useful 

performance. This is usually the case in the literature for hierarchical modulation. 

The reason for this is that the constellation points gets much closer than that of the 

regular 16QAM and increases the chance of a symbol being erroneous . However , 

as shown in Fig. 5.13 , the received SNR for the closer receiver is very high for 

even a small SNR for the farther receiver. 

This means while channel is good enough for the farther receiver , the closer 

receiver experiences very reliable channel conditions . To show this more clearly 

the SER for both closer and farther receiver has been depicted in Fig. 5.14 as 

function of the SNR for farther receiver. As can be seen from this figure , the closer 
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receiver has no error until the SNR for farther receiver goes as bad as -6 dB which 

would never be the target. To see this better , the received constellation diagrams 

at the closer and far ther receiver are shown in Fig. 5.15 and Fig. 5.16 respectively 

for an SNR of 18 dB at the farther node. 

The main contribution of this paper is that hierarchical bandwidth modulation 

outperforms the unicast and classical hierarchical modulations in t erms of data 

rate for THz band channel. The comparison of bit error rates between hierarchical 

bandwidth modulation and other alternatives has been depict ed in Table 5.2 for 

the same transmit power and antenna gain mentioned above. The noise power was 

calculat ed according to the bandwidth used by the modulation schemes and the 

noise model in [28]. 

As can be seen from the table, if unicast modulation is used, QPSK is the only 

one that can achieve the required BER of 10-3 for the farther receiver. For the 

closer receiver , upto 256QAM can be used and 1024QAM introduces high error 

rate. To maximize the throughput and meet the BER requirement at the same 

t ime, 256QAM is used for closer receiver with symbol rate l / Ts and QPSK is used 
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Figure 5.16: Received constellation at farther receiver. 

Table 5.2: BER comparison of different modulation schemes in THz band channel 

Modulation SER [distance=lm] SER [distance=30m] BER [distance=lm] 
QPSK < l e-4 <le-4 < l e-4 

16QAM < l e-4 0 .01 < l e-4 
64QAM < l e-4 0 .30 < l e-4 
256QAM < l e-4 0 .73 < l e-4 
1025QAM 0.14 0 .93 0.014 

4/16HM, >. = 0.25 < l e-4 5.5e-4 < l e-4 
4/16HM, >. = 0.2 < l e-4 3e-4 < l e-4 

4/64HM, >. = 0.125 < l e-4 0.003 < l e-4 
4/64HM, >. = 0.0625 0.02 l e-3 3.3e-3 
4/64HM, >. = 0.0825 3e-4 0.0016 5e-5 
4/16BHM, >. = 0.25 < l e-4 l e-3 < l e-4 
4/16BHM, >. = 0.2 4e-4 6e-4 l e-4 

for farther receiver with symbol rate l /2T8 • Hence, considering that one user is 

served at a time in unicast scheme, the data rate for closer receiver and farther 

receiver are s~ts (256QAM) and 2;:s (4QAM) respectively. The avaerage data rate 
s s 

is therefore given as 
lObits 3.33bits = .307Tbps (5.11)
3T8 Ts 

Traditional hierarchical modulation uses the bandwidth available to the farther 
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receiver and serves the users at the same time. As can be seen from the t able, a 

4/ 64QAM scheme can meet the BER requirement. Hence the throughput in this 

case can be calculated as 

(5.12) 

Hierarchical bandwidth modulation adjusts the symbol duration according to 

the available bandwidth. A 4/ 16QAM scheme meets the BER requirement for 

hierarchical bandwidth modulation. Accordingly, the throughput can be calculated 

as 
8bit s 2bit s lObits 5bit s b -- + -- = -- = -- = .462T ps (5.13)
2T8 2T8 2T8 T8 

As can be deduced from the above numerical analysis, hierarchical bandwidth 

modulation outperforms the existing modulation schemes by approximately 25% 

in THz band channel. 

5. 7 Conclusion 

In this paper, we have presented a modulation scheme for THz band communication 

that takes advantage of the distance dependent bandwidth of THz channel. The 

proposed scheme is partially related to the hierarchical modulation, but the symbol 

time is adjusted according to the available bandwidth at distance. We have shown 

that the proposed solution outperforms the classical hierarchical modulation in 

terms of achievable rates. In addition, we have derived the symbol error probability 

for the closer receiver in AWGN channel and compared with the simulation results 

to show the validity of the analytical result . Finally, the bandwidth hierarchical 

modulated signal was simulated and passed through THz channel to show how the 

proposed solution is able to take advantage of the distance dependent bandwidth. 

As part of our future work, we will extend this work for more than two receivers 
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to cover longer range and optimize the performance of the proposed modulation 

scheme. 
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CHAPTER 6 

A Link-layer Synchronization and Medium 

Access Control Protocol for 

Terahertz-band Communication Networks 

6.1 Motivation 

In parallel to the development of THz devices and physical layer mechanisms, 

there is a need to investigate new networking solutions for very-high-speed wireless 

data networks. The Medium Access Control (MAC) protocols in lower frequency 

communication networks , e.g., millimeter wave (mmWave) are not feasible in 

THz-band communication networks for the reason that they do not capture 

the peculiarities of THz channel as well as the capacity of THz devices. Thus, 

conventional MAC protocols need to be revised in light of the properties of THz

band communications. 

The THz band provides devices with a very large bandwidth and, thus, they 

do not need to aggressively contend for the channel. In addition, such very large 

bandwidth results in very high bit-rates and, consequently, very short transmission 
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times, which further minimize the collision probability. However , due to the 

low transmission power of THz transceivers and the high path-loss at THz-band 

frequencies, very highly directional antennas (DAs) are needed simultaneously in 

both transmission and reception all the time to establish wireless links beyond 

one meter. This is quite different with conventional communications, where the 

omni-directional antennas are applied in at least one side of the communication 

links to achieve synchronization and beamforming. 

While directional communication further decreases multi-user interference, 

it requires tight synchronization between transmitter and receiver to overcome 

the deafness problem [86-88], which is introduced by directional listening and 

transmitting, among which the signal strength at third party devices are too 

low to perform carrier sense. Moreover , the relatively long propagation delay 

when transmitting at Tbps over multi-meter-long links results in low channel 

utilization. While these two issues vanish in nanoscale applications, there are 

other challenges that affect the link layer design of THz nano-devices , such as their 

temporal energy fluctuations and , thus, availability, introduced by required energy 

harvesting systems [89] . 

To overcome these limitations, in this work , we develop a synchronization and 

MAC protocol for very-high-speed wireless communication networks in the THz 

band. The protocol relies on a receiver-initiated handshake as a way to guarantee 

synchronization between transmitter and receiver. In addition, it incorporates 

a sliding window flow control mechanism, which combined with the one-way 

handshake, maximizes the channel utilization. 

We consider two different application scenarios: a macroscale scenario, in 

which nodes utilize high-speed turning DAs to periodically sweep the space. The 

rotation of highly DAs can be achieved by either mechanically rotating a fixed 

pencil beam around the azimuth and elevation axis or by electronic beam steering 

of a predetermined antenna array [90]; and a nanoscale scenario, in which nodes 
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make use of a piezoelectric nano-generator to harvest energy. For each scenario , we 

consider a different physical layer , namely, a traditional carrier-based modulation 

for the macroscale scenario and a femtosecond-long pulse-based modulation with 

user interleaving for the nanoscale scenario. The synchronization and symbol 

detection design for pulse-based communication has been demonstrated in [91]. 

Besides, for each scenario , we consider two different network architectures, namely, 

a cent ralized network architecture with one access point , which always perform 

as receiver while all other nodes perform as t ransmitters ; and an ad-hoc network 

architecture, where all nodes are equal and periodically switch between receiver 

mode and transmitter mode. 

We analytically investigate the performance of the proposed MAC protocol in 

t erms of delay, throughput and successful packet transmission probability, and 

compare it to that of an adapted Carrier Sense Multiple Access with Collision 

Avoidance (CSMA/ CA) protocol with and without handshake. The adapted 

CSMA/ CA protocol takes into account the capabilit ies of the THz devices, i.e., the 

antenna's orientation in macroscale scenario or the energy status in the nanoscale 

scenario. Besides, in nanoscale scenario , the nano devices do not use carrier 

sensing, rather they use pulse interleaving scheme. Finally, we implement in ns-3 

the proposed protocol and the necessary THz models ( channel, carrier-based and 

pulse-based physical layers, t urning antenna and energy harvesting system) , and 

provide extensive simulation results to validate the performance of our solution. 

6.2 Related Works 

To the best of our knowledge, there are very few MAC protocols for the THz

band communication networks proposed. The mmWave communications are 

considered as the closest existing technologies to THz-band communications in 

terms of frequency, which ranges from 30 to 300 GHz , and provide mult i-Gbps 
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communication services . Three major types of MAC protocols have been widely 

applied in the mmWave communication networks, which include the CSMA/CA

based protocols, the Time Division Multiple Access (TDMA)-based protocols and 

the hybrid protocols. In this section, we summarize the advantages and drawbacks 

of these protocols and discuss the feasibilities of implementing these protocols in 

THz-band communication networks. 

The drawbacks of the TDMA-based protocols come from several aspects . First 

of all, for the centralized network architecture, the medium time for the bursty data 

traffic is often highly unpredictable , thus , it is easy to under-flow allocate or over

flow allocate the medium time for each individual user. Besides, a huge number of 

control overheads are generated for the on-the-fly medium reservation, which, to 

some extent, defeat the original purpose of fast communication. Furthermore, it 

is challenging to implement a high-level computationally intensive and realtime 

executable access point (AP) or piconet coordinator (PNC) to schedule the burst 

traffic on a mobile device. Moreover, when it comes to the ad-hoc network 

architecture, it is even harder to achieve synchronization. 

Comparing with the TDMA-based protocols , the CSMA/CA-based protocols 

work well with bursty traffic for both centralized and ad-hoc network architec

tures . However , the conventional CSMA/CA-based protocols cannot adapt to the 

directional communication networks due to the infeasible monitoring caused by 

the deafness problem. To overcome this issue, existing CSMA/CA-based protocols 

either utilize an omni-/quasi-omnidirectional to directional (O-to-D) antenna pairs 

to achieve beamforming and synchronization [87, 92-94], or utilize directional to 

directional (D-to-D) antenna pairs with caching the location information of all 

neighbor nodes on each sending device [95] , the synchronization is established after 

sending multiple DRTS frames. 

In addition to the deafness problem, the spatial interference is significantly 

reduced in the directional communication networks, thus, interference management 
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or avoidance becomes a secondary consideration in MAC protocol design. For these 

reasons, the TDMA-based protocols, even suffering from the aforementioned draw

backs, are still widely used in the mm Wave communication networks. However, the 

conventional TDMA protocol is very inefficient from the resource utilization point 

of view. Owing to the high degree of spatial diversity in mmWave communication 

networks, the time slots, which are used for data streaming in conventional TDMA 

protocol, can be further reused , i.e., one TDMA time slot can be occupied by 

several links which are determined to be not interfering each other. Thus, the 

spacial TDMA (STDMA)-based protocols [96] are proposed to improve the network 

efficiency. 

In order t o optimize the scheduling scheme for the STDMA-based protocol , 

works have been done in two aspect s, which include heuristics solutions [97], in 

which O-to-D antenna pairs are ut ilized in the scheduling period; and analytical 

optimization solutions, within which the scheduling is achieved either by applying 

O-to-D antenna pairs [98] or by implementing the bootstrapping program [99 , 

100], such that the AP knows the up-to-date network topology and the location 

information of other nodes. Based on the extensive literature review, all the 

STDMA-based protocols, except for the protocols with bootstrapping program , 

need to implement the CSMA/ CA protocols in the starting stage to achieve the 

synchronization, beamforming and scheduling, t hese implementations have also 

been presented in the corresponding IEEE standards. 

There are mainly two existing IEEE standards for mmWave communication 

on 60 GHz band , which include the IEEE802.15.3c WPAN [101- 104] and the 

IEEE802.11.ad WLAN [105, 106]. IEEE802.11.ay [107, 108], as the enhancements 

of IEEE802.11.ad , is still under development. In all these standards, O-to-D 

antenna pairs are utilized in the scheduling period. In addition, hybrid MAC 

protocols are indicated in these standards. More specifically, in both IEEE802 .15 .3c 

and IEEE802.11.ad , CSMA/ CA protocol is mainly applied in the scheduling period , 
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which is a contention-based access period. In contrast , the STDMA protocol is 

mainly utilized in the dat a exchanging period. Besides, polling is enabled for 

dynamic channel time allocation in IEEE802 .11.ad . 

However , the available solutions for lower-frequency systems cannot directly 

be utilized in THz paradigm, mainly because they do not capture the peculiarities 

of the THz-band channel or the capabilities of THz devices. When it comes to the 

macroscale scenario , highly DAs are needed simultaneously in both transmission 

and reception sides all the time. Without implementation of O-to-D antenna 

pairs, the synchronization, scheduling and beamforming, again, become severe 

issues . Thus, the conventional CSMA/ CA-based or TDMA-based protocols are 

not applicable for the macroscale scenario. Besides, due to the low t ransmission 

power of THz transmitters and the very high pa th-loss in THz-band channel, it 

is infeasible to further divide the transmission power into different directions in 

one time slot. Thus, STDMA-based protocols are not feasible to the macroscale 

scenario as well. In [109], the authors proposed an assist ed beamforming MAC 

protocol for THz communication networks, which exploits both 2.4 GHz and 

THz-band communication. In particular , the synchronization is achieved by using 

omnidirectional antennas that operat e in 2.4 GHz channel, who supports much 

slower transmission speed than that in the THz-band. 

When it comes to nano-networks, THz devices utilize omni-directional antennas, 

while remove the deafness problem, the devices loss the benefits of applying spatial 

reuse. Moreover , the THz devices surfer severe limita tions in both memory and 

energy, thus, t he TDMA-based protocols, which either introduce a large number 

of control overheads or requires a lot of memories to cache network information, 

are not feasible in THz-band nano-networks. In [110], the authors proposed the 

PHLAME, the first MAC protocol for ad-hoc nanonetworks. In this protocol , 

nano-devices such as nanosensors are able to dynamically choose different physical 

layer paramet ers based on the channel conditions and the energy of the nano-
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devices. Similarly, in [111], the authors proposed a centralized MAC protocol, in 

which a nano-controller would determine the best communication parameters for 

t he nano-devices. In both cases, a transmitter-init iated hand-shake was required , 

which would eventually result into a low channel utilization. In [112], a receiver

initiated MAC protocol for nanosensor networks was proposed. The developed 

protocol is based on a distributed scheduling scheme, which requires the nodes to 

perform a distributed edge coloring algorithm. However , due t o t he very limited 

computational resources of individual nano-devices , it seems more plausible to 

leverage the pulse-based physical layer to interleave users in time, rather than 

performing distributed scheduling algorithms [28] . 

This work builds upon our preliminary work introduced in [113], where we 

proposed our receiver-initiated MAC protocol based on a infrastructure network 

architecture for two different application scenarios, namely, the macroscale scenario 

and the nanoscale scenario. In this work, we have extended our work with our 

proposed MAC protocol to the ad-hoc network architecture, again for the two 

different application scenarios. Considering the complexity of the new scenario 

where each node can perform as both transmitter and receiver , allocating the 

resources efficiently in order to achieve the maximum throughput performance 

become a key problem . 

6.3 System Model 

In this section, we summarize the main peculiarit ies of THz-band communication 

networks for both the macroscale scenario and the nanoscale scenario. Starting 

from an accurate THz-band channel model , we firstly formulate the Signal-to-Noise 

Ratio (SNR) , which is needed for the computation of the Bit Error Rat e (BER) 

and Frame Error Rat e (FER) in both scenarios as well as for the calculation of 

t he required antenna gain, G, and the resulting antenna beamwidth, 6.0 , in the 
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macro-scenario. Then , we formulate the collision probability in the macroscale 

scenario , for which we introduce and analyze the impact of utilizing high-speed 

t urning THz DAs, as well as in the nanoscale scenario , for which we revise the 

concept of interleaved pulse-based transmissions [111]. Finally, we investigat e 

both scenarios based on the Centralized Network Architecture and Ad-hoc N etwork 

Architecture. 

6.3.1 Signal-to-noise Ratio 

The propagation of electromagnetic waves at THz-band frequencies is mainly 

affected by molecular absorption, which results in both molecular absorption loss 

and molecular absorption noise. In particular , based on the THz-band channel 

model introduced in [6], the signal power at a distance d from the transmitter , Pr 

is given by: 

(6 .1) 

where St is the single-sided power spect ral density (p.s.d) of the transmitted signal, 

B stands for its bandwidth and f refers to frequency. He refers to the THz-band 

channel frequency response, which is given by: 

H (f d) = (-c ) (- k abs (f) d) (6 .2)
c ' 41rfd exp 2 ' 

where c refers to the speed of light and k a bs is the molecular absorpt ion coefficient 

of the medium. k abs depends on the molecular composition of the t ransmission 

medium , i.e., the type and concentration of molecules found in the channel and 

is computed as in [6]. Gt and Gr refer to the gain of transmitter antenna and 

receiver antenna , respectively. 

Similarly, the molecular absorption noise power Nr at a dist ance d from the 

transmitter , which can be modeled as additive, Gaussian , colored and correlated 
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to the t ransmitted signal [44] , is given by: 

2 
Nr (d) = l SNr (f ,d) IHr (!)1 df 

(6.3) 
2 

= l (SNB (f) + SN1 (f ,d)) IHr (!)1 df, 

where it is t aken into account that the p .s .d . of the total molecular absorption 

noise Nr is contributed by the background atmospheric noise p .s.d ., SNB and 

the self-induced noise p .s .d ., SN1, which are computed as described in [44] . In 

addition, Hr(!) refers to the receiver 's impulse response . 

The SNR at a dist ance d from the transmitter can be then obtained by 

dividing (7.3) by (7.5). 

6.3.2 Bit Error Rate and Frame Error Rate 

In this section, we describe the frame error rate for the two application scenarios 

according to their specific physical layers. 

Macroscale Scenario 

In the macroscale scenario , i.e., for distances above a few meters, we consider that 

nodes transmit a conventional QPSK modulated signal with the central frequency 

of 1.0345 THz (first absorption-defined window above 1 THz). This transmission 

window has a 3dB bandwidth of 74 GHz at distance 10 m. 

For a given SNR, the BER, Pb , only depends on the modulat ion t echnique. 

thus, the BER can be calculated as : 

{fibA = -1er f c --, (6.4)
2 SNt 

where Eb is the energy per bit and S Nt is the total noise p.s.d. Eb/ S N t represents 
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a normalized SNR measure and is calculated as: 

(6 .5) 

where E s st ands for the energy per symbol in joules, R s represents the symbol 

rat e. Thus, the FER, Pp, can be expressed as : 

(6 .6) 

where Lp refers to the frame length in bits . 

To further overcome the very high molecular absorption loss over long dis

tances [6] , highly DAs are applied to both transmission and reception simutaneously. 

Thus, an accurate set of antenna parameters need to be calculat ed by satisfying 

the condition that the received signal strength should surpass the received signal 

power threshold, i.e., 

(6 .7) 

where S N Rmin st ands for the minimum SNR threshold (10 dB in our analysis). 

In order to guarantee the performance of highly DAs, which is achieved by beam

forming antenna arrays , we derive the required antenna gain and resulting antenna 

beamwidth from the transmission distance, transmitted signal power and the S N R 

threshold. The detailed antenna array design have been introduced in [114] , which 

is not included in this work. Without loss of generality, the antenna gains of the 

transmitter and the receiver are considered as identical and constant over the 3 dB 

frequency window, i.e., Gt= Gr= G. In this case, the desired antenna gain can 
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be expressed as: 

Nr (d) S N Rmin 
(6.8) 

Assuming the beamforming antenna array at each regular node is a nearly 

broadside planar array [115], the directivity of the directive antenna can be 

approximated as : 
41r 41r

D - - > G (6.9)
- fl A - 0h c/Jh - ' 

where OA refers to the array solid beam angle, 0h and c/>h are the Half Power 

Beam Width (HPBW) in the elevation plane and azimuthal plane, respectively. If 

we assume the HPBW in the elevation plane and azimuthal plane are identical, 

i.e., 0h = c/>h = /'::),_0 , the beamwidth of the directive antenna can be calculated as 

follows: 

J St (f) ~ e -kabs (J)ddf 
B (41r df) J

41r (6.10) 

Nanoscale Scenario 

In the nanoscale scenario , i.e., for distances much below one meter , we consider that 

nodes transmit by using Time Spread On-Off Keying (TS-OOK) , a modulation 

scheme based on the transmission of one--hundred-femtosecond-long pulses by 

following an on-off keying modulation spread in time [28]. The p.s.d. of such 

pulses is mainly contained between 0.9 and 4 THz. 

Finally, to compute the frame error rate Pp, we consider that a hybrid error 

control technique based on the combination of low-weight channel codes with ARQ 

is utilized [ 44] . 

6.3.3 Collision Probability 

The collision probability has been reduced in THz-band communication networks 

for the reasons that , first , the spatial reuse in macroscale scenario and the pulse-
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interleaving scheme in nanoscale scenario help reduce the overlapping possibility of 

two or more receiving packets at the same time. Besides, the very fast t ransmission 

rate further decrease the transmission duration of frames and thus the collision 

vulnerable time. However , the collision probability is still the one of the major 

reason of transmission failure, especially for the long DATA frames. In this section , 

we derive the collision probability depends on different application scenarios. 

Macroscale Scenario 

In this case, nodes require high-gain DAs in both t ransmission and reception to 

establish links more than one meter. While results in low multi-user interference, 

it comes at the cost of high synchronization requirements. To model the multi-user 

interference, we need to take into account both the spatial distribution of the 

nodes as well as their t emporal activity. In our model, we consider that nodes are 

randomly distributed in space by following a spatial Poisson process with rate AA. 

0 12The area of influence of an individual node is given by A (~01) = ~:1rl2 = ~ , 

where ~0 is the antenna beamwidth in radians and l stands for the maximum 

t ransmission distance. Then , the probability of finding i nodes in A is given by: 

(6.11) 

If each node in A generates new frames at a rate given by 1/ aFT, where a 

is a constant and FT stands for frame time, the aggregated traffic generat ed by 

i nodes is simply Ar = i /aFT. Thus, the probability that j out of i nodes are 

active during a vulnerable t ime of 2FT is given by: 

(6.12) 
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Finally, the collision probability in the macroscale scenario is calculated as : 

(X) 

Pc = L P [i E A (fl0l) ] (l - P [O E 2FTl). (6.13) 
i =l 

Nanoscale Scenario 

In this case, miniature nodes do not require highly DAs, but t ransmit omnidi

rectionally. Therefore, the probability of finding i nodes in the area of influence 

of a node is given by (6.11) for fl0 = 21r . This results in a much larger number 

of potentially interfering nodes . Interestingly, however , TS-OOK supports the 

simultaneous t ransmission and reception of time-interleaved frames. In this scheme, 

a logical "O" is transmitted as silence, whereas a logical " l " is transmitted with a 

pulse. The t ime between symbols, pulses and silences , T8 is much longer than the 

pulse duration Tp, (3 = T8 / Tp » l. 

By considering that each node i in A generates new frames at a rate l /aFT , 

the rate at which new pulses are generated is given by Ap = ipi/aT8 , where p1 

refers to the probability of t ransmitting a pulse, and is relat ed to the coding 

weight [44]. Then , the probability of j out of i nodes generat e pulses within the 

vulnerable time 2TP is : 

(6.14) 

Finally, if there are n symbols in one frame, the collision probability of one frame 

in the nanoscale scenario is : 

(X) 

Pc = LP [i E A(21rl) ] (1 - P [o E 2Tpr). (6.15) 
i =l 
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6.3.4 Nano Energy Model 

As we mentioned before, one of the main challenges in nanonetworks is posed by the 

very limited energy of nano-devices and their need for energy harvesting systems. 

In [116] , the authors stochastically modeled the available energy for a nano-device 

by jointly t aking the energy harvesting process when utilizing a piezoelectric 

nano-generator and the energy consumption process due to communication with 

TS-OOK. For this, the authors utilized a continuous-time Markov process to 

model the evolution of the nano-battery energy level. In our analysis, we are 

interested in computing the frame error probability caused by insufficient energy 

at the transmitter or at the receiver. For this, we utilize the same methodology as 

in [116]. Mainly, the probability mass function (p.m.f.) of the energy stored at 

the nano-node battery after reaching a steady state depends both on the rate at 

which energy is harvest ed and the rate at which energy is consumed. The latter 

depends on the the new frame generation rate as well as on the expected number of 

retransmissions. Ultimately, different MAC protocols result into different number 

of transmissions and, thus, into different p.m.f. for the energy at the nano-battery. 

With the p.m.f. of the energy, we can calculate the probability of having enough 

energy at each node. We implement the harvesting model in ns-3 and ut ilize the 

collected data to estimate the battery p .m.f. used in our numerical results. analysis. 

For the energy harvesting model, we implement an energy harvestor that harvests 

energy a t a constant rat e and provides interfaces to consume energy according 

to the packet length. Among other attributes, users can set the initial energy 

in the battery, amount of energy harvested each time and the energy harvesting 

interval. For quantifying the energy consumed in transmission and reception of a 

packet , we use the analysis provided in [116]. If we denote the energy consumed in 

t ransmitting an L bits packet as E},x and energy consumed in receiving the same 
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packet as E 1Z , we obtain the following expressions: 

(6.16) 

where E;~lse and E;~lse are the energy consumed in transmission and reception 

of a pulse respectively and W refers to the coding weight , i.e., the probability of 

transmitting a pulse instead of being silent. The energy consumed in the reception 

of a pulse E;~lse is approxima tely 10 times lower than E;~lse' which is a valid 

assumption for ultralow power t ransceivers [117]. 

6.3.5 Network Architecture 

In our analysis, we are interested in the performance of the proposed protocol 

working on different network architectures , for both macroscale scenario and 

nanoscale scenario. 

Cent ralized Network Architect ure 

In this case, we assume that there is one access point (AP) performing as the 

receiver , and located at the center of the network. All other nodes are performing 

as t ransmitters and randomly distributed around the AP. 

Ad-hoc Network Architect ure 

In this case, we assume that all the nodes are equal, and each node periodically 

switches between acting as a receiver or a transmitter. Since t here is no AP, all 

nodes are randomly located within the maximum communication range. The 

detailed analysis is int roduced in Sec. 6.5. 
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6.4 Receiver-initiated Synchronization and Medium 

Access Control Protocol 

In light of the system model described in Sec. 7.2 , it is clear that an initial 

handshake is needed in THz-band communication networks to guarantee link-layer 

synchronization between the transmitter and the receiver. The objective of such 

handshake is to prevent unnecessary data transmissions when t he receiver is not 

available, whether because it is not facing the transmitter (macroscale scenario) or 

because it does not have enough energy to handle a new transmission (nanoscale 

scenario) . The fundamental idea behind the proposed protocol is to reduce the 

overhead introduced by such handshaking process by having nodes announce their 

availability to receive data. In other words, the traditional two-way handshake 

is reduced to a one-way handshake process. Receiver-initiated MAC protocols 

have been successfully utilized in other scenarios [88,112 , 118], but the existing 

solutions cannot directly be utilized in our scenario because of the aforementioned 

peculiarities of THz-band communication networks. 

Besides the one-way handshake, the proposed protocol also makes use of sliding 

flow control window at the link layer to maximize the channel utilization. In 

particular , both the delay introduced while waiting for the receiver availability and 

the relatively long propagation delay when transmitting at multi-Gbps or Tbps 

over multi-meter distances (macroscale scenario) result in a relative low channel 

utilization. To overcome such problem , the receiver can specify the time that it 

will remain facing in the current direction ( macroscale scenario) or the amount 

of data packets willing to accept with its currently available energy (nanoscale 

scenario) . 

The basics of the protocol are summarized next . As shown in fig. 6.1 , a node 

can be found in transmitting mode or in receiving mode: 

• A node in transmitting mode (TM) , i.e., with data to transmit, checks 
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Figure 6.1: Receiver-initiated one-way handshake protocol. 

whether a current Clear-To-Send (CTS) frame from the intended receiver 

has been recently received . We consider that a CTS is valid for duration of 

antenna facing time in macroscale scenario , or until the receiver is out of 

energy in nanoscale scenario . If not , the node listens to the channel until the 

reception of a new CTS frame. In the macroscale scenario , we consider that 

the node in TM points its DAs to the receiver. For this, we consider that , 

at the link layer , the node in TM knows the position of the receiver [105]. 

This information is provided by the network layer after a discovery process, 

which remains as future work. In the nanoscale scenario , we consider that 

nodes utilize omni-directional antennas. 

• A node in receiving mode (RM) , i.e. , with sufficient resources (e.g. , energy 

or even memory) to handle a new incoming transmission and with previous 

CTS lift expired , broadcast s its st atus by means of a CTS frame. In the 

macroscale scenario , the node in RM uses a dynamically turning narrow

beam to broadcast CTS frames while sweeping its entire surrounding space. 
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Such electrically-controlled high-speed turning DAs can be implemented for 

example by means of a very large graphene-based plasmonic nano-antenna 

array [119,120] . The node in RM mode cannot know in advance who is 

willing to transmit, which is why it needs to sweep the entire space. The 

turning speed of beam is a parameter to be optimized in our analysis . In 

the nanoscale scenario, this information is omnidirectionally transmitted. 

The CTS frame also contains information on the receiver's current sliding 

window size. 

Upon the reception of a CTS frame, a node in TM checks whether it has data 

for such receiver and the necessary resources . If so, it proceeds with the DATA 

frame transmission after waiting for a random backoff time. The random waiting 

helps in avoiding collision in macroscale scenario. In the nanoscale scenario , it 

ensures that the energy is not wasted in transmitting more packets than the receiver 

can handle , because the number of senders with data and sufficient resources is 

not known beforehand. If the transmission is successful, the node in RM sends a 

positive acknowledgement (ACK) frame. In the ACK frame, the receiver sets the 

flag that indicates if the CTS is still valid or not. If it is valid, the next node goes 

on to transmit its packet after the waiting time is over . If an acknowledgement 

is not received before the time-out, the node in TM will set a random back-off 

time, which depends on the number of transmission attempts, and repeats the 

entire process when done. After successfully receiving a packet , i.e., successfully 

transmitting a CTS, a DATA and an ACK frames, the node in RM can decide to 

keep turning, continue to collect more packets, or switch to TM. 

A couple of comments regarding fairn ess need to be made. First, as in any 

triggered reaction protocol, nodes in TM wait a random time after receiving a 

CTS frame and before sending t he DATA frame. In the macroscale scenario , 

carrier-sense is performed during that time. In the nanoscale scenario , in which a 

pulsed-based physical layer is used, there is no carrier to sense, but the chances of 
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having a collision are very low (Sec . 7.2). Second, only for the macroscale scenario , 

it is relevant to note that the node in RM cannot simply stop indefinitely at a node 

in TM, but it needs to continue "turning". Therefore , we need to guarantee that , 

within the small span of time that the node in RM is facing the node in TM, the 

DATA frame can be successfully transmitted. This is possible because nodes are 

transmitting at multi-Gbps and even Tbps and, thus, only several nanoseconds are 

usually needed , which is much lower than that in existing wireless communication 

systems and, thus, can be leveraged to effectively never stop turning. 

6.5 Performance Analysis 

In this section, we analytically investigate the performance of the proposed protocol 

in terms of successful packet delivery probability, packet delay and throughput, for 

both network architectures ( centralized , ad-hoc) and application scenarios ( macro , 

nano). In the centralized network architecture, we analytically investigat e the 

impact of the AP performance (e.g., antenna turning speed , energy harvesting 

rate) on the syst em performance. In the ad-hoc network architecture, we study 

the influence on the network throughput of the resource allocation strategy, such 

as the TM duration and the RM duration allocation for macroscale scenario and 

transmission energy and reception energy allocation for nanoscale scenario. In 

both network architectures, we firstly focus on the macroscale scenario and develop 

a mathematical framework in deta il. Then , we summarize the differences needed 

t o capt ure the nanoscale scenario peculiarities . 
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6.5.1 Centralized Network Architecture 

Macroscale Scenario 

In this case, the AP in the RM keeps turning the beam to sweep through the 

ent ire circle while the rest of nodes in the TM point their beams toward the AP. 

Thus, the number of sectors within one antenna turning circle is: 

21r 
N sector = 6. • ( 6.17) 

0 

The main factor affecting the performance of the protocol is the antenna turning 

speed w, given in circles-per-second. In particular , we consider that the antenna 

shifts its direction in discrete steps and, thus , provides coverage to different sectors 

in different time. We define the sector time or time during which the antenna beam 

is pointing to a certain direction as T sector = 6.0 / (21rw). Simply posed , at least 

one DATA frame needs to be successfully transmitted from the transmitter within 

one sector time of the turning antenna . T sector needs to guarantee a complete 

transmission process starting with sending out CTS for our designed protocol , 

thus we have: 

Lcrs LvATA + T + LAcK (6.18)T sector 2: ~ + T prop + R prop R ' 

where Lcrs, LvATA and LACK refer to the frame length (in bits) of CTS frame, 

DATA frame and ACK frame, respectively. T prop st ands for the propagation 

duration, and R is the data rate of the selected 3 dB frequency window. 

In the best case, which is when successful transmission directly achieved without 

any ret ransmissions when the beams of the t ransmitter and the receiver face each 

other. By applying the shortest sector time T s'7:_~for from (6.18) , the maximum 

throughput can be calcula ted as a function of the frame length (in bits) of the 
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DATA frames LDA T A : 

(6.19) 

We observe that the higher S max will be achieved with a larger LDA T A · 

In general case, T sector limits the maximum number of retransmissions that a 

node can complet e in the current round s . This affects the overall packet delay 

and throughput , as the node will have to wait for an entire cycle before being 

able to continue its ongoing transmission in round s + 1. More specifically, the 

maximum number of ret ransmission T/max tha t a node can complete in round s 

can be calculated as follows: 

S -_ mm. { l T sector - T crs - T prop j , k [ ] } S , ( 6.20) '/]max [ l ----------
T t / o + Tb / o 

where T t / o = 2Tprop + T proc + TD ATA + T ACK is the time-out duration, T crs, 

TDATA and T ACK refer to the CTS, DATA, and ACK frames t ransmission t ime, 

respectively, and Tb / a is a random exponential back-off time. In our analysis, we do 

not ignore the impact of the propagation delay T prop, as it is comparable or even 

larger than the frame transmission time in the macroscale scenario. k stands for the 

maximum number of retransmissions available in the current round. In particular , 

k [l ] is set to a default value k0 . For example, if ko = 5, the total amount of 

retransmissions for a specific frame is equal to 5. This can be "consumed" within 

one round if T sector is very long, i.e., the antenna turns at a slow speed , or might 

be spread across rounds, otherwise . 

Then, the probability to succeed with exactly i ret ransmissions within the same 

round is given by: 

Pi-r tx P. (l p p )i- l p p
succ = CTS - D ATA ACK DATA ACK , (6.21) 

where Pers = PP = (1 - PP) is the probability of successfully receiving a CTS 
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frame; PDAT A = P c P p is the probability of successfully receiving a DATA frame; 

P ACK = Pp is the probability of successfully receiving an ACK frame. We consider 

that the main reason for not properly receiving the CTS is the presence of bit 

errors, rather than the collision with other CTS . In the macroscale scenario , this is 

generally true, as it is very unlikely to have two or more receivers exactly pointing 

towards the same transmitter with their directional beams. Similarly, in the 

nanoscale scenario , given the energy constraints of nano-nodes, it is not likely to 

have many nearby receivers announcing their availability at the same time. When 

it comes to the DATA frame, failures might occur because of both bit errors as 

well as collisions. Even if we introduce a random initial delay between the CTS 

reception and the DATA transmission, collisions can occur. Finally, ACK frames 

might also suffer from bit errors . 

From this , we can easily write the probability to successfully t ransmit the 

frame P;;:i, in round s as well as the expected number of ret ransmissions 77 in that 

round as : 
1'/max [s ] 1'/max [s ] 

p rnd [ ] ~ p i - rtx . 
succ s == L...,,,,; succ ' 77 [s] = L iP;;;:c,tx . ( 6.22) 

i =l i =l 

If successful , the average successful frame delay introduced by the current round s 

can be calculated as: 

( 6.23) 

where T fucc = 2Tprop + T pr oc + TD ATA + T ACK is the delay when successfully 

transmitting the frame in one attempt . 

If the node is not successful in the current round, but the maximum number of 

retransmissions across rounds ko has not been yet achieved , the node waits for a 

new CTS frame (aft er one antenna cycle). Now k [s + l ] = k [s] - 77max [s] . The 
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maximum number of rounds r m a x is given by 

r m a x = min { k [s] = 0} . ( 6.24) 
s 

Then , the probability to successfully transmit a frame in the j-th round is given 

by: 

j -1 )j - rnd _ r nd rnd · 
p succ - !! (1 - p succ [u]) p succ [J] , (6.25) 

( 

where P;;:;!c is given in (6.22) . 

From this, the total frame successful delivery probability and the average 

number of rounds needed to do so are given by: 

rrnax r -max 

~ p J - rnd . f = ~ ·pJ - rndP (6.26) succ = L...., succ ' L...., J succ . 
j =l j =l 

The discard probability immediately follows as Pdis = P succ · The average frame 

delay can similarly be obtained as: 

r max j -1 

T packet = L II (1 - P ;;::c [u]) P succ [j ] 
j =l u =l (6.27) 

((j - 1) T cycle + T succ [jl) + T wait, 

where T cycle is the time needed for the antenna to complete one entire circle. T wait 

refers to the average time that the transmitter will have to wait for the receiver 's 

CTS in the first round, and is computed as follows: 

nsect ors - (i-l ) 

T wait = L Pf P f (i - 1) T s ector , ( 6.28) 
i =l 

where n sectors = 21r / 6.0 is the number of sectors and P f = 6.0 /1r is the transmitter 

and receiver facing probability. Finally, we can obtain the throughput as S = 

n packet/T packet, where n packet is the number of bits per packet. 
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Nanoscale Scenario 

In this case, the main problem affecting the performance of the protocol is posed by 

the fluctuations in the available energy in each nano-device, which were discussed 

in Sec. 6.3.4 . In our analysis, we consider tha t the battery in each nano-node 

can hold up to Em ax energy frames . An energy frame is the energy in Joules 

consumed in the reception of a cont rol frame (CTS or ACK) , a lso denoted as 

E~~ntrol · Similarly, <~ntrol denotes t he energy frames required to t ransmit a control 

frame, and E15ATA and EvATA are the number of energy frames needed to t ransmit 

and receive a DATA frame, respectively. The rate at which energy frames are 

harvested is denoted by >.harv · Based on the probability distribution of the battery 

energy status , we can calculate the insufficient energy probability and its impact 

on the system. 

The model now is fundamentally the same, with only few modifications. In 

this case, the reception of a CTS frame is not governed by the antenna turning 

speed w and the sector time T sector , but by the time needed by the receiver to 

harvest enough energy to operate and announce its availability by broadcasting 

CTS. Upon the reception of a CTS frame, the node in TM checks whether it has 

enough energy to successfully transmit a frame. The new maximum number of 

t ransmissions T/m ax in round s is given by: 

CTSlife[S l = min T ,'/]max . { lT j [ ] , k S 
t/o + b/o 

( 6.29) 

E,nax l . tx j j}L P [level = i] iE - E + 1 , 
i =Etx retryl 

where CTS1ife refers to the CTS frame lifetime, set by the receiver according to 

its energy, T t/o and Tb /o are the time-out and back-off t imes, respectively, defined 

similarly as for the macroscale scenario , Etx = Ecrs + E15ATA + EAC K is the energy 
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required to complet e a frame transmission on the transmitter side, level is the 

number of energy frame units contained in the battery, and Eretr y is the energy 

spent in a ret ransmission. As before, k is a parameter value that specifies the 

maximum number of transmissions still available. 

In general, there is no guarantee that the transmitter and the receiver will have 

enough energy to successfully complete the frame transaction in one round, i.e., 

during the duration of the current CTS lifetime. As a result , both nodes might 

have to wait to harvest the required energy. The average waiting times for the 

transmitter and the receiver nodes are given by: 

Et x/rx 

T tx/ r x = _ l_ ~ p [l l = ·] ( tx / rx _ ·) ( 6.30) wait A L...., eve i E i , 
harv i =O 

where Erx = E27r s + ED ATA + E~cK is the required energy to st art transmission 

from receiver side. Thus the average waiting time for the frame t ransmission can 

be calculated as: 

T p tx p rx T tx + p tx p rx T rx 
wait === w a it wait wait wait wait w a it 

(6.31) 

+ P t x p rx { T tx T rx } 
w ait w ait max w ait' w ait ' 

where 

( 6.32) 
i =O i =O 

are the waiting probability for the t ransmitter and the receiver , respectively. The 

frame delay T pack et can be now obtained by utilizing (6.31) in (6.27) instead 

of (6.28). The rest of the analytical model remains the same. 
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6.5.2 Ad-hoc Network Achitecture 

Macroscale Scenario 

In this case, each node switches between TM and RM periodically. The main 

problem is to reasonably allocate TM time and RM time of each node in order to 

guarantee the maximum network throughput. On the one hand, more TM time 

assigned to each node may lead to a selfish network, which every node wants to 

contend for the channel without announcing its availability to receive DATA. As 

a result , there are few node can send out their own DATA frame. On the other 

hand, a very generous network will be creat ed by allocating more RM time for 

each node. In this case, every node will patiently wait for others' DATA inst ead 

of sending out their own DATA. In both cases, an increasing amount of DATA 

frames will be stored in each node's buffer during the communication progress , 

thus leading to an increased average delay. 

We develop our analysis from a two-node case to a general multiple-node case 

t o verify our design of resource allocation. Beside the directivity matching factor 

we have seen in the centralized network architecture, mode matching is another 

factor that affects the network throughput in the ad-hoc network architecture. 

The maximum network throughput is achieved when the mode match probability 

of all nodes is the highest . 

In the two-node case, we denote the nodes as node i and node j. We define 

one mode cycle as the summa tion of a TM duration and a RM duration, i.e., 

T cycle = T rM + T RM · In the best case, one DATA frame is successfully sent out 

within one frame generation interval, which is calculated as: 

>.Q< -
1 

= --
1 

( 6.33) 
- T Q T cycle' 

where T Q refers to the enqueue interval of the DATA frame, and thus A Q is the 
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enqueue rate of the DATA frame. 

We assume that for each node, RM occurs at least once during TQ with an 

occurring rate ARM : 

(6.34) 

The probability that the mode of node i matches the mode of node j can be 

calculated as : 

p i-j (6.35)match -

where >.RM refers to the occurring rate of RM of node i , Tf Mrefers to the duration 

of TM of node j. Since the allocation scheme of mode duration should be same 

for each node, we have TyM = Tf M · The probability of mode matching function 

can be simplified by utilizing this statement and inserting (6.34) in (6.35) , thus: 

p i-j (6.36)match -

where 77 = T RM , which is the ratio of RM duration to TM duration. The maximum 
TM 

network throughput can be achieved when the mode matching probabilityP:r,~{ch 

is maximum. By t aking the derivative of P;,,-cltch with respect to 77 and set it 

equal to zero , we find the solution 77 = 1, which means TM duration and RM 

duration should be equally allocated in a two nodes case to achieve the maximum 

t hroughput . 

The analysis of three nodes case follows the same logic, we denote the nodes as 

m , n and j and the development of our analysis is based on node j . When node m 

and node n perform the same mode, it will be very similar to the basic two nodes 

case. Hence we study the case while node m and node n always perform differently. 
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So the mode matching probability corresponding to node j can be represented as: 

(6.37) 

with the concept of ARM we defined in (6.34) , we can easily calculate the occurring 

rat e of TM as : 

TrM 
>.rM = ----- ( 6.38) 

(TrM + TRM )2 . 

We assume node m and node n have the same mode allocation ratio so that: 

X!-pM =>.TM = ATM and >.RM = >.RM = ARM · The mode matching probability 

can be simplified by applying this assumption and insert ing (6.34) and (6.38) in 

(6.37) , so we get: 

( 6.39) 

where r/ = TTkM, which refers to the ratio of RM duration of node j to TM 
TM 

duration of node m or node n . 77 = TTRM , which refers to the ratio of RM duration 
T M 

t o TM duration of node m or node n . The maximum P;::,~~c--,/ occurring at 77 = 1 

and 771 = 1, which means in order to guarantee the maximum network throughput 

in this case, we need to allocate equal RM durat ion and TM duration for each 

node. 

When the scenario extends to multiple nodes case, we consider it is consisted of 

different combination of two nodes case and three nodes case, the mode probability 

can be calculated as: 

x+y= k- l - l _ (k-l)i
pX,Y -j _ 77k 

-----e c,,+ 1 > k > 2 (6.40)match - I: (1 + 77)2(k- l ) ' - ' 
x= l ,y = k-x- l 

where X and Y represent two groups of nodes performing different mode, x and 
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y stand for the number of nodes in each group correspondingly, k is the total 

number of nodes including node j , and 77 refers to the ratio of TM duration to RM 

duration of each node. Based on numerical analysis, the highest mode matching 

probability always occurring a t 77 = 1, which suggest us to equally allocate time 

resource during one mode cycle. 

Nanoscale Scenario 

The main difference in Adhoc architecture from the centralized case is that each 

node can perform TM and RM simultaneously. That is, a node can transmit and 

receive at the same time with the help of pulse interleaving if it has sufficient 

energy. However , when there is not sufficient energy, the node needs to decide 

whether it should receive while waiting to harvest enough energy to t ransmit . Is it 

more efficient t o send a CTS as soon as the node harvests Erx amount of energy 

or wait till Er x + Etx energy is harvested? The node has the option of sending the 

CTS frame when its energy level is anywhere between Erx and Er x + Etx . The best 

decision can be derived by minimizing T w a it with respect to Erx . However , for 

this, we need to express the energy distribution in terms of Erx which is a complex 

process as developed in [116]. Hence, we derive the best decision numerically in 

t his work. 

6.6 Simulation Results 

In this section, we investigat e the performance of the proposed protocol in both 

centralized and ad-hoc network architectures and compare it to that of CSMA/ CA 

with and without RTS/ CTS (2-way and 0-way handshake) . The numerical results 

obtained by solving the analytical models developed in Sec. 6.5 are validated by 

simulation obtained with ns-3 . For this, we have implemented the frequency

selective THz-band channel, t he two THz physical layers ( carrier-based and pulse-
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based with interleaving) , the high-speed turning antenna , the energy harvesting 

unit , our proposed protocol and we also tailored and tuned CSMA/ CA to work 

with the THz models. For each point of our simulation results, we achieved at 

least 50 simulations tests based on different seed number , and for each simulation 

t est , more than 200 frames have been transmitted from each nodes. 

6.6.1 Macroscale Scenario 

Considering the complexity of antenna performance, the verification of our resource 

allocation design will be developed at first. And in this case, a set of simulation 

parameters such as antenna turning speed , frame length and DATA frame enqueue 

rat e are carefully selected based on previous analysis . By working on a selected 

3 dB frequency window for t ransmission distance of 10 m, i.e., BW = 74.005 GHz 

with the central frequency f c = 1.0345 THz. The transmitted power Pt is given 

as -20 dBm, and the minimum Signal to Noise Rat io (SN R min ) is a fixed value 

equals 10 dB , while the background noise Nr equals -110 dBm. The received 

power strength threshold PRx min is set as -100 dBm. In this case, the required 

antenna gain is approximate to 17.2673 dB , and the beam width is around 27.7° . 

Assuming that we are applying QPSK, for which the unique symbols M=4 , 

and thus, the bit rate R = 148.01 Gbps. In order to maximizing the theoretical 

throughput , which is calculated in (6.19) , we select DATA frame length LvATA = 

15000 bytes, for the reason that the Maximum throughput start slowing down its 

increasing rate at this point as shown in Fig. 6.2. Since the turning antenna sweeps 

its entire surrounding space sector by sector , and T;';;~for = 879.26 ns for 1 way 

prot ocol ( T;';;~for = 913.5 ns for 2way and T;';;~for = 845.01 ns for 0way ) , Nsector 

is 13. In this case, Tcircle = 11430.35 ns for 1 way, and it adapted to 11875.5 ns 

and 10985.14 ns for 2way and 0way. In order to guarantee the transceivers can 

meet each other , T RM needs to be no longer than Tcircle · Packet enqueue duration 

TQ 2: 2Tcircle = 22.86 µs for lway, 23.75 µs for 2way and 21.97 µs for 0way, and 
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Figure 6.2: Maximum throughput as a function of the DATA frame length . 

t he antenna turning a t 87486.4 round/s, 84206.98 round/s and 91032.04 round/s 

corresponding tolway, 2way and 0way. 

Centralized Network Architecture 

In Fig. 6.3b and Fig. 6.4b , the DATA frame discard probability of our proposed 

receiver-initiat ed or 1-way handshake protocol is shown as a function of node 

density and DATA frame enqueue rate. It is apparently that a denser network or a 

faster DATA frame enqueue rate could lead to more aggressive network contention 

and thus higher DATA frame discard probability. As expected , with proposed 

1-way handshake protocol , the probability of discarding a frame is much lower than 

0-way and 2-way protocols, even in a very competitive network. The main reason 

for this is that no retransmission attempts will be "wasted" when the receiver 

is not facing the transmitter , i.e, unless the t ransmitter has recently received a 

CTS frame from the intended receiver. This is not the case for the two traditional 

protocols . 

The cost of a lower discard probability is reflected in the achievable throughput , 

which is illust rated in Fig. 6.3a and 6.4a, from which we observe that the throughput 

achieved by 0-way or 2-way protocols is much lower than that of the proposed 

1-way protocol. This mainly because the two traditional protocols have extremly 
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Figure 6.3: Centralized network architecture: Throughput and discard probability 
as functions of the nodes density with flexed enqueue rate. 
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Figure 6.4: Centralized network architecture: Throughput and discard probability 
as functions of the enqueue rate with fixed nodes density. 

high packted discard probability, and thus experience longer ret ransmission delay. 

In Fig. 6.3a, the comparatively larger throughput value bar of the proposed 1-way 

protocol also illustrates that , from another point of view, it wouldn 't easily send 

out the DATA frames as the two traditional protocols do , the mechanism of wait ing 

for CTS frame guarantees a high successful transmission probability and on the 

other hand extends the delay duration of some unfortunate t ransmissions, which 

transmitters have to wait several sector t imes, or even one round duration to meet 

t he receiver. Fig. 6.3a and Fig . 6.4a shows tha t the throughput is a function of 

node density and DATA frame enqueue rate. 

Ad-hoc Network Architecture 

As it shown in Fig. 6.5 , t he ns-3 simulation results suggested tha t the optimal 

throughput will be achieved by equally allocating RM duration and TM duration, 
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Figure 6.5: Ad-hoc network architecture: Throughput as a function of time 
allocation. 

which verifies our numerical analysis. In order to achieve the best throughput , we 

always equally allocate TM time and RM time resources for the following tests . 

In Fig. 6.6b and Fig. 6.7b , we observe that with our proposed receiver-initiated 

or 1-way handshake protocol, the probability of discarding a frame is virtually 

zero and significantly much lower than 0-way and 2-way protocols. Mainly because 

the 1-way protocol could prevent "wasted" retransmission attempts as illustrated 

before. In the meanwhile, more potential receivers occuring in the Ad-hoc Network 

Architecture shares the burden of channel contention, thus further reduce the 

frame collision probability. 

As it shown in Fig. 6.6a, the throughput of the 1-way protocol is a function of 

node density. With a sust ainable enqueue rat e, the throughput of our proposed 

1-way protocol shows a steady performance with increasement of node density. In 

Fig. 6.7a, the throughput is a function of DATA frame enqueue rate, the fast er 

frames get enqueued the easier they may be accumulated in the buffer , and thus 

experience longer queuing delay. From both figures we observe that the throughput 

achieved by 0-way or 2-way protocols is much lower than that of the proposed 

1-way protocol. 
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Figure 6.6: Ad-hoc network architecture: Throughput and discard probability as 
functions of the nodes density with fixed enqueue rate . 

(a) Throughput (b) Discard Probability 
14 

Ad-hoc Network Architecture (0.1[nodes/m2]) 
0.9 

Ad-hoc Network Architecture (0.1 [nodeslm2)) 

12 0.8 

110 
0.7 

0.6 

§a..~§ · = 0.5 
o..; 0.4 

0.3 
~ 4 

0.2 

0.1 

1.5 25 3 3.5 
Enqueue Interval [T 0] 

4.5 
0

1 1.5 2.5 3 3.5 
Enqueuelnterval[TJ 

4.5 
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functions of the enqueue rate with fixed node density. 

6.6.2 Nanoscale Scenario 

In this case, we ut ilize the following parameter values . A circular a rea with 

radius l = 0.01 m with varying nano-node densities is considered. Nano-nodes 

communicate by utilizing TS-OOK with pulse energy E ~~lse =l attoJoule (aJ) , pulse 

length T p=lO0 fs, and spreading factor T8 / Tp = 100. Nodes utilize omnidirectional 

antennas with no directivity gain. For the energy model , we define an energy frame 

to be the amount of energy required to receive a control packet of length 17 bytes 

and energy harvesting interval 1/ A harv = 8 µ s per energy frame. The capacity 

of the battery is Emax=lO00 energy frames . We also consider tha t nanonodes 

generate packets of length 128 byt es and apply a coding weight W = 0.5. 
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Figure 6.8: Centralized network architecture: Throughput and discard probability 
as a function of the nodes density. 

Centralized Network Architecture 

In the centralized network architecture, we consider that nano-controller harvest 

energy at fast er rate (3 µ s per energy frame) to realize the fact that they have 

usually more resources than the sender nodes. Fig. 6.8b shows the DATA frame 

discard probability for centralized network architecture as a function of the node 

density. Similarly as for the macroscale scenario , the number of dropped frames is 

significantly lower than that in the other protocols. Initially the discard probability 

is very low for all three protocols due nano-controller serving fewer nodes. However , 

it increases sharply for the 2way and Oway protocols as the node density increases. 

It is relevant to note that in this case, the 0-way handshake protocol has lower 

discard probability than the 2-way case. The reason for this is that 2-way protocol 

counts the RTS failure towards the maximum number of retransmissions before 

dropping a frame. For the 0-way protocol, the retransmiision happens due only 

to failed dat a frame transmission. As a result for every transmission wast ed , the 

time duration before the next retransmission is very long for 0-way than that of 

the 2-way protocol. This can be seen in Fig. 6.8a, where the throughput is shown 

as a function of the node density. The throughput in nanoscale scenario is much 

lower than that of the macroscale scenario due to the ext ra delay caused by energy 

harvesting. Even though our protocol utilizes backoff time before transmission to 

avoid frame loss , the throughput for our proposed protocol is significantly higher 
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Figure 6.9: Throughput as a function of the number of energy frames harvest ed 
before sending CTS. 

than for the other two protocols (note the logarithmic scale). The reason is again 

related to the very long time needed for a node to have enough energy to t ransmit 

after a failed transmission. This emphasizes the need for transmitter-receiver 

synchronization, which is the main reason behind the 1-way handshake. 

Ad-hoc Network Achitecture 

For the ad-hoc network architecture, we first determine at what energy level the 

node should send a CTS to increase the throughput while waiting to harvest 

enough energy to t ransmit . Fig. 6.9 depicts throughput as a function of energy 

levels required to send a CTS frame. 

As can be seen from the figure, the throughput increases if the node waits 

to harvest enough energy to t ransmit before sending a CTS. The reason for this 

beahavior is that when the nodes in RM send CTS before harvesting enough 

energy to t ransmit , the nodes in TM may not have enough energy and the energy 

to send the CTS is wasted. This can introduce more delays for a frame and the 

t hroughput is decreased in turn. 

In the ad-hoc network architecture, each node has the same capabilities and 

harvests energy at the same rate (8 µ s per energy frame). Moreover, unlike the cen-
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Figure 6.10: Ad-hoc network architecture: Throughput and discard probability as 
functions of the nodes density. 

tralized case, every node needs to both t ransmit and receive frames simultaneously. 

As a result , the throughput for ad-hoc case is lower than that of the centralized 

architecture as shown in Fig. 6.10a . However , the throughput for 1-way protocol 

is still higher than that of the 0-way and 2-way protocols for the reasons explained 

before. Unlike the centralized network architecture, the discard probability is high 

from the begining as there is energy issue right from the begining in the ad-hoc 

case. As can be seen in Fig. 6.10b , 1-way protocol has zero discard probability. 

The reason for this is that 1-way prevents transmissions when the receiver is not 

ready. The random backoff after receiving the CTS further ensures that nodes do 

not send more frames than the receiver can handle with its available energy. In 

addition, the dicard probability for 2-way protocol is again higher than that of 

0-way case for the reasons mentioned earlier. 

6.7 Conclusion 

In this work, we have presented a link-layer synchronization and MAC protocol 

for ultra-high-speed wireless communication networks in the THz band. The 

protocol relies on a receiver-initiated handshake as well as a sliding window flow 

cont rol mechanism to guarantee synchronization between transmitter and receiver , 

maximize the channel utilization and minimize the packet discard probability. The 

performance of the proposed protocol is analytically investigated , compared to 
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that of a modified CSMA/CA with and without RTS/CTS, and validated though 

extensive simulations with ns-3. The results show that the proposed protocol can 

maximize the successful packet delivery probability and enhance the achievable 

throughput in THz-band communication networks. 
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CHAPTER 7 

TeraSim: An ns-3 Extension to Simulate 

Terahertz-band Communication Networks 

7.1 Motivation and Related Works 

In parallel to the development of experimental testbeds [66 , 121-123], simulation 

tools are needed to expedite the development , validation and refinement of the 

communication and networking solutions. In this direction, a few simulator 

platforms have been developed to date for THz-band communication networks. For 

example in [124], the authors developed Nano-Sim, an ns-3 extension to simulate 

electromagnetic nanoscale communication networks in the THz band. However , 

Nano-Sim implements only the nanoscale scenario of the THz band communication 

and uses a simplified channel model that uses the nano-node transmission range 

as its single paramet er. In addition, it does not capture the energy harvesting 

requirements of nano-devices. In [125] , the authors developed a THz propagation 

model for ns-3 at frequencies up to 2 THz. Although this propagation model 

provides accurate THz path loss for a single frequency, it does not take into account 

the fact that a real signal consists of a band of frequencies. In addition, this is not 
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a complete network simulator in the sense that it does not implement any physical 

(PHY) layer or medium access control (MAC) layer. To the best of our knowledge, 

there is no complete simulation platform for THz communication networks. 

In this work, we present TeraSim [126], the first simulation platform for THz 

communication networks which captures the capabilities of THz devices and the 

peculiarities of the THz channel, and which implements recently proposed MAC 

and PHY layer solutions tailored to both nanoscale and macroscale THz scenarios. 

More specifically, in terms of channel, we have developed a common channel module 

that implements the frequency selective channel model introduced in [6]. At the 

PHY and MAC layers , two parallel set of modules for nanoscale and macroscale 

scenarios have been developed [28 , 127]. In relation to the capabilities of THz 

devices, we have implemented an energy harvesting model and a THz directional 

antenna model. We have thoroughly validated the functionalities of the models by 

comparing the simulation outputs to the analytical and numerical results available 

in the literature. TeraSim is built as an ext ension for ns-3, which is one of the 

most widely used teaching and education network simulation software. Also, ns-3 

has a rich collection of existing source code that can be reused for minimizing 

the efforts in building a new simulator. TeraSim is designed in a way that it can 

be incorporated in ns-3 base without any modification to the existing packages. 

Ultimately, our goal is to provide a starting point for the networking research 

community to both develop new solutions for THz networks and contribute to the 

development of the simulation platform. 

7.2 TeraSim: Structure Overview 

The way in which TeraSim has been structured is motivated by the physics of the 

THz band and the envisioned application scenarios. In part icular , the THz band 

provides wireless communication devices with an unprecedentedly large bandwidth, 
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Figure 7 .1: TeraSim block diagram. 

ranging from several tens of GHz up to a few THz. The main phenomena affecting 

the propagation of THz-band signals are the spreading loss and the absorption 

loss due to water vapor molecules [6]. The molecular absorption peaks widen up 

with the increasing transmission distance and consequently shrink the available 

bandwidth. Considering this phenomenon, THz-band communication can be 

categorized into two scenarios: 

• N anoscale scenario: Over short distances, usually below 1 m, the THz 

band can be considered a single transmission window, almost 10 THz wide. In 

this scenario, impulse-radio type communications based on the transmission 

of femtosecond-long pulses has been proposed [28]. As the path loss is very 

small at this short distance, nodes can rely on omnidirectional antennas to 

communicate. However, due to the very small size of the nano-devices, they 

might need to harvest energy from the environment to operate over extended 

periods of time [116]. 

• Macroscale scenario: For longer distances , molecular absoprtion divides 
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the THz band in multiple transmission windows, tens of GHz wide each. 

In this scenario , the transmission of ultra-broadband pulses is no longer 

the preferred option, but , instead , power should be focused in the different 

windows by utilizing (multi) carrier modulations [80]. A highly directional 

antenna or beamforming antenna array is needed to overcome the severe 

path loss in this scenario. Energy harvesting might not be required. 

Motivat ed by this observation, the structure of TeraSim is divided in the 

following way: 

• TeraSim implements one common channel module for the upper layer proto

cols both for nanoscale and macroscale application scenarios. 

• TeraSim implements different physical layers tailored to nano and macro 

scenarios , namely, pulse-based communications for the nanoscale scenario 

and continuous-wave for the macroscale scenario. 

• At the link layer , TeraSim implements two well-known MAC protocols , 

namely, ALOHA and CSMA, both tailored to leverage the peculiarities of 

the different physical layers. 

• Finally, TeraSim implements some assisting modules that capture the device 

peculiarities, including the directional antenna module and energy harvesting 

module to be used mainly for macroscale and nanoscale scenario respectively. 

However , these modules can be used for either scenario with minor adaptation 

at the MAC layer. 

In Figure 7.1 , we illust rate the structure of TeraSim and its relation with 

the existing ns-3 code base. A THz-band communication network consist s of 

ns-3 Node objects. Each Node can have one or more THzNetDevice objects that 

are derived from ns-3 NetDevice class . Similar to an NIC (Network Interface 

Card) implementing PHY and MAC protocol , THzNetDevice has pointers to 
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THzMAC and THzPhy objects . THzMAC and THzPhy can be subclassed to creat e 

new MAC and PHY layer solut ions. THzPhy uses THzSpe ctrumValueFactory to 

generate pulse for nanoscale scenario and and carrier waveform for macroscale 

scenario . In addition, a Node uses THzNetDevi ce to communicate to another 

Node through THzChannel. THzChannel uses THzSpe ctrumPropagationLoss to 

calculate both spreading loss and absorption loss of different frequency bands. In 

order to accurately reproduce the real life behavior of energy harvesting syst em 

for nanonetwork, a THzEnergyModel is aggregated to each Node. THzNetDevi ce 

controls the THzDire ctiona lAntenna, which can be also configured to work as an 

omnidirectional antenna (e.g., for nanoscale scenarios). In the following discussion, 

we first present the modules that are common to both macroscale and nanoscale 

scenarios. Then we present the modules that are designed specifically for each of 

t he scenarios. 

7.3 TeraSim: Common Modules 

7.3.1 Terahertz Net Device Module 

THzNetDevi ce is derived from the base class NetDevi ce provided by ns-3 to create 

new MAC protocols. It performs as the joint point which connects the THzChannel 

module, THzPhy module, THzMac module and the assistant modules such as the 

THzDire ctionalAntenna and THzEnergyModel together. 

7.3.2 Terahertz Channel Module 

The funct ion of THzChannel module is to provide a general THz band channel 

tha t can be used by any future upper layer protocol design . It considers both 

the omnidirect ional antenna and direct ional antenna cases to provide necessary 

functionality of the nanoscale and macroscale scenario respect ively. One of the 
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novelt ies of our channel module is that it t akes into account waveforms with 

realist ic bandwidth and applies the frequency select ive propagat ion behavior of 

t he THz channel. When the waveform generated by THzSpe ctrumValueFactory 

is passed down to the channel, THzChannel first obtains the antenna gains of the 

transmitter and receiver from the THzDire ctionalAntenna module accounting for 

the direct ions of the beams at that moment. Then it passes the waveform , total 

antenna gain and the mobility model to THzSpe ctrumPropagationLoss which 

applies the frequency and distance dependent spreading and absorption loss to the 

waveform . THzSpe ctrumPropagationLoss then calculat es the received power by 

integrating over the received signal power spectral density (p .s .d .) . THzChannel 

then passes the packet along with the received power to the physical layers of 

all the receivers to simulate the wireless broadcast channel. THzChannel module 

a llows the users to set some attributes of the channel such as noise floor (i.e., 

detect ion threshold) . 

In the macroscale scenario , the sender antenna and receiver antenna perform 

d ifferent ly during communicat ion, specifically transmitter antenna a lways points 

t he beam towards the receiver while the receiver antenna periodically sweeps the 

entire area to avoid the deafness problem. The THzChannel module is designed to 

be able to distinguish the identity of the transceiver (i .e., directional for macroscale 

and omnidirectional for nanoscale) so that it can feedback the correct antenna 

gain to the calculation of the received signal power . 

7.3.3 Terahertz Spectrum Waveform Module 

For the reason that the molecular absorption loss is frequency dependent in the 

THz band , THzSpe ctrumValueFact or y creates a THz spect rum waveform using 

SpectrumMode l class provided by the ns-3 source. The use of SpectrumModel 

enables the absorption loss calculation from one sub-band to another within the 

THz band. 
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THzSpe ctrumValueFactory module let s the user set the number of samples 

as attribute. The ability to sample the frequency band helps to see the tradeoff 

between speed and accuracy of the results . For the macroscale scenario , the 

THzSpe ctrumValueFactory module let s the user select the preferred frequency 

window as well by specifying the central frequency and the 3 dB bandwidth of 

this window. After the frequency sub-bands are designed , the transmitted signal 

power is masked in these bands to generate the transmitted signal p.s.d., which is 

used by the THzChannel , more specifically by the THzSpe ctrumPropagationLoss 

module, to calculate the spreading loss and absorption for each sub-band. 

7.3.4 Terahertz Directional Antenna Module 

We develop the THzDirectionalAntenna module based on CosineAntennaModule , 

which is provided in the ns-3 pla tform. The antenna gain of the cosine model is 

determined as [128] : 

a(¢- </>o)g (¢, 0) = cos - 2- , (7.1) 

where 0 refers to the inclination angle, ¢0 is the azimuthal orientat ion of the 

antenna and the exponent a determines the desired 3 dB beamwidth ¢3dB , which 

can be calculated as: 
3 

a =--------- (7.2) 
20 log10 ( cos <l> 3tB ) · 

In our design , we extend the cosine antenna model with the ability of turning. 

Along with specifying the turing/non-turning property of a directional antenna, 

we can also set other attribute parameters such as the turning speed , initial angle, 

maximum gain and beamwidth. Note that THzDirectionalAntenna can be used 

as omnidirectional antenna by setting t he beamwidth t o 360° and the maximum 

gain to O dB. The design of direct ional antenna parameters will not be introduced 

in this work. In the end, the antenna gain of both transmitter and receiver will be 
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feedbacked to the channel when the THzCha nne l calls as illustrated before. 

7.3.5 Terahertz Spectrum Propagation Loss Module 

The propagation of electromagnetic waves at THz-band frequencies is mainly 

affected by molecular absorption, which results in both molecular absorption loss 

and molecular absorption noise. In particular , based on the THz-band channel 

model introduced in [6], the signal power at a distance d from the transmitter , Pr 

is given by: 

(7.3) 

where St is the single-sided p .s.d . of the transmitted signal, B stands for its 

bandwidth and f refers to frequency. He refers to the THz channel frequency 

response, which is given by: 

H (f d) = (-c ) (- k abs (f) d) (7.4)
c ' 41r fd exp 2 ' 

where c refers to the speed of light and k a bs is the molecular absorption coefficient 

of the medium. This paramet er depends on the molecular composition of the 

t ransmission medium, i.e., the type and concentration of molecules found in the 

channel and is computed as in [6]. Gt and Gr refer to the gain of transmitter 

antenna and receiver antenna respectively. Similarly, the molecular absorption 

noise power Nr at a dist ance d from the transmitter , which can be modeled as 

additive, Gaussian , colored and correlated to the transmitted signal [28], is given 

by: 

(7.5) 

where it is taken into account that the total molecular absorption noise is con

tributed by the background atmospheric noise p.s .d. , SNB and the self-induced 

noise p.s.d. , SN, , and are computed as described in [28]. Hr refers to the receiver 
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frequency response. As of now, we have not implemented the molecular absorption 

noise as it is relat ively low compared to the electronic thermal noise which we 

capture as noise floor. 

In the THzSpe ctrumPropagationLoss module, the medium absorpt ion coeffi

cient k abs is a frequency adaptive value and is calculated from data_AbsCoe . t xt 

fi le which lists molecular absorpt ion coefficient for the THz band based on the 

HITRAN (High resolution TRANsmission molecular absorption database) dat a

base and the channel model in [ 6]. Therefore, the module can direct ly call the 

medium absorption coefficient of the corresponding frequency sub-band . Also 

THzSpe ctrumPropagationLoss obtains the distance between the sender and the 

receiver from the mobility models of the sender and the receiver. In this module, we 

compute the path loss and apply it to t ransmitted signal p.s.d. on each sub-band 

t o obtain received signal p .s.d . Then we integrate the received signal p .s.d over 

the signal bandwidth to obtain the received signal power. 

7.4 TeraSim: Nanoscale Scenario Modules 

7.4.1 THz PHY Nano Module 

The physical layer (THzPhyNano) for the nanoscale transmit by using TSOOK, a 

modula tion scheme based on the t ransmission of one-hundred-femtosecond-long 

pulses by following an on-off keying modulation spread in time [28]. In masking 

the power , THzSpe ctrumValueFact or y uses the first derivat ive of the Gaussian 

pulse modeled in [28] as : 

ao -(t-µ) 2 
2p(t) = --e 2 ~ , (7.6)

y"hrc, 

where a0 is a normalizing constant to adjust the pulse total energy, c, is the 

st andard deviat ion of the Gaussian pulse in seconds, and µ is the location in 
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time for the center of the pulse in seconds. The p.s.d. of the time derivate of a 

femtosecond-long pulse is also Gaussian-shaped, but the frequency position of its 

main components increases with the derivative order n: 

(7.7) 

The p.s .d. of such pulses is mainly contained between 0.1 and 4 THz. The 

technological limitat ion forces the consecut ive pulses to be far away from each 

other (100-1000 times). THzPhyNano allows the users to easily adjust pulse duration 

TP and symbol duration T8 before the simulation starts i. e., at the configuration 

time. The use of these short time spread pulses provides several advantages . 

For example, the collision probability among simultaneous users of the channel 

becomes very small. In addition, a node can interleave multiple transmissions and 

receptions at the same time. THzPhyNano generates the femtosecond-long-pulse 

using THzSpectrumValueFactory module at the beginning of a simulation. When 

THzPhyNano receives the packet from MAC layer, it maps the pulses of the ongoing 

transmissions and receptions into one symbol time. Then it starts transmission 

of the first pulse from the next empty pulse position. Figure 7.2 depicts how the 

interleaving is done for a new transmission. 

New transmission can start here 

txl rxl tx2 txl rxl tx3 tx2 

Now 

..._____________,11_-----

T, Tp: Pulse duration ' 
T,: Symbol duration 
D;,,1: interleaving delay 

Figure 7.2: Pulse interleaving illustration. 

At the same time it creates the data structure for the packet including the trans-
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mission start time, transmission duration, and others using THzSpectrumSignalParameters 

which is a subclass of ns-3 SpectrumSignalParameters. These information are 

stored both a t the sender and the receiver sides to det ect collision, interleave 

transmissions, etc. The data structure is then passed to the channel along with 

the pulse p.s.d. to apply the channel affects. While receiving a data structure 

from the channel, the THzPhyNano checks if the packet collided with the existing 

transmissions or receptions. A collision happens when two pulses of different 

receptions overlap in time. If the pulse in reception overlaps with the pulse of an 

ongoing transmission, the reception is dropped . If there is an overlap with another 

reception, the Signal to Interference plus Noise Ratio (SINR) is calculated. The 

packet is then delivered to upper layer if SINR is greater than another threshold 

which depends on the user requirement. The data structure is deleted at the 

sender side after t ransmission duration and at the receiver side after the packet 

processing is over. 

7.4.2 THz MAC Nano Module 

Since the t ransmissions are interleaved , there is not much contention for the channel 

in nanoscale scenario. Hence the channel does not need be reserved using Network 

Allocation Vector (NAV). When a packet is enqueued in the THzMacNano , it checks 

if it has enough energy. If it does have sufficient energy to complete a transmission, 

it passes the packet over to PHY layer for 0-way (ALOHA) handshake protocol. 

A node receive the packet if it has enough energy. The desired receiver then sends 

and acknowledgement (ACK) packet to the sender. If the desired receiver does 

not have sufficient energy and does not reply with an ACK, the sender considers 

it as a failure and ret ransmits the packet if the number of retransmissions has 

not reached the threshold yet. When the maximum number of ret ransmissions 

is reached , the packet is dropped. For 2-way (CSMA) handshake protocol, the 

communication starts by sending a request to transmit (RTS) packet . The desired 
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receiver replies back with an clear to send (CTS) packet if it has enough energy to 

complete the reception. An RTS transmission failure counts towards the number 

of retransmissions as well. The transmission can fail either due to packet error or 

lack of energy at the receiver. 

7.4.3 THz Energy Model 

THzEnergyModel is inst alled in the Node by object aggregation provided in the 

classes derived from ns-3 Obj ect . For the energy harvesting model, we implement 

an energy harvestor that harvests energy at a constant rate and provides interfaces 

to consume certain amount of energy. Among other attributes, user can set the 

initial energy in the battery, amount of energy harvested each time and the energy 

harvesting interval. For quantifying the energy consumed in t ransmission and 

reception of a packet , we use the analysis provided in [116]. If we denote the 

energy consumed in transmitting an L bits packet as E fc and energy consumed in 

receiving the same packet as Ef:x, we obtain the following expressions: 

EL = LWEpulse E L = L Epulse (7.8) tx tx , rx rx , 

where E f;, lse and E f'/:; lse are the energy consumed in transmission and reception 

of a pulse respectively and W refers to the coding weight , i.e., the probability of 

transmitting a pulse instead of being silent . Whenever MAC layer sends or receives 

a packet , an appropria te amount of energy is consumed through the interfaces 

provided by the THzEnergyMode l. The energy unit is defined to be the amount 

required to receive one control packet. 
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7.5 TeraSim: Macroscale Scenario Modules 

7.5.1 Terahertz PHY Macro Module 

In the macroscale scenario , where we do not have energy limitation, nodes can 

use traditional carrier waveform based signals to send information. We consider 

tha t nodes t ransmit a conventional carrier modula ted signal over a 100 GHz

wide t ransmission window at the central frequency of 1.05 THz. This is done to 

overcome the very high molecular absorption loss over long dist ances [ 6]. The 

modulated signal p .s .d is constructed at the beginning of the simulation with the 

THzSpectrumVa lueFactory module. 

Here, we mainly consider the time duration of a packet being propagated in 

the THz channel and check if the receiver is able to receive the signal with enough 

power strength by comparing with the SINR threshold. 

7.5.2 Terahertz MAC Macro Module 

For the macroscale scenario , the nodes a re capable to switch between transmis

sion mode and receiving mode. THzMacMacro module controls these operation 

modes by setting the corresponding attribute defined in THzDirect i ona l Antenna 

module. When a node is in transmission mode, it points the beam towards the 

intended receiver. On the other hand, a node in receiving mode keeps turning the 

beam to sweep the entire area to meet the potential t ransmitters. We apply the 

NAV mechanism in THzMacMacro module. For both 0-way handshake and 2-way 

handshake cases, in which the communication starts with a data or a RTS packets 

respectively, t he header of each packet has a duration field that declares the needed 

t ransmission duration of this packet . Nodes listen to the wireless medium and set 

their NAV based on the duration field information they read from the header of any 

received packet, and defer accessing channel for that duration. The carrier-sense 
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indicat ion will be marked as "idle" if the NAV counts down to zero or if there is 

no one occupying the medium at all . The transmission st arts when nodes sense 

the "idle" channel. 

7.6 TeraSim: Packet Flow 

Having described how each module is designed and implemented, we illust rate next 

the flow of a packet through the protocol stack to provide the reader a holistic view 

of the simulator. In Figure 7.3, we illustrate a diagram of the packet flow through 

the protocol stack of our simulator. As can be seen from the figure, A node in 

our simulator has all layers of a classical wireless network protocol st ack. For 

the transport and network layers , we use the ns-3 provided TCP and IP protocol 

respectively, which ensures that any future protocols for these layers can be added 

easily to our simulator. 

For packet generation, we build our application modules tha t generate packets 

using the Poisson distribution. The packet length and the mean inter-a rrival 

time of packets can be adjusted by the user at configuration time. This packet is 

then passed to the t ransport layer using standard UDP socket provided by ns-3. 

After all the processings in the transport layer and network layer are finished , 

the packet is passed to the THzNetDevi ce which calls the Enqueue() method of 

the corresponding MAC protocol. Enqueue () method creates a data structure of 

the packet informa tion that includes the packet , enqueue time, the destina tion, 

sequence number among others and adds it to the list of data structures of ongoing 

transmissions. This information is used to calcula te the throughput of a packet 

when an acknowledgement is received. Depending on the application scenario , 

the THzMac may pass the packet to THzPhy if it has enough energy (by calling 

CheckRes ources () method in nanoscale scenario) or if the channel is available (in 

macroscale scenario where carrier based communication is available). If there is 
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THzNetDevice 
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m_phy->SendPacket() ReceiveFrame () 

THzPhy 

rn_channel->Send() m_phyList[i] 
- >StartReceivePacket() 
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Figure 7.3: Packet flow through TeraSim protocol stack. 

enough resource available ( energy for nanoscale and channel for macroscale) in the 

respective scenario, MAC layer may behave in two different ways depending on 

the protocols implemented. For the 0-way handshake protocol, MAC layer directly 

passes the data packet to the PHY layer, while for the 2-way handshake protocol, 

the MAC layer first checks the availability of the receiver by an RTS/CTS hand

shake. In the nanoscale scenario, the receiver is available if it has sufficient energy 

to receive the packet whereas in macroscale scenario, if the receiver directional 

beam is facing the transmitter. The packets are passed to the PHY layer by calling 

SendPacket() method of THzPhy. 

THzPhy creates its own data structure for the packet and adds it to the list 

of ongoing transmissions. If a new transmission or reception comes while a 

transmission is going on, THzPhy will use the information to interleave in nanoscale 

scenario and check for collision in both of the scenarios. Then the packet is passed 

to the THzChannel by calling the SendPacket () method of the channel through 
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the handle (pointer to THzChannel) . 

The channel then calculates the received power for every other node connected 

to it and schedules ReceivePacket () of the THzChannel after the correspond

ing propagation time. The RecivePacket () method of the channel invokes the 

RecivePacket () method of the THzPhy using the pointer to it. After the packet 

transmission time, the RecivePacket () method of the THzChannel schedules the 

ReceivePacketDone () method, which in turn invokes the ReceivePacketDone () 

method of the corresponding PHY layer. The ReceivePacket () method of the 

THzPhy checks for the collision and calcula tes the SINR every time there is a 

new interfering signal. Then it marks the packet as collided if the SINR value 

is less than the threshold , otherwise it marks the packet as not collided. The 

ReceivePacketDone () of the PHY then checks the completely received packet 

to see if it was collided i.e., the SINR was less than the threshold at some point 

during reception. If it did collide, the packet is dropped . Otherwise, the packet is 

passed to the MAC layer. The MAC layer first checks if it is the intended receiver 

of the packet by looking into the destination address. If it is the intended receiver 

and the packet is received correctly, The MAC layer schedules an ACK packet for 

the corresponding source node and passes the packet to the upper layer . 

7.7 TeraSim: Model Testing and Validation 

In this section, we validate our TeraSim by comparing the values of different 

paramet ers generated by TeraSim simulation with that produced by analytical 

models. Specifically, we have compared important parameters like path loss, 

channel behavior , received power , directional antenna gain and MAC protocol 

performance among others. 
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Figure 7.4: Path loss as a function of frequency and distance. 

7.7.1 Path Loss 

Path loss is the most important part of the THz channel as it has molecular 

absorption loss in addition to the regular spreading loss . We created a separate 

script to produce the path loss plot from TeraSim channel module. The path 

loss generated by TeraSim is shown as a funct ion of frequency and distance in 

Figure 7.4. As can be seen from the figure, the path loss generated over the THz 

band by our channel indeed matches the THz channel model developed in [ 6]. 

Indeed, the molecular absorption loss is significant beyond one meter and defines 

multiple windows several gigahertz wide . 

7.7.2 Signaling, Antenna Gain and Received power 

For the PHY layer, we have different physical layers for macroscale and nanoscale 

scenario. In Figure 7.5a, we show the power spectral density of the first derivative 

of the Gaussian pulse generated by our THzSpe ctrumValueFact or y module using 

a transmission power of 10 µW. In F igure 7.5b, we show the p .s .d . of the 

corresponding received signal at a distance of 10 cm. As can be seen from 

these figures, the p.s.d. of the Gaussian pulse spans the frequency band between 

0.1 and 4 THz. These figures also show that the TeraSim accurately implements 
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Figure 7.5: Power spectral density of nanoscale and macroscale signal generated 
by TeraSim. 

the THz channel. 

The p.s.d . of transmitted signal for macroscale scenario is shown in Figure 7.5c. 

A 100 GHz bandwidth window with the central frequency of 1.05 THz was chosen to 

mask the transmitted signal. We made this choice since this is the first absorption 

defined t ransmission window above 1 THz. The corresponding received signal 

p.s.d. at a distance of 10 m with an antenna gain of 17.27 dB is depicted in 

Figure 7.5d. In this case, we do not see the effects of absorption peaks as the 

bandwidth was selected as 3 dB window. In Figure 7.6 , the radiation pattern of 

TeraSim directional antenna module is shown as a function of azimuth angle. The 

figure proves that our directional antenna can indeed provide high directivity. In 

our design , the maximum antenna gain is 17.3 dB per transceiver antenna with 
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antenna 3 dB beamwidth of 27.7°. 
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Figure 7.6: direct ional antenna pattern. 

The received signal strength for the specific signaling used is also compared 

to that produced by MATLAB simulation to validate the TeraSim simulator. In 

Table 7.1 , the received signal strength for macroscale scenario is shown for a 

transmission power of -20 dBm and with the t est condition that transmitter 

and receiver antennas are facing each other. As can be seen from the t able, the 

TeraSim results are very close to the MATLAB simulation results . The little 

difference is caused by the dynamic 3 dB bandwidth used in MATLAB, while a 

fixed bandwidth has been used in the ns-3 module. 

Table 7 .1: Macroscale scenario 

Distance[m] 1 5 10 15 20 

MATLAB Pr x [dB) 
PRx [dB) 

-50 
-108.65 

-50 
-1 23.31 

-50 
-130.04 

-50 
-134.25 

-50 
-137.39 

ns-3 Pr x [dB) 
PRx [dB) 

-50 
-108.47 

-50 
-1 22.43 

-50 
-1 28 .46 

-50 
-131.98 

-50 
-134.48 

The received signal strength for nanoscale scenario is shown in Table 7.2 for 

a transmission power of -20 dBm. The TeraSim result s are very close to the 
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MATLAB simulation results as can be seen from the t able. An important point 

Table 7.2: Nanoscale scenario 

Distance[m] 0.0001 0.001 0.01 0.1 1 
Pr x [dB ) -50 -50 -50 -50 -50 

MATLAB 
PRx [dB ) -66.01 -86.49 -106. 5 -126.80 -148 .1 
Pr x [dB ) -50 -50 -50 -50 -50 

ns-3 
PRx [dB ) -63 .74 -83.77 -103.40 -124.90 -146.63 

t o note here is that the received signal power shown here do not incorporate any 

interference from the neighboring nodes. 

7.7.3 MAC protocol 

(a) Packet discard proba bility. (b) Throughput 
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Figure 7.7: Performance of MAC protocols in nanoscale adhoc scenario. 
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Figure 7.8: Performance of MAC protocols in macroscale centralized scenario. 

As an example use case, we have implemented slight ly modified versions of two 

popular MAC protocols namely, 0-way and 2-way handshake. We place the nodes 

uniformly in a circular disc of radius 10 m and 0.01 m for macroscale and nanoscale 

scenario respectively. To illustrate the performance of the MAC protocols, we 
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show the impact of the node density on the throughput and the packet discarding 

rate with fixed packet generation rate . The packet generation follows the Possion 

distribution with rate in unit of packets/second. 

For the nanoscale scenario , nano-nodes communicat e by utilizing TS-OOK 

with pulse length Tp = 100 fs, and spreading factor T 8 / Tp = 100. The t ransmission 

power is set as described in Section 7.7.2. The attributes of the energy harvesting 

module are setup as follows . We define the energy harvesting interval 1/ Aharv = 

8 µ s per energy unit and energy required to t ransmit a pulse and receive a pulse 

as 0.125 units (equivalent to 1 attoJoule) and 0.0125 units, respectively. The 

coding weight is chosen to be 0.5 for a data packet size of 128 bytes and a control 

packet size of 17 bytes. The mean packet generation interval is 550 µ s between two 

successive packet s. A maximum ret ransmission of 5 times is allowed before the 

packet is dropped. In the 2-way case, an RTS t ransmission failure counts towards 

the number of ret ransmissions as well. The throughput performance of the two 

protocols is shown in Figure 7.7b and the discarding rate is shown in Figure 7.7a . 

As can be seen from the figures , the 0-way handshake protocol has lower discard 

probability than the 2-way case. The reason for this is that 2-way protocol counts 

the RTS failure towards the maximum number of retransmissions before dropping 

a packet. For the 0-way protocol , the ret ransmission happens due only to failed 

dat a packet transmission. As a result for every t ransmission wast ed , the time 

duration before the next retransmission is very long for 0-way than that of the 

2-way protocol. Therefore, the throughput is less for the 0-way than the 2-way 

protocol. In addit ion , the throughput decreases and the discarding rate increases 

with t he increasing node density for both of the protocols . The reason for this 

behavior is that with increased node density, a node needs to receive packets from 

more transmitters with the same energy harvesting rate. 

For the macroscale scenario , the attributes of THz directional antenna need to 

be set up. The directional antenna gain and the beamwidth are set as described in 

156 



Chapter 7. THz Network Simulator 7.8. Conclusions 

Section 7.7.2 and the antenna turning speed at the receiver node is set as 91032 .04 

rounds per second [127] . The nodes generate packets of length 15000 bytes with the 

mean value of inter-packet interval as 22 µs. As shown in Figure 7.8a, the packet 

discard probabilities of both 0-way and 2-way cases are extremely high . The main 

reason for this is that many retransmission attempts are wasted when the receiver 

is not facing the transmitter. As the cost of very high discard probability, the 

achieved throughput is also affected. In Figure 7.8b , the throughput is illustrated 

as a function of node density. With increasing node density, more collisions occur 

and thus leads to decreasing throughput. Also, the 2-way case performs better 

than the 0-way case for the reason that it 's much faster to process ret ransmissions 

of RTS other than DATA, meaning it 's easier for the 2-way case to dump redundant 

packets from the buffer when the receiver is not ready and thus reduce queueing 

delay for all the packets waiting in queue. The performances of the MAC protocols 

described above matche with the analytical results presented in [127]. 

7 .8 Conclusions 

In this work, we have presented TeraSim, the first comprehensive THz band 

communication network simulator that captures the peculiarities of the frequency 

selective THz band channel and the capabilities of the THz devices and imple

ments recently proposed communication and networking solutions. The simulator 

implements the detailed frequency dependent behavior of the THz band channel 

account ing for the molecular absorpt ion loss and the spreading loss . In addit ion , 

TeraSim incorporates separate physical layers t ailored to the two application sce

narios, namely, nanoscale and macroscale scenarios. Finally, to show the use cases, 

TeraSim implements two popular MAC protocols that have been adapted to both 

of the aforement ioned scenarios. Along with t he details of ns-3 implementations, 

we have validated the functionalities of TeraSim by comparing the results from 

157 

https://91032.04


Chapter 7. THz Network Simulator 7.8. Conclusions 

TeraSim with that generated from MATLAB simulation of analytical results . By 

contributing TeraSim to an open repository, we encourage the community to test 

and validate THz networking solutions with high modeling accuracy, without 

having to being heavily familiar with the channel physics and the physical layer. 

158 



CHAPTER 8 

Concluding Remarks and Future Work 

With large available bandwidth, THz band communication will enable diverse 

applications in many branches of our society. These applications ranges from t ruly 

immersive wireless virtual reality experience, to uncompressed ultra high definition 

video streaming, very fast multimedia kiosks, holographic video conferencing , 

wireless backhauls in cellular networks, to long awaited health monitoring, massive 

mult icore processing, among others. 

In t his thesis, we aimed at enabling t he establishment of THz band communi

cation by developing solut ions at the channel modeling, physical and link layers. 

The cont ribut ions of t he individual chapter are summarized as follows: 

• In chapter 2, we proposed , analyzed and validated an stochastic mult ipath 

channel model for bounded area scenario. We analytically modeled the 

number of mult ipaths, t he blocking probability and mult ipath power delay 

profile. We have t aken into account the density of obstacles , the variable 

geormetry of the rectangle, and the blockage by obstacles. We have validated 

the analytical model using monte carlo simulation with MATLAB 

159 



Chapter 8. Concluding Remarks and Future Work 

• In chapter 3, we have developed an stochastic multi-user interference model 

for the pulse-based THz communication for short distance applications. We 

have taken into account that interference is caused by addition of signal 

amplitudes, not tby the addition of signal powers. In addition, we have taken 

into account the specific shape the signal to account for the constructive and 

destructive interference. We have validate the interference model with the 

experimental data obtained from THz time domain spectroscopy (THz-TDS). 

• In chapter 4 , we have shown that while very directional antenna based 

communication will add security, an agile eavesdropper can still intercept 

the signal. We have shown this security threat with experimental and 

numerical results and provided some counter measures to detect some of the 

eavesdropping attacks. 

• In chapter 5, we have developed a hierarchical bandwidth modulation to 

exploit the distance dependent bandwidth of the THz channel. While, the 

modulation is partially related to the classical hierarchical modulation, sym

bol duration is adjusted according to the available bandwidth at a distance. 

We have analytically investigated the performance of the modulation scheme 

and shown that it can maximize the utilization of the dist ance dependent 

bandwidth. 

• In chapter 6, we have developed a link layer synchronization and medium 

access control protocol to address the unique challenges posed by the charac

t eristics of the THz channel and devices. We have observed that the users 

do not need to contend for the channel due to large available bandwidth, 

however , the main challenge is the synchronization between the t ransmitter 

and the receiver. We analyzed the performance of the proposed protocol in 

terms of delay, throughput and packet discarding probability. Our result 

shows t hat the proposed protocol performs better than the classical Aloha 
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nad two-way handshake based protocols . 

• Finally, in chapter 7, we have developed the first open-source THz communi

cation network simulator (TeraSim) in ns-3. We have implemented the THz 

channel, PHY layer and novel MAC protocol proposed in chapter 6. TeraSim 

can be incorporated in ns-3 base without any modification to the existing 

packages . We have already made TeraSim publicly available to facilitat e 

research work in this field. 

In our future works, we aim to extend mult ipath channel model to 3D scenario 

and with directional antenna . Regarding the interference modeling, the first 

derivative of the Gaussian pulse was approximated using a single cycle of the 

sinusoid. We would like to see if the single cycle model could be ext ended to 

incorporate the conventional PSK symbols that have multiple cycles. We have 

started collaborating with the Networking Group at Rice University to utilize our 

hierarchical bandwidth modulation to enable simultaneous multi-user transmission 

in the downlink. In addition, we plan to optimize the constellation and the 

number of simultaneous users served . Recently, we have started to investigate the 

possibility of using spectrum over 95GHz for terrestrial communication domain 

without harming the environmental satellites . In t his direction, we have already 

done communications system link budgets including atmospheric & environmental 

effects. 

Towards enabling the real THz communication system, we plan to do channel 

measurements and characterization with the TeraNova testbed and make the data 

available for public access. Finally, we aim to validate our analytical results wit h 

experimental data obtained from the testbed. 
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