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Abstract  

Phishing has become a preferred method among cyber criminals looking to gain access to 

confidential information. Although most businesses and governmental organizations 

provide employees with some sort of cyber security training, there is a lack of research 

examining whether such training methods work to actually reduce susceptibility to 

phishing—resulting in a sense of uncertainty surrounding a large portion of annual 

training dollars spent. Furthermore, while evidence suggests that the behavioral elements 

of the Susceptibility, Cognition, Automaticity Model (SCAM) provide the framework to 

predict susceptibility to phishing attacks, the current training methods being used in the 

workplace neglect to incorporate such information. The present study provides a 

thorough examination of the training methods that are currently used in organizational 

and governmental entities and empirically tests their ability to prepare employees for 

phishing attacks using a national, US-based wealth management firm. Results indicate 

that traditional cyber security training methods do not influence employee victimization 

to phishing attacks, nor do they actuate the SCAM. The author suggests and provides 

rationale for using the SCAM to develop a new, behavioral-based training program to 

better prepare employees for phishing attacks. 
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Chapter 1: Introduction 

 Phishing remains one of the top concerns for businesses, governmental 

institutions and just about every person with a computer or smartphone. Top law 

enforcement officials continue to tout the vital importance of seemingly simple email 

security while the world commits a great deal of resources each year to understanding 

and attempting to prevent phishing attacks (Roberts, 2016). But to what end? Businesses 

and governmental organizations continuously point the finger to training and education as 

the answer to dealing with phishing while the number of reported unique phishing attacks 

throughout the world continues to increase by as much as 65% each year (Aaron & 

Manning, 2017). The academic community is also no stranger to the perils of phishing, 

both as victim and contributor to the effort against the epidemic; for years scholars have 

sought to better understand how users can better protect themselves.  

This dissertation begins with a historical journey through the evolution of 

phishing followed by a comprehensive review of the scholarly literature that seeks to 

understand phishing from the perspective of behavioral science. Laying a foundation for 

the significance of an accurate understanding of the phishing phenomenon, the reader is 

introduced to the various ways in which organizations attempt to address the phishing 

epidemic through training and education. At this point it becomes clear that the current 

state of phishing training fails to adequately address the underlying reasons users may be 

susceptible to phishing attacks and has subsequently failed to produce a user population 

that is more resilient to phishing attacks. The next section provides the reader with a 

thorough understanding of the contemporary approaches in the literature to addressing 

the lack of adequate phishing training—finally culminating with the user-centered SCAM 
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model that has been used to predict user susceptibility. The remainder of this dissertation 

is dedicated to an empirical study where employees of a national organization are used to 

determine if training techniques do, in fact, produce effects on susceptibility to 

phishing—focusing specifically on whether training actuates elements of the SCAM 

model. Methodology and findings are discussed followed by a proposed direction for 

future work in this important area of scholarship. 

Chapter 2: Understanding the Phishing Epidemic 

A History of Phishing 

Phishing has become a ubiquitous term that is easily recognized by netizens as a 

way in which attackers prey on Internet users to steal personal information, money and 

other sensitive data for personal gain. Phishing attacks exist as a contemporary 

consequence of the digital age, with their origins beginning in the 1990s with the 

widespread adoption of America Online (AOL) as the most dominant service providing a 

dial-up connection to the Internet for millions of Americans. As the leading Internet 

platform for so many users, AOL provided a natural gateway for attackers to prey on 

largely unsuspecting victims. In fact, the term phishing is derived from an analogy used 

by attackers where AOL email accounts were used as fishing hooks to “catch” sensitive 

information from victims (San Martino & Perramon, 2010). The word was modified, 

replacing f with ph as a way of connecting the action to “phreaks”, the term used to refer 

to a large group of hackers at the time, who explored and exploited telecommunication 

systems. These early phishing attacks operated similarly to present attacks—using social 

engineering techniques phishers utilized the AOL email and instant messenger systems to 
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pose as AOL employees seeking verification of passwords and billing information. This 

information was then used by the attackers to assume ownership of the victim’s AOL 

account, steal sensitive data and prey on other unsuspecting victims ("History of 

Phishing," 2015).  

In the early 2000s phishing evolved with attackers turning their attention to online 

payment systems as a more efficient way of stealing money from users. In late 2003 

phishers registered dozens of domain names that suggested legitimate, well-known 

websites such as EBay and PayPal. For example, phishers would register the domain 

name www.paypal.com.wws.us to fool users into thinking they were accessing the 

legitimate PayPal website (Wu, Miller, & Garfinkel, 2006). Phishers would send emails 

to potential victims notifying them of an immediate need to log in to their account (to 

update billing information, verify email address, etc.). The link provided within the 

phishing email would appear to lead users to the legitimate webpage, but was actually the 

spoofed website developed by the phisher to capture the victim’s information ("History 

of Phishing," 2015).  

Since their emergence in the 1990s, phishers have used pop-up ads, banking 

websites, man-in-the-middle attacks and even phone attacks to target potential victims, 

however the most common contemporary form of phishing continues to be email-based 

("Phishing," 2013). In fact, one of the leading trends in phishing that has surfaced in the 

Anti-Phishing Working Group’s (APWG) most recent Phishing Activity Trends Report is 

the business email compromise (BEC) attack (Aaron & Manning, 2015). BEC attacks 

occur on the organizational level and utilize phishing techniques to pose as clients to 

vulnerable employees. BEC attacks commonly involve convincing employees to transfer 
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client assets to fraudulent bank accounts belonging to the phisher. They can also result in 

the theft of personal information and other information stored on employees’ computers 

that could allow the phisher access to a plethora of sensitive data about the user, the 

organization and its customers. The FBI has recognized BEC attacks as one of the most 

prominent threats to businesses, citing them as being responsible for the victimization of 

over 7,000 US companies with total dollar losses exceeding $740 million (FBI, 2015). 

Furthermore, phishers employing BEC attacks don’t discriminate—the APWG report 

cites both large companies as well as companies with as little as eight employees falling 

victim to BEC attacks; APWG Senior Research Fellow Greg Aaron noted, “all businesses 

should assume that they have been reached by a criminal” (Aaron & Manning, 2015). 

Over half of all Internet users now receive at least one phishing email per day 

(Phishing.org, 2016), making email-based phishing attacks the mainstream risk 

associated with one of the most common forms of modern communication.  

Scholarly Approaches to Phishing 

Scholars in various fields have naturally become fascinated with the phishing 

epidemic as a phenomenon of the digital age and as an issue with immense 

socioeconomic implications for individuals, organizations and governments alike. There 

are two distinct ways in which existing research has studied phishing—from a 

technological approach and from a behavioral perspective (Vishwanath, Herath, Chen, 

Wang, & Rao, 2011). To better understand the two, one must first unpack the underlying 

concept of information assurance (IA), or the security of information systems (Stahl, 

2004). There is an important distinction between the IA of defending systems and that of 

penetrating them, often referred to as defensive and offensive operations. The researcher 
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who examines phishing defensively focuses on creating a defensive perimeter, or security 

perimeter, around a system or network. Much like installing a security alarm system in a 

vehicle, the defensive objective is not to make the system completely impenetrable 

(which is largely impossible), but rather to make the effort required for an attack far 

greater than the rewards gained. Thus, in this case the term information assurance refers 

to the level of protection that exists within a system—conceptually, the trust one has in 

the defensive parameters placed around a system (Vaughn, 2003). Consequently, the 

literature using this defensive approach focuses on developing and testing technical tools 

such as, firewalls, anti-virus software and data encryption (Friedman & Hoffman, 2008; 

Hutchings & Hayes, 2008; Thiyagarajan, Venkatesan, & Aghila, 2010). While this 

technical approach provides some protection against phishing, the ever-increasing 

sophistication and dynamic nature of the attacks themselves make it difficult to keep up 

with the latest phishing trends. In fact, attackers frequently mirror the latest detection 

algorithms to circumvent such technical measures, providing further evidence of the often 

short-lived nature of this defensive approach to IA (Neupane, Rahman, Saxena, & 

Hirshfield, 2015). What’s more, the presence of phishing detection software may lead 

users to a false sense of security, where they might treat all messages in their inbox as 

undetected and therefore genuine (Jones, Towse, & Race, 2015). Such findings have lead 

security researchers and practitioners alike to a similar conclusion: there is simply no 

guarantee of impenetrability, and much of our reliance is on the individual skill sets of 

the operators within the system (Vaughn, 2003). 

The flip side of IA, the offensive side, recognizes that the users of a system are 

crucial to that system’s vulnerability. Effective human performance is critical to a strong 
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cyber security infrastructure where there is a significant relationship between people, 

technology and processes (Boyce et al., 2011). Rather than approaching IA defensively 

from the outside in, scholars taking this offensive approach look within the system, 

focusing on insiders, or those who operate within the system. Cyber security scholars 

have identified two types of insiders: (1) intentional insiders, who deliberately misuse or 

steal company information for malicious purposes and (2) unintentional insiders who 

inadvertently fail to comply with IS policies (Magklaras & Furnell, 2001). Intentional 

insiders act maliciously for a variety of reasons, such as an (ex)employee seeking 

revenge, obtaining sensitive data for profit and/or stealing information for a future 

employer (Friedman & Hoffman, 2008). While the existence of intentional insiders poses 

a threat to IA, such disgruntled employees tend to be easier to identify than unintentional 

insiders who have no similar vengeful profile and who likely do not recognize themselves 

as a threat (Nurse et al., 2014; Sarkar, 2010). An unintentional insider threat (UIT) 

involves a user in the organization’s system who, through action or inaction, 

unknowingly increases the probability of harm or causes direct harm to the organization’s 

resources, finances and/or information security (Greitzer et al., 2014). Phishing 

victimization, including BEC attacks, is one of the most common examples of a UIT, 

where a user naively releases private information to a phisher, causing serious financial 

and reputational harm to an organization.  

While implementing technical defensive measures to thwart phishing is not 

without its benefits, the significance of UIT to an organization has pushed scholars and 

practitioners alike to examine the phishing epidemic through the lens of its users. The US 

government began to publicly recognize the relationship between users of a system and 
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that system’s safety and vulnerability levels in 2004 when the Senate proposed multiple 

bills advocating for the development of governmental agencies dedicated to 

understanding the behavioral factors that effect cyber security. Since this time the US 

Senate, Congress and Department of Homeland Security have continuously recognized 

the significance in understanding this human factor, including the importance of 

understanding human-computer interactions and user motivations, citing that human 

factors and UIT remain the greatest risk to effective cyber security program operation 

(Boyce et al., 2011). 

Chapter 3: Phishing Training in the Organization 

Roots of Phishing Training 

This behavioral approach to thwarting deception is not unique to the cyber and 

information security fields. For decades deception scholars have worked to understand 

how individuals make veracity judgments, with research pointing to the overall 

conclusion that humans are poor detectors of deception. In fact, a meta-analysis of 292 

studies found that individuals in face-to-face and video-recorded situations achieve 

accurate lie-truth judgments only slightly above 50% of the time, making accuracy in 

detecting deception only slightly greater than chance (Bond & DePaulo, 2006). 

Consequently, many deception scholars have been committed to understanding and 

demonstrating how training individuals might lead to higher percentages of accurate 

deception detection. The findings of such work could provide valuable implications for 

researchers and organizations interested in how similar deception detection training could 

affect users’ abilities to detect phishing emails. 
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Some interpersonal deception scholars have found evidence suggesting that 

training individuals on verbal and non-verbal cues can enhance deception detection 

accuracy (DeTurck & Miller, 1990; Ekman & Friesen, 1969; Fiedler & Walka, 1993; 

Hocking & Leathers, 1980; Zuckerman, Koestner, & Alton, 1984), while others have 

found similar outcomes for training individuals in self-efficacy (Marett, Biros, & Knode, 

2004). Evidence of the contrary has also been published however, with scholars finding 

that in some cases naïve observers actually outperformed their trained counterparts in 

accurately detecting deception, even though the trained observers had more confidence in 

their judgments and found the task easier than the untrained observers (Kassin & Fong, 

1999). A 2003 meta-analysis of the scholarly work in detection training reported two 

major findings: (1) that there is a small, yet reliable increase in detection accuracy when 

subjects are trained (particularly in recognizing the diagnostic clues commonly associated 

with lying behavior) and that (2) the majority of existing studies that examine training in 

this capacity did not include adequate research designs or stimulus materials to accurately 

reflect training effects (Frank & Feeley, 2003). Subsequent work has paralleled such 

concerns, identifying that the estimated effectiveness of deception detection training 

varies with the outcome measures used; empirical findings of training effectiveness can 

differ based on the measures used and, although conceptually related, the deception 

training literature has failed to empirically connect such measures to one another (Arthur 

Jr, Bennett Jr, Edens, & Bell, 2003; Tziner, Fisher, Senior, & Weisberg, 2007). While 

such research is in face-to-face interpersonal deception detection, the computer mediated 

deception literature has not strayed far from how it attempts to understand user 

susceptibility to phishing attacks. 
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Despite the inability of the interpersonal deception literature to produce consistent 

findings regarding the effectiveness of various forms of training on enhanced deception 

detection performance, researchers and practitioners in the cyber security sphere continue 

to attempt to address phishing and UIT by employing comparable anti-phishing training 

methods—such as identifying common cues to deceptive online behavior—that produce 

paralleled inconsistent results. 

A Case for Examining Phishing Training 

It is clear that government and businesses alike understand the critical role their 

employees play in IA. In fact, a study conducted by the New York State Department of 

Financial Services (NYSDFS) recognized that a comprehensive information security 

framework within the financial industry must include the use of “security awareness 

education and training for employees”, citing that almost all of the 150 financial 

institutions surveyed (98%) already reported utilizing such employee-centered training 

(Albanese, 2015). Thus far, one can garner an extremely significant caveat surrounding 

the human factor in the information security of organizations: much like attempts to 

enhance interpersonal deception detection, training is widely utilized as a means to 

address user susceptibility and UIT, yet the rate at which employees are victimized by 

phishing attacks has failed to significantly decrease (Aaron & Manning, 2015, 2017, 

2018). There is a clear disconnect between the phishing education and training that 

organizations are providing to employees and its effective pragmatic transfer to employee 

susceptibility to phishing attacks. The remainder of this chapter seeks to better 

understand where this disconnect lies by identifying current practices in phishing 

education and training in the organizational sphere and comparing these practices to 
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extant findings in the phishing literature with the aim of identifying where this disconnect 

may lie.  

The Current State of Phishing Training 

There are three ways in which organizations have historically addressed UIT: by 

(1) silently eliminating the threat, by (2) employing embedded training techniques and by 

utilizing (3) direct training methods (Kumaraguru, Rhee, Acquisti, et al., 2007). Other 

than obvious differences in tactics, these strategies also differ in the degree with which 

they directly address and involve the user. The section below presents these 

organizational approaches to phishing training organized by increasing level of user 

involvement. 

The first method to addressing UIT, silent elimination, occurs when organizations 

attempt to eliminate threats using technical means and without directly involving the 

employee. Typical silent elimination activities involve an organization’s information 

technology (IT) department finding phishing websites and shutting them down or 

identifying phishing emails and deleting them automatically (and without any 

involvement of the users of the system). Aside from the fact that the identification of all 

phishing activity directed at an organization’s systems is almost impossible (with 

government-sponsored detection software boasting up to 92% accurate detection), the 

lack of user awareness and participation in this protection tactic leaves employees none-

the-wiser to the eventual undetected phishing emails that inevitably get through to their 

inbox (Fette, Sadeh, & Tomasic, 2006; Kumaraguru, Rhee, Acquisti, et al., 2007). 

Additionally, in a meta analysis investigating how organizations use IT training, Hagen at 

al. found an inverse relationship between what’s most effective (increasing user 
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awareness) and what is actually utilized in practice (security policy implementation). In 

other words, methods most likely to impact an organization’s susceptibility to phishing 

attacks are those that address user awareness and not creating silent elimination policy 

standards that ignore the user almost entirely (Merete Hagen, Albrechtsen, & Hovden, 

2008). It is for this reason that the current study does not wish to examine this first 

method of addressing UIT, as it is not user-centered and is mainly a technology-based 

form of protection from phishing attacks. 

The second tactic involves an increase in the level of user involvement by 

integrating both the user and technical training methods to warn users of suspicious 

activity in real time. These are commonly referred to as embedded training methods or 

ETMs (Kumaraguru et al., 2009). Such methods typically involve technology-based 

efforts like web browser extensions and anti-phishing toolbars that can flag or highlight 

suspicious emails to warn users when they are faced with a suspected phishing website or 

untrusted email. Unsurprisingly, ETMs were adapted from military practices that seek to 

enhance and maintain proficiencies by building direct training into operational systems, 

subsystems and equipment (USArmy, 2015). There are currently hundreds of anti-

phishing ETM products available to individuals and organizations, from free toolbars like 

the one offered by EBay, to toolbars that are part of a paid security service like McAfee, 

Norton and other popular security platforms. Most toolbars provide a visual cue to 

indicate to the user either a verified and (supposedly) safe email (often in the form of a 

green flag), one that has been previously exposed as containing a compromised link or 

sender address (often indicated by a red flag), or one that has been neither verified nor 

exposed (often indicated by a grey flag). These toolbars all function fairly similarly, 
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using user ratings and comparisons to other known sites (like domain registration or 

owner and country origination) to create white lists and black lists of verified and 

suspicious activity (Almomani, Gupta, Atawneh, Meulenberg, & Almomani, 2013). 

Ideally, when a user accesses a phishing email in their inbox the toolbar will recognize 

the sender’s IP address as suspicious and/or any links within the email as links leading to 

compromised websites and will provide a warning at the top of the user’s screen (Cranor, 

Egelman, Hong, & Zhang, 2007; "Trusted Source Toolbar FAQ's," 2007). Although used 

credulously in the past, recent literature examining ETMs like anti-phishing toolbars 

points to fairly inconsistent and often ineffective results in the ability of ETMs to 

decrease user susceptibility. In a pivotal study, Cranor et al. found that of the ten popular 

anti-phishing toolbars they tested, nine of them missed between 15 and 100% of 

fraudulent websites. Moreover, only one toolbar effectively identified all the fraudulent 

websites but also yielded false positives by incorrectly identifying a large fraction of 

legitimate sites as fraudulent (Cranor et al., 2007). What’s more, while some of the 

toolbars that were tested correctly identified about half of the fraudulent websites, this 

still does not provide proof that they work to decrease user susceptibility, as the study did 

not examine whether users with the toolbar responded to phishing emails or clicked links 

even after being warned of their suspiciousness, or if they were more likely to head the 

warnings of the toolbar and avoid emails that were flagged as suspicious. Additional 

work has addressed this by testing toolbars with actual users and found that overall, such 

toolbars are ineffective at preventing phishing attacks (Cranor et al., 2007; Kumaraguru, 

Rhee, Acquisti, et al., 2007; Miller & Wu, 2005). For example, in one study researchers 

found that although subjects were instructed to pay attention to the toolbar, many ignored 
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it and others either disregarded it or were able to rationalize why a website was legitimate 

despite the red flag toolbar warning (Wu et al., 2006). Perhaps another issue surrounding 

the use of toolbars is the false sense of security they might provide and/or the 

development of routinization that could harm users when/if that toolbar is not present.  If 

a toolbar misses even 20% of fraudulent emails (a relatively low number given past 

research studies), a user may mistakenly rely on the toolbar system and naïvely trust 

these emails that they may have otherwise taken time to identify as suspicious. It is 

therefore clear that although ETMs like toolbars can be used as a supplementary measure 

for decreasing UIT, they do not provide adequate protection on their own and a higher 

level of user involvement is most likely needed for any training tool to be effective in 

decreasing susceptibility to phishing.   

More recently, an alternative type of ETM product has made a noteworthy splash 

in the user training market. Perhaps the most en vogue way of currently utilizing ETMs is 

in the form of penetration testing. The emergence of products like Cofense © (previously 

PhishMe), Anti-Phishing Phil and ThreatSim ® offer organizations the ability to send 

simulated phishing email attacks to employees – tracking and recording data on who was 

victimized by a phish. The idea behind penetration testing, which is discussed in more 

detail below, is that vulnerable (i.e. victimized) employees can be identified and targeted 

for more penetration testing until they finally “learn through doing” (Cofense, 2018).  

Of the 150+ banking organizations surveyed in the previously mentioned 

NYSDFS study, 100% reported that they engage in penetration testing. While its 

ubiquitous use may seem to suggest a vigilant attack by organizations on the global 

phishing epidemic, upon closer examination the study revealed that the frequency with 
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which penetration testing was administered varied greatly; with 30% testing monthly, 

19% testing quarterly and 44% only administering penetration tests annually. In addition, 

these tests often use convenience sampling to choose a percentage of an organization’s 

employees to receive the penetration testing, often without any follow-up testing to 

evaluate its effectiveness (Albanese, 2015). It is extremely difficult to administer 

penetration testing to every single user of a system. First, not all organizations have the 

resources—technology, human and capital—to carry out such massive initiatives where 

penetration testing is one of the most resource-depleting types of ETMs (Nohlberg, 

2008). Second, sending multiple penetration tests throughout the year to all users of a 

system is likely to create awareness of the exercises and skew realistic results that could 

be projected toward real-life phishing attacks. As the NYSDFS noted in their study, this 

inconsistent and momentary usage of penetration testing provides only a snapshot of the 

vulnerabilities that exist within an organization at a particular point in time and certainty 

lacks the consistency needed to produce lasting effects on employees. (Albanese, 2015). 

Third, the extent to which the data on organizational susceptibility that is gained from 

penetration testing can be projected onto and assumed to represent the organizational 

susceptibility of a legitimate phishing attack is extremely limited (even if the penetration 

testing were to be administered to all users of a system on a regular basis throughout the 

year). This is due to an innumerable amount of variables that phishers have control 

over—such as timing, who is targeted, what message is sent, how the message is sent—

that are impossible to recreate in penetration testing exercises. What’s more, if an 

organization does decide to spend its valuable resources on hiring an outside company or 

creating an internal process to embark on the penetration testing journey, how does it 
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know when a sufficient amount of testing has been done to declare the organization is 

“secure enough” (Synopsys, 2015)? What happens if one makes the penetration tests 

more difficult and harder for employees to recognize? And how, assuming you can’t test 

all employees every time, is valid data maintained that allows the organization to know if 

the exercises are effective over time? The idea that penetration testing alone will provide 

accurate data on employee susceptibility and/or somehow teach employees to be less 

susceptible to legitimate phishing attacks is, at best, questionable. 

Scholarly work mirrors this skepticism in neglecting to produce any consistent 

findings that real penetration testing does indeed lead to decreased employee 

susceptibility. This, in part, is due to the fact that there are very few studies that actually 

preform penetration testing on subjects, given the difficulty in setting up such an 

experiment and the previously mentioned resource-heavy methods involved. Many 

studies opt instead for simulations of penetration tests such as surveys that ask 

participants to look at pictures of phishing emails and indicate how they would behave if 

presented with such an email (Kumaraguru et al., 2009; Sheng, Holbrook, Kumaraguru, 

Cranor, & Downs, 2010). Due to this lack of consistent research empirically testing the 

effects of penetration testing on phishing susceptibility using real phishing attacks, the 

researchers pose the following research question: Does penetration testing have an effect 

on susceptibility to subsequent phishing attacks (RQ1)? 

Finally, the third, and most user-centered method that organizations employ to 

address user susceptibility is through direct employee training. This method stems from 

the recognized need to directly address the users of a system to best minimize UIT and 

maximize IA. Direct training attempts to involve the user in training that is highly 
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tailored to phishing and typically includes the following education: the dangers that 

phishing emails pose to organizations, common strategies and tactics used by phishers, 

how to spot telltale signs of a compromised email and what employees should do upon 

receiving such an email. Governmental organizations, non-profits and businesses have all 

utilized various types of direct training methods, which typically involve some sort of 

online or in-class training, concluded by an exam or “phishing IQ” test (Kumaraguru, 

Rhee, Acquisti, et al., 2007). Most of the research that examines the effects of direct 

training on susceptibility to phishing produces similar results: employees who are subject 

to direct training methods are less likely to be victimized by a phishing email than 

employees who did not receive training. Interestingly, however, in many studies the 

trained employees were also less likely to click on legitimate links (in non-fraudulent 

emails) than those employees who remained un-trained (Anandpara, Dingman, 

Jakobsson, Liu, & Roinestad, 2007; Kumaraguru, Rhee, Sheng, et al., 2007; Sheng et al., 

2010). In other words, employees subject to direct training methods seem to be less likely 

to click on links in emails overall (both in legitimate and phishing emails). In their work 

titled Phishing IQ Tests Measure Fear, not Ability, authors Anandpara, et al. show that 

common phishing IQ tests (often used as a form of direct training) failed to measure 

susceptibility and that “the only measurable effect of phishing education was an increased 

concern—not an increased ability” in detecting phishing emails (Anandpara et al., 2007). 

This, coupled with the fact that, once again, the majority of empirical studies testing the 

effect of direct training on phishing susceptibility fail to expose subjects to real phishing 

attack simulations impel the researchers to design a study to explore the following 
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research question: Is there a significant difference in susceptibility to phishing between 

employees who are subject to direct training and those who are untrained (RQ2)? 

The suggestion that training does not actuate a user’s ability to detect phishing 

emails begs the question: if not the ability to detect, are there other mechanisms of 

susceptibility that are influenced by phishing training? While direct training allows for 

organizations to ensure employees are receiving and participating in phishing-specific 

training material, it seems such methods may have an effect on something to do with 

phishing, but not on susceptibility directly. What, then (if anything), might training be 

affecting? 

A Case for Further Exploration into User Susceptibility 

 At this point it is clear that there is a gap in how the literature understands how 

training affects user susceptibility to phishing. Using ETM products like toolbars and 

penetration testing gives organizations a snapshot of employee susceptibility in a fleeting 

moment in time but does not provide a holistic assessment of individual employee risk. 

Likewise, while direct training methods strive to teach employees the common strategies 

and tactics used by phishers, they fail to provide results that show users can differentiate 

between legitimate and phishing emails. A helpful analogy in this respect can be found 

with the development of self-driving vehicles (SDVs), for which companies like Google 

and Tesla are in the late testing phases of development. The primary concern surrounding 

the public use of SDVs is safety and avoidance of accidents (much like the that of 

employee risk to phishing victimization). If Google were to only test their SDVs by 

putting them in dangerous driving conditions and recording whether or not they crashed, 

they would not acquire the insight needed to understand how to make their vehicles safer. 
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This is much like the use of penetration testing in an attempt to train employees to detect 

phishing emails—putting employees in simulated dangerous situations but never fully 

understanding why they “crash”.  Instead, Google opts to spend millions of dollars to find 

out why the SDV did not detect the dangerous road condition and make the correct 

decision to avoid it. Once understood, this knowledge results in Google’s ability to 

reprogram the SDV to “think” differently about that particular driving situation and avoid 

accidents in the future (Davies, 2016). Likewise, for phishing training to be effective, we 

must understand why users got in the accident (fell for the phish) and then tailor the 

training methods to “reprogram” users to have the ability to identify the suspicious 

emails. While the comparison of human users to a mechanic SDV has its limitations, this 

analogy makes it clear that it is imperative to understand why users fall for phishing 

attacks; knowledge that can not be garnered from silent elimination techniques, ETMs or 

direct training methods. 

Understanding the why, or the mechanisms behind user susceptibility offers the 

only real hope in understanding what phishing training actuates, if anything, to decrease 

such susceptibility. Only once these mechanisms are understood can this knowledge be 

used to produce subsequent work to develop effective training techniques that provide 

lasting effects in decreasing susceptibility. The next chapter explores this idea in the 

context of extant phishing and deception literature to uncover how training methods can 

be more effective in thwarting phishing attacks in organizations. 

Chapter 4: Addressing the Why? in User Susceptibility 

In light of a historical lack of attention to the mechanisms behind user 

susceptibility to phishing, the more recent tendency in the phishing literature has been to 
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approach this why? question in a rather bifurcated way: by either focusing on (1) medium 

attributes, such as the content of the email or on (2) attributes of the users themselves, 

including their behaviors and traits—each having their own implications for user 

susceptibility. 

Medium Attributes and User Susceptibility 

Technological communication has evolved since the phishing epidemic began in 

the early 1990s and so too have the tactics which phishers use to coerce their potential 

victims into giving away private information. Phishers currently use a variety of 

convincing techniques in an attempt to deceive and convince users to surrender harmful 

private information. Phishing emails typically consist of one of two message types—

threat-based or reward-based. Threat-based messages play on sense of fear and 

communicate a sense of urgency to the potential victim, warning the user—for 

example—of fabricated account closures or immediate deadlines the user must address. 

An extremely common threat-based phishing email consists of a common bank logo and 

warns the recipient of imminent bank account closure that will result if they don’t use the 

link in the email to log into their account and reset their password. Reward-based 

phishing messages, on the other hand, offer some sort of value to the user, such as goods 

or money. The infamous reward-based Nigerian scam effectively tricked many users into 

giving away sensitive bank account information by promising a monetary reward in 

exchange for assistance in moving funds from a multi-million dollar bank account. While 

theoretically interesting, researchers examining phishing from this medium-attribute 

perspective have failed to find any empirical connection between the type of phishing 

message and susceptibility (Harrison, Svetieva, & Vishwanath, 2016).  
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What’s more, once very plain-looking phishing attempts consisting of mostly text 

have progressed to messages that include images of familiar company logos, the 

recipient’s name and security icons. This progression of richer content in phishing emails 

effects users’ perceptions of social presence communicated by the email. Social presence 

is defined as a user’s perception of non-mediation experienced while interacting with a 

medium (Minsky, 1980). When faced with an email that is richer in content, users 

experience heightened perceptions of social presence, which has been found to increase 

likelihood of victimization (Harrison, Vishwanath, Ng, & Rao, 2015). 

Additional medium attributes such as the sender email address, typographical 

errors and urgency cues are other popular elements often included in direct training 

methods as key indicators of a compromised email (not excluding the direct training 

included in the current experimental study). During such trainings employees are taught 

how to spot a fraudulent sender email address, to be vigilant in looking for misspellings 

and grammatical errors and to understand how phishers might use cues indicating a sense 

of urgency (threat-based messaging) to entice employees to act quickly.  

It is clear that some elements of the phishing email itself can influence user 

susceptibility, however such information has a limit to how helpful it can actually be in 

thwarting phishing attacks. There are many reasons for this, including the fact that 

although increased perceptions of social presence have been shown to increase likelihood 

of victimization, there are many current instances of employees acting as UIT’s by falling 

for extremely simple, text-only phishing emails. A recent example of this occurred in the 

US Senate where an employee gave phishers access to several thousand W2 tax 

documents after receiving a simple, text-only email requesting the forms (Krebs, 2016a, 
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2016b). Additionally, medium attributes like the use of images and the type of message 

constructed are all determinations made by the phishers themselves, leaving little user or 

organizational control over such variables and little ability to turn this information into 

training material of any consistent value. Most importantly, such findings still don’t get 

to the heart of why things like social presence tend to increase susceptibility, thus leaving 

this nagging and persistent gap for researchers and security practitioners who focus only 

on this medium attribute approach. 

The reason for this gap, upon further investigation, is due to that fact that such 

medium attributes only indirectly effect susceptibility. As described in below, a user’s 

cognitive and information processing act as a mediator between these medium attributes 

and a user’s susceptibility to phishing (Vishwanath et al., 2011). This mediating role of 

information processing provides researchers with a key hint in addressing the why in user 

susceptibility. 

The Role of User Attributes and The Suspicion, Cognition, Automaticity Model 

(SCAM) in User Susceptibility 

This is the point at which scholars turn to the second approach to examining user 

susceptibility by asking the following question: What makes one user susceptible to a 

particular phishing email, such as a BEC scam, when a number of other users would 

recognize the deception of the same email and ignore it? Addressing this question is the 

key to reducing UIT because the answers could provide actionable, user-centered 

solutions for the lack of effective training methods discussed above.   

A common misconception amongst the general public is that vulnerable users 

tend to belong to specific demographic categories. However, the online deception 
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literature has failed to find consistent support for user demographics predicting phishing 

susceptibility (Greitzer et al., 2014; Jones et al., 2015). In fact, a number of researchers 

have suggested that older users tend to be less susceptible to online deception, providing 

contrary evidence to the common belief that older generations are less technologically 

savvy and therefore easier targets for phishers (Kerley & Copes, 2002; Sheng et al., 2010; 

Titus, Heinzelmann, & Boyle, 1995). Additional work suggests that women are more 

susceptible phishing targets than men (Sheng et al., 2010) while others suggest that 

females have an overall lower risk profile (Hunt, Hopko, Bare, Lejuez, & Robinson, 

2005).  

Irrespective of the various and often contradictory findings regarding user 

demographics, in the search for ways to reduce UIT through training, demographic 

factors likely offer little resolve. For training to accurately reduce UIT, it must address 

dimensions of a user that can be modified or changed over time, leaving demographics 

out of the equation. The Suspicion, Cognition, Automaticity Model (SCAM) identifies 

these underlying behavioral processes that lead to individual susceptibility, such as 

suspicion, user information processing and users’ habits and general beliefs surrounding 

email (see Figure 1), providing considerable momentum on the path to developing 

actionable interventions to manage the phishing epidemic. In their seminal work, 

Vishwanath et al. were able to predict susceptibility using six key behavioral factors. The 

remainder of this chapter is dedicated to exploring the origins of the SCAM, how the 

model works and its implications for decreasing UIT.  
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Figure 1. The Suspicion, Cognition, Automaticity Model (Vishwanath, Harrison, & Ng, 

2016). 

Suspicion. While the construct of trust has often been used in the interpersonal 

deception literature as an indicator for accurate deception-detection, its multi-dimensional 

nature, orthogonal relationship to distrust and its ability to desensitize individuals to 

deception cues have compelled scholars to advocate for the use of suspicion as a better 

predictor of deception-detection (Levine & McCornack, 1991; Vishwanath et al., 2016). 

Defined as the degree of uncertainty one has when interacting with a particular stimulus, 

suspicion is a one-dimensional construct that is both necessary for detecting deception 

and is a better predictor of deception-detection accuracy than trust (Lyons, Stokes, 

Eschleman, Alarcon, & Barelka, 2011). When evoked, suspicion stimulates “…a 
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construal of motives in an effort to asses potential deceptive intent” (Kim & Levine, 

2011). In relational deception studies, even moderate amounts of suspicion, when 

aroused, resulted in a better-than-chance improvement in deception-detection accuracy 

(McCornack & Levine, 1990). Thus, suspicion is both fundamental to the process of 

detecting deception (Toris & DePaulo, 1984) and a particularly sensitive measure of 

deception-detection. Furthermore, the suspicion construct is well understood and its 

nomological position and antecedents are relatively clear. Suspicion is distinct from the 

various facets of trust and distrust (Lyons et al., 2011), and is aroused by specific 

contextual cues in the decision-context (McCornack & Levine, 1990). Thus, the SCAM 

uses suspicion as the major endogenous predictor of individual susceptibility to email-

based phishing (Vishwanath et al., 2016). Increased suspicion levels have been linked to 

a decrease in user susceptibility to phishing attacks while lower levels of suspicion have 

been linked to an increased likelihood of a user falling for a phishing email (Harrison, 

Vishwanath, & Rao, 2016; Vishwanath et al., 2016; Wright & Marett, 2010). 

While it is widely accepted that being minimally suspicious is a necessary 

precursor of making accurate truth-lie judgments, most interpersonal deception research 

tends to focus less on how suspicion is aroused and more on how it influences relational 

judgments. Consequently, suspicion is often poorly measured and most interpersonal 

research tends to measure it dichotomously or use it as an independent, manipulated 

measure of deception-detection accuracy (Sinaceur, 2010). This “all-or-nothing” 

approach (Levine & McCornack, 1991, pp. 221) has been criticized for obscuring our 

extant understanding of the true effects of suspicion. The SCAM is among the first to 
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develop and test a Likert-type scale of phishing email suspicion and examine its 

antecedents, which are discussed in the remainder of this chapter. 

Cognition. The next integral part of the SCAM lies in understanding how users 

cognitively process emails when they appear in their inbox. Extant phishing literature has 

used the Heuristic-Systematic Model (HSM) to explain differences in the cognitive 

treatment of phishing emails by a user (Luo, Zhang, Burd, & Seazzu, 2013; Vishwanath, 

2015; Vishwanath et al., 2016; Vishwanath et al., 2011; Xu & Zhang, 2012). The HSM 

delineates two modes by which individuals determine their attitudes toward and make 

judgments on a particular stimulus, such as an email appearing in their inbox. The first 

mode, systematic processing, “entails a relatively analytic and comprehensive treatment 

of judgment-relevant information” (Chen & Chaiken, 1999, p. 24). Due to its thorough 

nature, systematic processing requires both cognitive ability and capacity in the form of 

prior knowledge within a specific domain. In the case of a phishing email, for users to 

systematically process they must have a general level of knowledge regarding what a 

phishing email looks like and potential deception cues to look for. In addition to requiring 

an adequate knowledge base, in the context of phishing, systematic processing is more 

likely to occur when there are no time constraints and the user does not feel pressured to 

make a quick decision about the veracity of an email. 

 The second processing mode, heuristic processing, involves the activation of 

simple decision rules (heuristics) that allow a users to make veracity judgments using 

minimal cognitive effort. Such heuristics are presumed to be learned and stored in the 

users’ memory (Chen & Chaiken, 1999). Contrary to systematic processing, heuristic 

processing requires little knowledge of the stimulus and instead allows the user to rely on 
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common (and often misconstrued) heuristics, like the idea that the existence of a security 

icon within an email indicates that the email can be trusted. Heuristic processing is also 

convenient for decision situations that leave the user little time to comprehensively 

consider all the information at hand, such as in a work setting where a user has a 

multitude of emails to tend to in a short period of time. In fact, as Chen and Chaiken 

explain using the sufficiency principle or principle of least effort, users are economy 

minded and predominantly resort to heuristic processing in the interest of preserving 

valuable cognitive resources (Chaiken, 1980; Chen & Chaiken, 1999). 

The role of heuristic processing in influencing decision-making has been widely 

demonstrated. Its influence on phishing victimization has also been supported by prior 

research (Harrison et al., 2015; Luo et al., 2013; Vishwanath, 2015; Xu & Zhang, 2012). 

When presented with a phishing email, the SCAM found that if a user systematically 

processed the elements of the email, they were more likely to notice discrepancies that 

subsequently triggered higher levels of suspicion. Conversely, when users heuristically 

processed the email, this suspicion arousal did not occur because such discrepancies were 

overlooked (Vishwanath et al., 2016). 

Cyber-risk beliefs. Until the development of the SCAM, there was little 

explanation in the phishing literature for why users employed one mode of processing 

over another when faced with a fraudulent email. As previously mentioned, the HSM 

identifies the sufficiency principle or sufficiency threshold, defined as the desired 

judgmental confidence that users require to make a veracity judgment in a given context. 

Users will continue processing the message until they have reached this sufficiency 

threshold, allowing them to then make a veracity judgment (Eagly & Chaiken, 1993). 



 27 

However, this threshold is not static and users will adjust the amount of information they 

require to make a judgment. This adjustment is largely based on users’ perceptions of risk 

with the particular stimulus and in a particular context (Luo et al., 2013). The social-

psychological literature explains that risk beliefs form based on external factors like prior 

experience and exposure to media, as well as internal factors like personality and efficacy 

(Bandura, 1989). The SCAM makes an important distinction between cyber-risk 

beliefs—individuals’ perceptions about the risks associated with online behaviors—and 

risk perceptions, developed in some risk communication models. Cyber-risk beliefs are 

“relatively stable belief-based expectations of the perceived risks of online actions” while 

risk perceptions are “contextually-determined outcomes of information processing” 

(Vishwanath et al., 2016, p. 18). Thus, the cyber-risk belief construct is more suitable for 

capturing the sufficiency threshold that determines a user’s cognitive treatment of a 

phishing email. Indeed, the SCAM finds that cyber-risk beliefs are positively related to 

systematic processing and negatively related to heuristic processing. What’s more, the 

SCAM also found a direct relationship between cyber-risk beliefs and suspicion, citing 

the “routinized and familiarized” nature of email usage contributing to the direct 

application of belief-based expectations on behavior (Vishwanath et al., 2016, p. 7). 

Automaticity: Deficient self-regulation and email habits. While 

cyber-risk beliefs and cognitive processing address the conscious decision-making 

processes effecting user susceptibility to phishing, there is another unconscious 

dimension that plays a role in users’ suspicion levels and their ability to accurately detect 

deception. Habitual actions and conscious decision-making, as the SCAM highlights, are 

independent—and often opposing—forces that must be separated in order to fully 
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understand the antecedents of susceptibility (Vishwanath et al., 2016). Social-

psychological research on habits contends that actions premised on conscious decision-

making can, over time and under stable conditions, become routinized to the extent that 

the individual acts without having to first cognitively process the information (LaRose, 

2010). The action of fastening a seatbelt when getting into a vehicle is a great example of 

conscious behavior transforming into a habit over time. In most countries children are 

told from a young age to buckle their seatbelts when they get into a vehicle. Over time 

this behavior becomes routinized to the extent that, as an adult, one may fasten their 

seatbelt without even realizing they’re doing so. This same habit formation has also been 

found to occur with media usage, where actions like checking email emerge as a pattern 

of automated behavior triggered by an environmental stimulus like receiving a 

notification on one’s mobile device or desktop computer (LaRose & Eastin, 2004). In 

fact, the use of smartphones has undoubtedly intensified habitual email behaviors by 

acting as an ever-present reminder to check new emails as they arrive in one’s inbox.  

As mentioned above, the key to habit formation is the presence of stable 

conditions within which behaviors may become routinized, however not all routinized 

behaviors become habitualized. For example, receiving a notification via smartphone that 

a new email has arrived may elicit the automatic response of clicking on and opening the 

email. However, if that notification is received when preforming a task like driving or 

having a conversation with a friend (outside of the normal stable conditions), one may be 

less likely to automatically preform the habitual act of reading the new email. This ability 

to monitor and change one’s own behaviors occurs through the self-regulatory 

mechanism, which is the process of self-control through self-monitoring, judgmental 
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process and self-reaction. The self-regulatory mechanism allows individuals to refrain 

from otherwise habitual email checking when talking face-to-face with a friend by 

assessing that they be perceived as rude and uninterested. It is easy to see from the 

number of car accidents resulting from smart phone usage that not everyone possesses 

this ability for self-control all the time. In this context, deficient self-regulation (DSR) 

refers to a state in which conscious self-control is relatively diminished (LaRose, Lin, & 

Eastin, 2003). Thus, self-regulation is the mechanism through which habits are formed 

from routinized behavior. When presented with a phishing email, the inability to self-

regulate increases the likelihood of users’ developing habitual email tendencies. In turn, 

his increase in habitual actions when dealing with email decreases users’ suspicion and 

thus increases their susceptibility to phishing attacks (Vishwanath et al., 2016). 

The SCAM not only offers researchers the mechanisms behind susceptibility to 

phishing but is also able to predict user susceptibility. Theoretically then, the SCAM 

should have the ability to be used to test the effectiveness of training material as well; if 

direct training does not impact susceptibility directly (the potential for which is 

demonstrated in the previous chapter), it could have an effect on the behavioral 

mechanisms of susceptibility that the SCAM identifies by actuating those elements of the 

model. The researchers then pose the following research question: Does direct training 

have any effect on the SCAM (RQ3)? 

Chapter 5: An Empirical Study to Assess Phishing Training 

As discussed in chapter one, governmental agencies have recognized the financial 

sector as one that must comply with specific employee training standards when it comes 

to cyber security. For this reason, and the fact that the financial industry is consistently 
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recognized by the APWG as a top industry to be targeted by phishers (Aaron & Manning, 

2018), a United States-based wealth management firm was chosen for the study because 

it represents a likely candidate for phishing attacks with access to copious amounts of 

private client information. Moreover, this organization, which will be referred to as 

Financial Life Management Incorporated (FLM, Inc.) for anonymity purposes, has been 

targeted in multiple legitimate phishing attacks in the past. At the time the study took 

place FLM, Inc. had 73 offices throughout the entire United States with a total of 559 

employees. 

Pilot Study 

The purpose of the pilot study, conducted in the fall of 2016, was two-fold: (1) To 

provide the researchers a chance to mimic the procedures of the full study with a smaller 

group of employees and anticipate any procedural issues from an organizational 

perspective prior to the main study and (2) to identify a group of employees to target for 

the first of two penetration tests to assess RQ1 upon completing the main study.  

 Pilot study sample. For the pilot study the researchers selected a group of 72 

employees within FLM, Inc, all carrying the title of Client Service Provider (CSP) or 

Senior CSP (the name of this title has been changed to protect the anonymity of FLM, 

Inc.). The pilot study sample consisted of 56% female, an average age of 38.08 years old 

(SD = 12.71) and an average of 2.92 years with the company (SD = 2.60). The 

researchers selected a sample consisting of all CSPs due to the fact that there was, on 

average, only one CSP in each of FLM, Inc.’s 73 offices. This meant that there was no 

chance of multiple employees receiving the phishing email in the same office, which 
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decreased the likelihood of employees discussing the email with each other and spreading 

knowledge of the study throughout the organization during the pilot phase.  

Pilot study design. The researchers developed a two-phase approach to the 

pilot study. In phase one of the study the researchers deployed a simulated phishing 

attack on the CSPs. Due to that fact that phishers often send the same attack multiple 

times to their potential victims in an attempt to legitimize their emails, the researchers 

sent the exact same phishing attack to any employee who had not yet fallen for the first or 

second attack(s) within two business days. In other words, if an employee had not clicked 

the link in the first simulated phishing email within two business days of it being sent, 

they were sent the same exact attack a second time (and a third time if they did not click 

on the second attack email) (see Figure 2 for the pilot study design).  

 

Figure 2. Pilot study design 

 

The simulated phishing email attacks were sent from an easily created Gmail 

email account that included the company name ([FLM]@gmail.com). The creation of this 

email address was done by the researchers independently of FLM, Inc. and could have 

easily been created by a phisher with little knowledge of the organization or how to 

create email accounts. The researchers used a common email automation platform, 

MailChimp, to send the three identical attacks from the newly created Gmail account. 

This platform allowed the researchers to identify who opened and/or clicked on the 

phishing email as well as what time they interacted with the email. 
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The researchers designed an attack that resembled phishing attempts seen by 

FLM, Inc. in the past (see Figure 3 for the phishing email sent by the researchers). This 

included a similar amount of text and graphics, as well as the inclusion of a widely used 

company platform, Google Drive, in the attack strategy, a simulation that has also been 

attempted in past legitimate phishing attacks. The email message itself was not one that 

employees have or would ever see from FLM, Inc. or the Google Drive platform. The 

name used in the attack (Sandra Kelly) was never an employee at FLM, Inc., however the 

domain—the text after the @ symbol—associated with her email address (seen in the 

body of the email) is the actual domain that FLM, Inc. uses and could have easily been 

designed by a phisher with limited knowledge of the company. 

The body of the simulated phishing email contained eight links disguised with 

various functionalities. Due to the fact that clicking on a compromised link in a real 

phishing email can lead to malware being installed on the victim’s computer, once an 

employee clicked on any links within the Google Drive email they were considered to 

have been phished. Clicking any of the eight links in the email led employees to a debrief 

page where they were made aware of the fact that the simulated phishing email they 

clicked on was part of an email security effort by their company and that there was no 

harm done to their computer or the organization’s networks. The phished employees were 

then directed to the study’s post-test, which is described in the section below. Since 

employees were debriefed immediately upon clicking a link in the phishing email, only 

employees who had yet to click on the email were sent the subsequent second and third 

phishing attacks. 
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Figure 3. Phishing attack sent in pilot study (employee view from email inbox) 

 

 The second phase of the pilot study design included the participant debrief and 

post-test administration. There were two groups of employees that resulted from the 

simulated phishing attack: phished employees and not phished employees. This section 

describes how each group was dealt with after the completion of the phishing attack. 
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Phished employees. As described above, when a phished employee clicked a link 

in the phishing email they were directed to the debrief page below and asked to continue 

on to take the post-test (see Figure 4).  

 

Figure 4. Debrief page for phished employees 

 

Not phished employees. One business day following the third phishing attack all 

employees who had not clicked on any of the three simulated phishing emails were 

considered to be “not phished”. These employees were sent a separate debrief email (see 

Figure 5) from the CISO that used language similar to what the phished employees saw 

when they clicked on the phishing email.  
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Figure 5. Debrief email sent to not phished employees 

 

Pilot study measures. The post-test instrument was administered to all 

employees who participated in the study using the online survey development and 

administration software SurveyMonkey.  As described in detail in the previous section, 

the post-test was accessed by either clicking on the links within the simulated phishing 
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email (phished employees) or by receiving a debrief email from the CISO asking for 

participation (not phished employees). An incentive for post-test completion was given to 

all employees in the form of a drawing to win one of ten $100 Amazon.com gift cards 

(provided by FLM, Inc.). The post-test instrument assessed the SCAM model and was 

adapted from Vishwanath et al.’s work (2016) (see Figure 6 for sample measures post-

test instrument assessing the SCAM). For most items, a 5-point Likert response scale was 

used that varied from 1 (Strongly disagree) to 2 (Strongly agree). The post-test for the not 

phished employees included an additional question at the beginning of the survey that 

read: Do you recall receiving the below email? (A picture of the Google Drive simulated 

phishing email was provided). This question served as a manipulation check to be sure 

the not phished employees actually recalled seeing the email in their inbox, as there was a 

possibility that they did not see the email due to the fact that they did not click on any of 

the three phishing attempts. Any not phished employees who responded “I don’t recall 

seeing this email” or “I’m not sure” were excluded from taking the post-test instrument 

and were led to the final “Thank you” page in the survey.  
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Figure 6. SCAM measures used in the post-test (Vishwanath et al., 2016) 

 

Of the 72 employees who were sent the simulated phishing attacks, 57 were 

phished; 40 were phished in attack one, 14 in attack two and 3 in attack three. There were 

7 employees who were not phished and reported the email (all during attack 1). Of the 

remaining 8 not phished employees, 6 recalled receiving the email and were administered 

the post-test along with the phished employees and reporters (70 post tests were 

administered in total). See Figure 7 for pilot study results. 
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Figure 7. Pilot study results 
 

Main Study 

 The purpose of the main study, conducted in the spring of 2017, was to deploy a 

simulated phishing attack to all employees of FLM, Inc. to answer the study’s three 

research questions.   

 Main Study Sample. The researchers used all 559 employees within FLM, 

Inc. for the main study (including all CSPs from the pilot study, which allowed the 

researchers to answer RQ1). Of these 559 employees, 41% were female, the average age 

was 42.56 years old (SD = 13.58) and the time with the company was 4.20 years (SD = 

36.68). Titles within the organization ranged from Intern to Chief Executive Officer. 

Main Study Design. The researchers developed a three-phase approach to the 

7-week main study (see Figure 8) that, aside from the added phase of training employees, 

was almost identical to the pilot study design. (1) First, employees were trained using 

FLM Inc.’s direct training (RQ2), then (2) employees were subject to the same phishing 

exact phishing attack used in the pilot study (RQ1), and lastly, (3) a post-test survey was 

administered to all employees to measure and critical behavioral elements from the 

SCAM as discussed previously (RQ3). For the main study, the researchers used the same 

Google Drive phishing attack used in the pilot study to negate any effects that a different 
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phishing email could have on susceptibility (no varying degree of difficulty in spotting 

the phishing email). 

 

Figure 8.  Main study design 

 

 Phase 1: Employee training. To assess RQ2, all 559 employees were randomly 

selected to be in one of two groups: the trained group and the untrained group (control 

group). The trained group received a brand new direct training program that FLM, Inc’s 

Information Technology (IT) department had recently developed prior to the start of the 

study (see Figure 9 for a sample of the information contained in the training). This 

program was a web-based, click-through training that was extremely similar to the 

commonly used direct training methods discussed in Chapter three. The material covered 

included information on password management, information on how phishing attacks 

work and what they look like and extra email precautions employees are expected to take 

to ensure they do not fall for a phishing scam (i.e. checking the sender of an email for a 

legit address and reporting suspicious emails to the IT department). Visually, the training 

included text and supporting graphics, such as examples of phishing emails and visual 

stimulants in hopes of making the text more interesting. 
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Figure 9. FLM, Inc. direct training example1 

 

There were two pop-up quiz questions at the end of important sections of the 

training, including the phishing section. These pop-up questions would not allow users to 

continue to the next section until they answered correctly. At the end of the training 

employees were given a 20-question final exam that tested them on all material in the 

                                                
1 This is what the training material looked like during the design phase of the training. Employees saw a 
more polished, refined version that was left out of this paper so as to conceal the identity of the 
organization. The information presented in the figure remains the same as what the trained employees saw 
in the final version. 



 41 

training (see Figure 10 for an example of a phishing question that was included in the 

final exam). Employees were given immediate feedback as they answered each question 

in the final exam. There was no minimum score required on this final exam to finish the 

training. Final exam scores and number of correct/incorrect answers were recorded for 

each study participant. 
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Figure 10. Example phishing exam question on FLM, Inc. direct training1 

 

The direct training was distributed to all 289 employees in the trained group via 

an email from the CISO that contained a link to access and complete. A total of 270 
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employees from the trained group completed the training in the three-week time frame 

the researchers allotted (a 93.5% completion rate). All employees from the trained group 

who did not complete the training were excluded from the study. 45% of employees 

completed the training within the first week, 44% within two weeks and 11% within three 

weeks. After this three-week completion deadline, the CISO closed the training program 

so that employees could no longer access it. On average, the training took employees 

1.01 hours to complete and the average score was 95.5% (the mean amount of questions 

answered incorrectly was 0.9 out of 20 total questions).  

Phase 2: Phishing attack. The researchers began phase two of the study at week 

five to allow for at least one week to have passed between the direct training and the 

phishing attacks (see Figure 8). This allowed a small amount of time for trained 

employees to resume with daily work life after completing the training provided by FLM, 

Inc. (Note that for the majority of trained employees, 2-3 weeks passed before they were 

exposed to the phase two phishing attacks.) The phishing attack procedures for the main 

study were the same procedures followed in the pilot study; all employees were sent the 

simulated Google Drive phishing attack three times (see Figure 3). 

Phase 3: Debrief and post-test. Like the pilot study, the simulated phishing attack 

of the main study resulted in phished and not phished employees. For both groups, the 

researchers followed the same debrief and post-test administration procedures from the 

pilot study (see Figures 4 and 5 post test debrief for phished and not phished employees, 

respectively).  

Unlike the pilot study, the main study also produced a third group: not phished 

employees who reported the phishing email (this group will be referred to as reporters). 
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Due to the fact that the FLM, Inc. direct training included information on how to report 

suspicious emails, the researchers anticipated and planned for capturing employee 

reporting data. When encountering a suspicious email, the training instructed employees 

to forward that email to a specific email address where IT personnel could handle their 

concern. The researchers captured this reporting data using a shared Google spreadsheet 

that IT personnel (who were not participants in the study) updated every 2 hours with the 

names of reporters and the time and date of the report. All IT personnel were instructed to 

reply to all reporters immediately via email with the following consistent message so as 

to stifle company-wide awareness of a simulated phishing attack until the end of phase 

two: 

“Thank you for reporting this suspicious email. Someone from the IT 
department will contact you within 24 hours regarding this matter. In the 
meantime, please delete the email you have reported.” 

  

At the end of each business day throughout phase 2 the researchers sent a 

separate debrief email to the employees who reported the phishing email that day (see 

Figure 11). This email used the same debrief language that all other employees received 

and provided a link to take the post-test. 
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Figure 11. Debrief email sent to reporters 

 

Main study measures. The post-test instrument was administered to all 

employees who participated in the study using the online survey development and 

administration software SurveyMonkey. As described in detail in the previous section, 
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the post-test was accessed by either clicking on the links within the simulated phishing 

email (phished employees) or by receiving a debrief email from the CISO asking for 

participation (not phished and reporters). An incentive for post-test completion was given 

to all employees in the form of a drawing to win one of ten $100 Amazon.com gift cards 

(provided by FLM, Inc.). The post-test instrument assessed the SCAM model and was the 

same as the pilot study post test (see Figure 6). The post-test for the not phished 

employees included an additional question at the beginning of the survey that read: Do 

you recall receiving the below email? (A picture of the Google Drive simulated phishing 

email was provided). This question served as a manipulation check to be sure the not 

phished employees actually recalled seeing the email in their inbox, as there was a 

possibility that they did not see the email due to the fact that they did not click on any of 

the three phishing attempts. Any not phished employees who responded “I don’t recall 

seeing this email” or “I’m not sure” were excluded from taking the post-test instrument 

and were led to the final “Thank you” page in the survey. This manipulation check 

question was not included in the post-test instrument for the phished employees or the 

reporters due to the fact that they had very recently interacted with the Google Drive 

email by either clicking on the links within the email or reporting it to IT and it could be 

assumed they recalled receiving the email.  

Of the 559 employees who were sent the simulated phishing attacks, 197 were 

phished; 159 were phished in attack one, 23 in attack two and 15 in attack three. There 

were 98 employees who were not phished and also reported the email; 54 reported in 

attack one, 28 in attack two and 16 in attack three. Of the remaining 264 not phished 

employees, 91 recalled receiving the email and were administered the post-test along 
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with the phished employees and reporters (386 post tests were administered in total). See 

Figure 12 for main study results. 

 

 

Figure 12. Main study results 

Chapter 6: Results and Discussion 

 The present study sought to investigate the effects of organizational training 

methods on phishing susceptibility, specifically whether penetration testing (RQ1) and 

direct training methods (RQ2) have an effect on user susceptibility to phishing. 

Moreover, the study examined whether the SCAM was actuated by direct training 

methods (RQ3). This section will review the results of each research question 

respectively.  

RQ1: Does penetration testing have an effect on susceptibility to subsequent 

phishing attacks? 

The first research question sought to better understand how penetration testing 

influenced user susceptibility to subsequent phishing attacks. This was an important 

query given the fact that the literature currently lacks empirical evidence using multiple 

legitimate phishing attacks over time to test these effects. As explained in chapter five, 

the researchers sent the Google Drive phishing email to 72 FLM, Inc. employees (all with 
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the title of CSP) during the pilot study and then sent the same exact phishing email to the 

same group of employees again four months later during the main study. During the pilot 

study, 78.88% of CSPs were victimized by the phishing email. In the subsequent main 

study, 21.12% of CSPs were victimized. While 57.76% less CSPs were victimized during 

the second attack, the victimization rate of the second attack remains considerable given 

that the same Google Drive phishing email was used in both attacks (the researchers 

omitted any CSPs who didn’t recall seeing the email in either attack from the study). To 

address RQ1 a Chi-square analysis was preformed (see Table 1 for frequencies) that 

found no relationship between CSP susceptibility to the first phishing attack in the pilot 

study and CSP susceptibility to the exact same second attack in the main study, X2 
(1, n=71) 

= 0.04, p = 0.84. In other words, the act of repeatedly subjecting employees to simulated 

phishing emails (i.e. penetration testing) did not effect susceptibility to subsequent 

phishing attacks; an effect that would be similar (and perhaps even more amplified) when 

using two phishing attacks that differ from one another.  

This result is particularly interesting considering the fact that, as discussed in 

chapter 3, penetration testing is one of the most widely utilized ETMs in both corporate 

and government settings. The goal of such programs is to identify employees who fall for 

a penetration test and subject them to more penetration testing to “teach” them how to 

become less susceptible to phishing attacks. As demonstrated in testing RQ1, this 

approach does not seem to be effective in decreasing susceptibility.  

What’s more, this evidence seems to bridge the gap between findings in both 

interpersonal deception detection and phishing research that while training provides a 

small increase in the ability to detect deception (Frank & Feeley, 2003), ETMs like 
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penetration testing don’t provide the type of awareness training that is needed to effect 

user susceptibility to subsequent attacks (Merete Hagen et al., 2008). 

RQ2: Is there a significant difference in susceptibility to phishing between 

employees who are subject to direct training and those who are untrained? 

The second research question assessed the relationship between direct training 

and susceptibility to phishing attacks. A Chi-square test was preformed (see Table 2 for 

frequencies) that revealed no statistically significant difference in susceptibility to the 

phishing attack between employees who were trained with FML, Inc.’s direct training 

and those who remained untrained, X2 
(1, n=559) = 1.07, p = 0.30. What’s more, a logistic 

regression was preformed which revealed that the score employees received on the exam 

that was part of the direct training also had no significant effect on susceptibility, 

F(1,268) = 0.27 p = 0.61 with an R2 of 0.001. 

These findings are further evidence that, while current phishing research suggests 

that awareness-based training is the most effective type of UIT training, typical direct 

training methods seem to be missing the mark in terms of what aspects of awareness 

users need to be educated on for the training to be effective. Educating users on what 

phishing emails look like and what proper procedures are for dealing with phishing 

emails might lead users to respond differently to survey-method phishing simulations 

(Kumaraguru et al., 2009; Sheng et al., 2010), however when faced with real penetration 

tests, direct training with these types of awareness messages is not effective in decreasing 

susceptibility. What’s more, even those employees who absorbed and retained the 

information within the direct training (indicated by a high score on the final training 

exam) did not differ in their likelihood to fall for the phishing email. These results 
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suggest that, while awareness training is the most effective form of training for fighting 

UIT (Merete Hagen et al., 2008), the type of awareness that the training focuses on plays 

a bigger role in training effectiveness than previously anticipated by the literature. In fact, 

the current literature neglects to identify any specific type of awareness training and uses 

the term quite vaguely (CITE). The awareness training is used in the current study—and 

in all phishing training studies to the present—focuses on message-based awareness: 

educating users to be able to more readily identify phishing emails and to know what 

actions to take when presented with a suspicious email (CITE). However, the results from 

RQ2 suggest that, while phishing susceptibility is dependent on something other than 

message-based awareness training—an idea that is addressed in the results of the final 

research question. 

RQ3: Does direct training have any effect on the SCAM?   

The third research question asked whether the direct training actuated the SCAM 

model. On other words: did the direct training provided by FLM, Inc. produce any effects 

on how employees scored on the SCAM? Independent-samples t-tests were conducted to 

compare scores on the SCAM in the trained and not trained conditions. Results show that 

there was no significant difference in the scores for trained and not trained employees on 

any components of the SCAM:  

Suspicion. Suspicion levels did not significantly differ (t = -1.50, p = 0.25) for 

employees who were trained (M = 4.00, SD = 1.13) versus employees who were not 

trained (M = 3.77, SD = 1.25). 

Cognition. There was no significant difference in the scores on systematic 

processing (t = -0.90, p = 0.91) for trained (M = 3.74, SD = 1.04) and untrained 



 51 

employees (M = 3.61, SD = 1.09). Likewise there were not significant differences in 

scores on heuristic processing (t = 0.01, p = 0.22) between trained (M = 3.74, SD = 0.81) 

and untrained (M = 3.74, SD = 0.93) employees. 

 Cyber risk-beliefs. Scores on the cyber risk-belief construct did not 

significantly differ (t = -1.20, p = 0.40) between trained (M = 2.23, SD = 0.77) and 

untrained employees (M = 2.11, SD = 0.76).  

Automaticity: Deficient self-regulation and email habits. There was 

no significant difference in DSR scores (t = 0.90, p = 0.32) between trained (M = 2.50, 

SD = 1.05) and untrained (M = 2.62, SD = 1.13) employees. Likewise, there was no 

significant difference in email habits (t = -1.12, p = 0.62) between trained (M = 3.50, SD 

= 0.88) and untrained employees (M = 3.32, SD = 0.86). 

Due to the fact that the direct training did not have an effect on susceptibility 

(RQ2), it comes as no surprise that the direct training would have a similar non-effect on 

the SCAM—a model which has repeatedly been shown to be a significant predictor of 

susceptibility to the phishing attacks, regardless of whether employees were trained or 

now. Indeed, the present study confirms this: the SCAM was a significant predictor of 

employee susceptibility to the phishing attack, regardless of whether they were in the 

trained or not trained conditions (F(2,239) = 117.08, p < .001) with an R2 of .495. If the 

SCAM predicts susceptibility regardless of the intervention (training) and the direct 

training itself does not have an effect on susceptibility, one can make a case that the 

SCAM could be used as a much more efficient test to determine if a given training 

program is actually working (rather than go through the trouble to perform an empirical 

study on an analysis of the training method(s)).  



 52 

Moreover, these results offer an answer to the question left by RQ2, which 

identified that message-based awareness training does not affect susceptibility to phishing 

but failed to suggest the type of awareness training that could have such an effect. It 

seems that, much like the type of training used, the type of awareness needed to decrease 

susceptibility should also be centered around the user. Training that addresses awareness 

of the behaviors and traits of the users themselves is more likely to have an effect on 

susceptibility to phishing due to the fact that the SCAM, which itself is behavior-based, 

successfully predicts victimization (Vishwanath et al., 2016). This idea that the user 

should be the central factor in phishing training is not a novel one and should, in fact, 

sound very familiar to the reader. As discussed in great detail in chapters three and four, 

for training to be effective it must address the weakest link in UIT—the user. The 

previous discussion and the results of this study suggest that the best way to thwart UIT is 

by not only involving the user in the method of training but also in the subject matter of 

the training itself by utilizing behavior-based awareness training.   

Chapter 7: Conclusion 

The purpose of this study was two-fold: Given the myriad of scholarly work 

producing mixed results on training effectiveness in decreasing user susceptibility to 

phishing attacks, the first objective was to identify the primary training methods 

organizations use to deal with UIT and then evaluate the effectiveness of those methods 

in decreasing user susceptibility to phishing. The study accomplished this by first 

identifying penetration testing and direct training as two of the most widely utilized 

training methods and then empirically testing each. Results indicated that neither training 

method produced a significant difference in user susceptibility. Employees in either of 
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the training conditions (penetration testing or direct training) were no less likely to be 

victimized by the phishing email than employees who were not trained at all. 

These findings produce meaningful implications for businesses and governmental 

organizations across the globe, especially given the fact that worldwide cyber security 

spending is expected to reach $101.6 billion by the year 2020 (McCarthy, 2016). The 

current study supports the idea that while these costly and time-consuming approaches to 

training can potentially create enhanced awareness of the phishing epidemic, they don’t 

seem to be effective in decreasing an employee’s likelihood of falling victim to a 

phishing attack. It seems that the cost of such training may not be worth any effects 

organizations would likely see on employee susceptibility. While an extremely 

worthwhile in the scholarly world, such a conclusion on its own offers little information 

on what employers might then turn to to effectively fight UIT. Moreover, due to the fact 

that many governing bodies now require some sort of cyber security training, it is 

unlikely—even when educated with such findings—that employers will seek alternative 

forms of training given the lack of alternatives currently being offered and the tendency 

to put such concerns on the back burner, save for more pressing business matters. 

The second purpose of this study was therefore to explore whether the training, if 

not effecting susceptibility directly, was able to actuate the SCAM, a model proven to 

predict susceptibility. The results of the study indicate that no part of the SCAM was 

actuated by the direct training, indicating that not only is training ineffective in 

decreasing susceptibility, but it is also ineffective in influencing the behavioral traits that 

are known to predict victimization. Once again, it seems that training produces no effect 

on the behavioral mechanisms that effect susceptibility. The conclusion can therefore be 
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drawn that for an organization to build a successful anti-phishing training program, it 

should consider training that addresses the SCAM.  

Future work therefore includes the design of behavioral education and training 

around suspicion, cognition and automaticity (rather than the typical phishing awareness 

training discussed in chapter three), which, based on the current work, could prove to 

actually decrease user susceptibility to phishing attacks. In addition, the SCAM could be 

used to produce a model-based “score” for users that could identify higher-risk users who 

would benefit from the SCAM-based training. Both of these training tactics would prove 

to be beneficial next steps to continue the current research program. 

As with all empirical work the current research experienced some limitations, 

including the fact that at FLM, Inc. (like in most financial institutions) all employees 

have received some sort of cyber security training each year. The researchers therefore 

could not secure a sample of users who had ever been trained, except for employees who 

were hired before the first of the year. The study was timed so that it had been almost 

exactly one year since the last round of training that employees were subject to (which 

was different than the new direct training used for the study). While this was not ideal, 

the results of the study showed that time with the company did not affect susceptibility to 

the phishing attack. What’s more, it is likely that this prior training would not have had 

an effect on susceptibility due to the fact that training did not actuate the SCAM. 

Overall the current study presents a novel look into the training methods that are 

most commonly used for UIT prevention and most commonly studied in the phishing 

literature. It is clear that for any UIT training program to be effective in organizational 

practice it must take into account and address the behavioral mechanisms behind why 
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users fall victim to phishing attacks, rather than focus solely on phishing awareness. As 

the tactics and technology used by phishers progress, so too must the way in which 

organizations approach employee readiness for the eventual phishing attack. 
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Table 1 
 
Frequency of Victimization in Repeated Penetration Testing 

 
Note. X2 

(1, n=71) = 0.04, p = 0.84 
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Table 2 
 
Frequency of Victimization based on Direct Training  

 
Note. X2 

(1, n=559) = 1.07, p = 0.30 
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