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ABSTRACT 

Operation Mosaic: The Impact of Visual and Linguistic Representation on Intelligence 
Practices is a comparative analysis of intelligence analysts and surveillance artists that applies 
the method of counterinduction to examine the impact of metaphorical and linguistic 
representation on the conceptions and practices of intelligence analysis. Because intelligence 
analysts use visual metaphors in their daily practices, critiques of representation facilitate a 
productive approach to understanding intelligence practices. Applying theoretical constructs 
from several humanities disciplines—including visual studies, software studies, philosophy, and 
science, technology and society (STS)—to the media produced by intelligence agencies and 
surveillance artists, this thesis is both mixed-method and practice-based. The practice-based 
component of this dissertation is an artistic research project, the Crowd-Sourced Intelligence 
Agency (CSIA), which facilitates an experiential understanding of open source intelligence 
(OSINT) gathering and processing, including the use of machine-learning in predictive policing. 
The written component is divided into two parts: the first half analyzes the discourse of 
intelligence analysts focusing on the use of the mosaic metaphor that justifies secrecy and 
validating mass arrests, mass surveillance and indefinite detention. The second half examines 
alternatives presented by artists investigating the surveillance state. Through an in-depth analysis 
of intelligence agency documents, I demonstrate that key definitions and technical metaphors can 
reveal the ontological and epistemological assumptions that intelligence analysts have about their 
methods and technologies. Through in-depth interviews with seven contemporary post-Snowden 
surveillance artists—Ben Grosser, N. Adriana Knouf, Simon Farid, Derek Curry, Grayson Earle, 
Mark Shepard, and Trevor Paglen—I examine how they represent the surveillance state 
differently, constructing counter-narratives through their artistic projects, alternative theories and 
metaphors, which account for complexities, multiplicities, ambiguities, aesthetics, and politics— 
dimensions that are largely absent from intelligence community accounts. 
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INTRODUCTION 

The origins of this dissertation can be traced back to a series of events. The first was in 2012. I 

was a first-year PhD student at SUNY Buffalo, driving to an art history conference in Montréal 

to present on the recuperation and depoliticization of the avant-garde with my collaborator, 

Derek Curry. We arrived at the Canadian border, the agent greeted us politely, took our 

passports, scanned them, and looked into his computer screen. It was all very routine. But then 

his entire demeanor changed. He sternly ordered us to park our car and head in to the station. We 

were separated and interrogated. The agents kept coming back to the same question for both of 

us: are you sure you have never been arrested? It was clear that the agents did not know why they 

were interrogating us. They knew we had been flagged as potential threats, but they did not have 

access to all of the data in our files. 

The Canadian border agents eventually let us enter the country. As we drove to Montréal, 

we had time to reflect on our experience. It was obvious we had ended up on a watchlist, but it 

was not apparent why. It occurred to us that it must have been our affiliation with Occupy Los 

Angeles (OLA). We knew that law enforcement and intelligence agencies had taken an interest 

in Occupy—Freedom of Information Act (FOIA) files in the public domain provided plain 

1 



  

             

               

           

         

              

 

       

               

           

           

             

             

             

             

        

                                                
              

     
 

evidence.1 We were not central to the movement. We were so busy adjunct teaching that we had 

spent little time at the encampment. While we were there, we met a group of anarchists who set 

out to organize artists: a project I had been devoted to prior to Occupy. We attended meetings 

with the Industrial Workers of the World (IWW), and discussed tactics for helping artists gain 

leverage in the precarious art market. Surely this could not have been read as a threat to national 

security… 

I began researching other artists, writers, intellectuals, and activists who were targeted by 

intelligence agencies, at least those whose FOIA files I could gain access to. I read the extensive 

intelligence files on Bertolt Brecht, Duke Ellington, Ernest Hemingway, Abbie Hoffman, Aaron 

Swartz, and Howard Zinn, running basic analytics on the most commonly used descriptive words 

in the files, and visualizing the findings in portraits (Figure 1). The idea was to wrangle large 

amounts of data to make information already in the public domain more accessible. I found it 

telling that one of the most frequently used words in all of these files was information. It seemed 

like no coincidence that Swartz, an avid information activist, was targeted. In his case, the act of 

providing access to information was seen as a threat to national security. 

1 Partnership for Civil Justice Fund, “FBI Documents Reveal Secret Nationwide Occupy Monitoring,” December 21, 
2012, http://www.justiceonline.org/fbi_files_ows (accessed January 13, 2019). 

2 
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Figure 1. FBI Portrait (Aaron Swartz), 2012 

It was my practice-based approach that first led me to focus on information. Critical Art 

Ensemble (CAE) theorized about the significance of information in Electronic Civil 

Disobedience and Other Unpopular Ideas, arguing that an era of decentralized power, the most 

effective attack on power is electronic civil disobedience (ECD). Similar to older activist tactics 

that took place in the streets, ECD still engages in the blockage and trespass of entrances, exits, 

and conduits, but the focus had to shift from blocking the “flow of personnel” to blocking access 

to information.2 Blocking the entrance of a building “is of little consequence so long as the 

information-capital continues to flow,” they argue, so resisters must appropriate something of 

2 Critical Art Ensemble, Electronic Civil Disobedience and Other Unpopular Ideas (Brooklyn: Autonomedia, 1997), 
9. 

3 



  

            

         

         

       

                 

         

            

           

             

             

         

            

          

           

  

        

        

              

             

               

                                                
        

 
          

     
 
          

    

value to the state.3 Blocking and invading informational flows is the best means of disrupting and 

damaging institutions, they contend. As hackers have evolved from ‘information curiosity’ to 

‘information criminality’, the power-value of information is rendered visible (page). Swartz’s 

FBI and Secret Service files seemed to corroborate this theory. 

It was my attempt to FOIA the FBI file of Steve Kurtz of CAE that finally confirmed the 

central importance of information to intelligence agencies. Kurtz made national headlines when 

he was aggressively prosecuted by the Department of Justice (DOJ) as a bioterrorist during the 

Bush administration. His wife, Hope, had suddenly died of heart failure in her sleep, and Steve 

had called 911 to report it. While the Buffalo police were at the Kurtz’s home, they noticed the 

collective’s DIY bio-art lab and reported it to the FBI’s Joint Terrorism Task Force (JTTF). This 

evidence, coupled with the tactical media artwork and theoretical writing of CAE, along with 

books they possessed, became grounds for prosecuting Kurtz as a bioterrorist. After a grueling 

four-year trial, and the international grass-roots organization of auctions and donations by artists 

and gallerists, who raised $350,000 for the CAE defense fund, all charges against Kurtz were 

dropped.4 

I attended a FOIA workshop at an anarchist bookstore in Buffalo. Attorney Michael 

Kuzma provided materials and methods for requesting information from government agencies.5 

With Kuzma’s help, I sent out my first FOIA request for Kurtz’s FBI files on December 9th, 

2014. My request immediately hit a roadblock: the FBI began to nitpick my materials. It took six 

days for them to accept my request and begin to process it. This was followed by nine months of 

3 Critical Art Ensemble, Electronic Civil Disobedience, 11. 

4 See the Critical Art Ensemble Defense Fund Website here: http://critical-art.net/siteapps/WordPress-
49402/htdocs/defense/ (accessed January 22, 2019). 

5 These materials have since been posted online at Burning Books’ website: https://burningbooks.com/pages/foia 
(accessed January 22, 2019). 

4 

https://burningbooks.com/pages/foia
http://critical-art.net/siteapps/WordPress


  

            

   

          
         

         
        

 
              

        

              

            

  

                

             

           

            

           

            

             

       

         

         

                                                
              

 
          

  
 
        

   

silence, after which I emailed the FBI Public Information Officer, David Sobonya, to follow up 

on my request. He responded: 

The FBI’s FOIPA Program has identified potential responsive information to your 
request and awaits assignment to a Government Information Specialist (GIS) for further 
processing. *Responsive information was located and has been forwarded to the 
“Backlog” where the request awaits assignment to a GIS for processing.6 

I inquired how long this backlog would take, and was informed that it could take up to 475 days 

before even being assigned to an information specialist. I asked when those 475 days began, and 

heard nothing. This series of not-so-subtle stalling tactics made it clear that the only way I was 

going to get access to this information was through a lawsuit. The struggle over access to 

information had begun. 

Months after Kuzma and I filed the lawsuit against the DOJ, we sat down for lunch at a 

diner near his courthouse office in downtown Buffalo. I asked him a series of questions, 

inquiring about our request for a Vaughn index, the possibility of interim releases, and the 

Leonard Peltier case that Kuzma had famously fought for.7 Towards the end of our conversation, 

I asked him about the mosaic theory of information, something I had come across in my research 

about FOIA law, and he told me about an FBI experiment called “Operation Mosaic.” After our 

meeting, Kuzma sent me a link to a set of declassified documents dating from 1982 that 

mentioned Operation Mosaic.8 The experiment, conducted in the early 1980s, found that 

previously released FBI files could be pieced together to reveal a damaging picture of 

intelligence practices—the definition of mosaic theory. Unsurprisingly, the FBI never provided 

6 David P. Sobonya (Public Information Officer/GIS), email message to the author, September 14, 2015. 

7 For more information about the Leonard Peltier case, visit: https://freeleonard.org/interviews/ (accessed January 
22, 2019). 

8 “Operation Mosaic” is discussed in this set of documents: https://files.eric.ed.gov/fulltext/ED260474.pdf (accessed 
January 22, 2019). 

5 
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the public with detailed methods or results to substantiate their findings. I filed another FOIA 

request with the FBI, this time for Operation Mosaic documents.9 They would neither confirm 

nor deny the existence of this information—a typical Glomar response10—despite the 

declassified document referencing the experiment. Digging deeper into Operation Mosaic, I 

found that the mosaic theory had a wide-ranging impact—from intelligence practices to the 

restriction of public access to information. As months and years passed and my FOIA lawsuit 

dragged on, informational metaphors became the initial focus of my dissertation. 

It took three years to complete my lawsuit against the DOJ. I had planned to analyze 

Kurtz’s files as the centerpiece of my dissertation. But by the time I received all the files, late in 

2017, I had written two thirds of my dissertation already, in order to stay on track. The DOJ 

knew my dissertation timeline. While the long delay in receiving the files will not prevent me 

from (eventually) analyzing them, the files themselves are fortressed against analysis in various 

ways. While the FBI found “2,512 potentially responsive pages,”11 many of the files I received 

through the lawsuit were so redacted that very little content is left to analyze outside of arcane 

abbreviations and coded language, linguistic syntax and vocabulary, a basic order of operations, 

legal filings (which could have been found on PACER12), and evidentiary information types that 

9 My Operation Mosaic FOIA request via MuckRock, https://www.muckrock.com/foi/united-states-of-america-
10/operation-mosaic-26324/ (accessed April 8, 2017). 

10 So-called “Glomar responses,” commonly used by intelligence agencies who will neither confirm nor deny the 
existence of requested information, are named after the Hughes Glomar Explorer, a ship funded by Howard Hughes 
in the 1970s that was engaged in a covert CIA mission to raise a sunken Russian submarine in the Pacific Ocean 
under the cover of mining manganese. More information can be found in Alan Feuer’s New York Times article, 
“Activists Sue Police Dept. Over ‘Can’t Confirm or Deny’ Tactic” from June 14, 2017, 
https://www.nytimes.com/2017/06/14/nyregion/nypd-secrecy-glomar-response.html (accessed September 1, 2018). 

11 Letter to Steve Kurtz from David M. Hardy (Section Chief, Record/Information Dissemination Section, Records 
Management Division, Federal Bureau of Investigation). October 19, 2015. 

12 Public Access to Court Electronic Records (PACER) is a centralized service for accessing case and docket 
information from federal appellate, district, and bankruptcy courts, as well as the PACER Case Locator. 

6 
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were analyzed in this case (including art exhibition fliers, personal websites, theoretical writings, 

computational devices, and Christmas cards) (Figure 2). 

Figure 2. Exhibition Flyer in Kurtz’s FBI file. 

This struggle—the intelligence community’s (IC) resistance to revealing information and 

my attempts to obtain and interpret it—underscored the central importance of information to 

intelligence agencies and those in power, more generally. Preliminary research into Operation 

Mosaic revealed the impact that technical metaphors can have on intelligence practices. On the 

one hand, the mosaic theory of information has been used as a basis for intelligence agencies to 

withhold information and has had a detrimental impact on public access to information. On the 

other hand, the mosaic metaphor has been used by intelligence agencies to validate mass arrests, 

7 



  

          

            

        

     

     

        

          

       

          

         

        

          

         

      

           

            

       

                                                
               

 
              

 
     

 
   

 
   

 
   

mass surveillance, and indefinite detention, and has produced excessive amounts of information 

for intelligence analysts to sift through. Reflecting on this process led me to wonder about the 

extent to which metaphorical and linguistic representations might affect intelligence analysts’ 

conceptions of their practice. 

The protracted legal process involved in gaining access to information produced by 

intelligence agencies demonstrated that an analysis of intelligence practices would require an 

orientation like that of Paul Feyerabend’s epistemological anarchism, where “anything goes,”13 

combined with the philosophy of tactical media, “by any media necessary.”14 Feyerabend 

describes epistemological anarchism as a “liberal practice” or “pluralistic methodology” in 

which a researcher, intentionally or not, breaks methodological rules.15 Its primary approach is 

counterinduction: implementing “incompatible alternative[s]” to find “evidence that might refute 

a theory.”16 In this dissertation, I investigate both intelligence analysts and the artists who study 

them: first establishing the methods, theories, ontologies, and epistemologies of intelligence 

analysts, and then presenting alternatives provided by artists who investigate the surveillance 

state. Feyerabend argues that “prejudices are found by contrast, not analysis”:17 counterinduction 

requires researchers to adopt new ‘conceptual system[s]’ to allow them to think critically about 

established ideas and procedures.18 The alternatives presented by surveillance artists, whether 

13 Paul Feyerabend, Against Method: Outline of an Anarchist Theory of Knowledge, (London: Verso, 1975), 23. 

14 Critical Art Ensemble, Digital Resistance: Explorations in Tactical Media (Brooklyn: Autonomedia, 2001), 4. 

15 Feyerabend, Against Method, 23. 

16 Ibid., 29-30. 

17 Ibid., 31. 

18 Ibid., 32. 

8 
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they are definitional, ontological, epistemological, or representational, provide a much needed 

counterpoint to the singular narrative that is promulgated by intelligence agencies. 

This dissertation takes both a mixed-method and practice-based approach, applying 

theoretical constructs from several humanities disciplines to the media produced by intelligence 

agencies and surveillance artists. My methodology includes theories from: art historians Mary 

Anne Doane and Rosalind Krauss; cultural critics John Berger, Walter Benjamin, and Roland 

Barthes; software studies theorists Braxton Soderman and Wendy Hui Kyong Chun; 

philosophers Ludwig Wittgenstein, Mark Johnson, John Dewey, Gilbert Ryle, and Donald 

Schön; Geographic Information Systems (GIS) specialist Rob Kitchin; cognitive linguist George 

Lakoff; media theorist and information scientist Philip Agre; and Science, Technology and 

Society (STS) theorists Bruno Latour, John Law and Annemarie Mol (Figure 3). The practice-

based component of this dissertation is an artistic research project, the Crowd-Sourced 

Intelligence Agency (CSIA), which provides an experiential means to understanding open source 

intelligence (OSINT) gathering and processing, including automated judgments and OSINT 

interfaces.19 

Author Background / 
Field 

Text Author(s) Year 

Methods | Academic Texts 

Media Theory / 
Comparative Literature 

“Are Some Things Unrepresentable?” Alexander Galloway 2011 

Media theory / Information 
Science 

Computation and Human Experience, 
“Surveillance and Capture: Two Models of 
Privacy,” “Toward a Critical Technical Practice” 

Philip Agre 1997, 
1994, 
1997 

Information Science “A Mathematical Theory of Communication” Claude E. Shannon 1948 
Information Ethics / 
Information Science 

“The Concept of Information” Rafael Capurro and Birger 
Hjørland 

2003 

History and Philosophy of 
Science, STS 

Who Wrote the Book of Life? Lily Kay 2000 
Leviathan and the Air Pump Steven Shapin and Simon 

Schaffer 
1985 

“Opening the Black Boxes of Global Finance” Donald MacKenzie 2005 

19 The CSIA is an online application and interactive artwork, done in collaboration with Derek Curry, which can be 
found at http://www.crowdsourcedintel.org/ (accessed March 26, 2019). 

9 
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Reassembling the Social: An Introduction to 
Actor-Network-Theory, Science in Action: How to 
Follow Scientists and Engineers through Society 

Bruno Latour 2007, 
1998 

After Method: Mess in Social Science Research John Law 2004 
The Body Multiple: Ontology in Medical Practice Annemarie Mol 2005 
Against Method: Outline of an Anarchist Theory of 
Knowledge 

Paul Feyerabend 1975, 
1993 

Philosophy The Reflexive Practitioner, “Generative Metaphor” Donald Schön 1998 
Simulacra and Simulation Jean Baudrillard 1994 

Pragmatist Philosophy Democracy and Education John Dewey 1916 
Cognitive Linguistics / 
Philosophy 

Metaphors We Live By George Lakoff and Mark 
Johnson 

1980 

Linguistic Philosophy Philosophical Investigations Ludwig Wittgenstein 1958 
“Knowing How and Knowing That” Gilbert Ryle 1945 
“Ontological Relativity” W.V.O. Quine 1968 

History ‘Raw Data’ is an Oxymoron Daniel Rosenberg, 2013 
Ethnography “Information Sharing and Collaboration in the 

United States Intelligence Community” 
Bridget Rose Nolan 2013 

“The Raw is Cooked: Data in Intelligence 
Practice” 

Minna Räsänen and James 
Nyce 

2010 

Geographic Information 
Systems (GIS) 

“Big Data, New Epistemologies and Paradigm 
Shifts,” “Towards Critical Data Studies: Charting 
and Unpacking Data Assemblages and Their 
Work” 

Rob Kitchin 2014 

Knowledge Management “Data Is More than Knowledge” Ilkka Tuomi 1999/ 
2000 

Software Engineering, 
Police Inspection 

“Criminal Network Analysis Inside Law 
Enforcement Agencies” 

P. Seidler, R. Adderley 2013 

Sociology “Artveillance” A. M. Brighenti 2010 
Urban Planning “Introduction to a Critique of Urban Geography” Guy Debord 1955 
Education Counter-Mapping the Neighborhood: A Social 

Design Experiment for Spatial Justice 
K. Headrick Taylor 2013 

Geography Blank Spots on the Map Trevor Paglen 2010 
New Media “Locative Media Revisited” Jonah Brucker-Cohen 2014 

“Liberation Technology” Allison Burtch 2014 
Art Theory Conquest of the Irrational Salvador Dalí 1935 

Electronic Civil Disobedience and Other 
Unpopular Ideas 

Critical Art Ensemble 1997 

Visual Studies Ways of Seeing John Berger 1973 
Cultural Critique “The Work of Art in the Age of Mechanical 

Reproduction” 
Walter Benjamin 1969 

Semiotics “Rhetoric of the Image” Roland Barthes 1977 
Art History “Indexicality: Trace and Sign: Introduction” Mary Anne Doane 2007 

“Notes on the Index: Seventies Art in America,” 
Parts 1 and 2. 

Rosalind Krauss 1997 

Software Studies “On Software, or the Persistence of Visual 
Knowledge” 

Wendy Hui Kyong Chun 2004 

“The Index and the Algorithm” Braxton Soderman 2007 
Cultural studies “Encoding, decoding” Stuart Hall 1980 

Figure 3. Methods 

10 



  

          

         

        

           

        

    

 
 

   
 

   

 

           
  

 

      
     

          
 

 

         
  

 

       

  

   

  
   

  

       
  

    
  

            

           
  

    

  

       
    

 
     

      

      
    

   
       

     
  

     
        

 
    

 
    

         

            
    
  

        
     

    
  

   
     

 
   

Just as my methodology is multiple, so are my disparate informational sources. I 

assembled evidence from any relevant source available—much like the building of a mosaic— 

which included documents that were leaked from intelligence agencies, technical manuals and 

white papers about surveillance technologies, academic articles and books written by current and 

former intelligence analysts, and ethnographic and psychological analyses of intelligence 

analysts (Figure 4). 

Author Background / 
Field 

Text Author(s) Year 

Textbooks 

Data Science Intelligent Techniques for Data Science Rajendra Akerkar and Priti 
Srinivas Sajja 

2016 

Principles of Data Science Sinan Ozdemir 2016 
An Introduction to Data Science Jeffrey Stanton 2012 

Artificial Intelligence “Artificial Intelligence: A Modern Approach” Stuart Russell and Peter 
Norvig 

2018 

Information Theory Elements of Information Theory Thomas M. Cover and Joy 
A. Thomas 

2006 

Entropy and Information Theory Robert M. Gray 2013 

Intelligence Community Documents 

Textbooks | Compendiums 

- Research Criminologist 
- Former Senior 
Counterterrorism Analyst 

Handbook of Scientific Methods of Inquiry for 
Intelligence Analysis 

Dr. Henry Prunckun 2010 

US Defense Contractor The Field Guide to Data Science Booz Allen Hamilton 2015 

British Intelligence Analyst The Historical Dictionary of Intelligence Failures Glenmore S. Trenear-
Harvey 2015 

Journal Articles / Books 

CIA Analyst 

“Estimates and Influence,” “The Need for an 
Intelligence Literature” Sherman Kent 1968, 

1955 
“Intelligence Failures: Forecasting and the Lessons 
of Epistemology” Woodrow J. Kuhns 2005 

- Vice Chairman of the DCI 
- Former CIA Analyst 

“Making Analysis More Reliable: Why 
Epistemology Matters to Intelligence” James B. Bruce 2014 

Senior Analyst for a US 
defense contractor 

“The Intelligence Analyst as Epistemologist,” 
“The Motley of Intelligence Analysis” Matthew Herbert 2006, 

2013 
- IC threat analysis 
consultant 
- Former CIA Analyst 

Intelligence Analysis: A Target-Centric Approach Robert M. Clark 2012 

Former CIA analyst Psychology of Intelligence Analysis Richards J. Heuer, Jr. 1999 
Senior Analyst, DNI Open 
Source Center 

“Sailing the Seas of OSINT in the Information 
Age” Steven C. Mercado 2004 

Historian for the National 
Declassification Center 

“Introduction,” “Estimates and Influence” Prelude, 
Sherman Kent and the Board of National 
Estimates 

Donald P. Steury 2011 
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- Historian, US Cyber 
Command 
- Former Historian, CIA, 
DNI 

“Wanted: A Definition of Intelligence” Michael Warner 2002 

Chief, Commander’s Action 
Group for Deputy Chief of 
Staff for Intelligence, 
Surveillance, and 
Reconnaissance 

“Activity-Based Intelligence: Revolutionizing 
Military Intelligence Analysis” Chandler P. Atwood 2015 

Monographs / White Papers 

Former intelligence 
contractor, Booz Allen 

CyberOSINT: Next Generation Information 
Access: Law Enforcement, Security and 
Intelligence Edition 

Stephen E. Arnold 2015 

VP of Technology, Science 
Applications International 
Corporation (SAIC) 

Curing Analytic Pathologies Jeffrey R. Cooper 2005 

IBM Analytics, IBM 
Software 

“IBM i2 Intelligence Analysis Portfolio 
Overview,” “Analysis Platform,” “Social Network 
Analysis” 

IBM 

LexisNexis “Lexisnexis Offers Enterprise Data Fusion to 
Government Agencies to Meet National Security 
Challenges” 

LexisNexis 

RAND “Privacy and Civil Liberties Protections in a New 
Domestic Intelligence Agency” 

M.C. Libicki D. R. Howell 2009 

RAND, National Security 
Research Division 

“Making Sense of Transnational Threats” G. F. Treverton 2005 
“’Connecting the Dots’ in Intelligence: Detecting 
Terrorist Threats in the Out-of-the-Ordinary” 

J.S. Hollywood, D. Snyder, 
K. N. McKay, J.E. Boon, Jr. 

2005 

Leaked Documents 

NSA Signals Intelligence 
Analyst 

“Descartes Would Have Been a Lousy SIGINT 
Reporter,” “In Praise of Not Knowing,” “The 
SIGINT Philosopher is Back – With a New Face!” 

SIGINT Philosopher 2012 

United States Congressional 
Research Service 

Privacy: Total Information Awareness Programs 
and Related Information Access, Collection, and 
Protection Laws 

Gina Marie Stevens 2003 

National Security Agency “Data is Not Intelligence” SIDtoday Editor 2012 
“Drowning in Information” NSA 2015 

Legal Documents and Scholarship | Court Filings 

CIA Directorate Berman v. CIA Terry N. Buroker 2005 
Law, Computer Science “When Enough is Enough: Location Tracking, 

Mosaic Theory, and Machine Learning” 
S. M. Bellovin, R. M. 
Hutchins, T. Jebara and S. 
Zimmeck 

2014 

Department of Defense 
(DoD) 

"Report to Congress Regarding the Terrorism 
Information Awareness Program” 

DoD 2003 

DoD, Secret Service, CIA Halkin v. Helms 1978 
National Commission on 
Terrorist Attacks Upon the 
US 

The 9/11 Commission Report: Final Report Thomas H. Kean, Lee 
Hamilton 

2004 

Law “Actual Expectations of Privacy, Fourth 
Amendment Doctrine, and the Mosaic Theory” 

M.B. Kugler and L. J. 
Strahilevitz 

2015 

“The Mosaic Theory of the Fourth Amendment” Orin S. Kerr 2012 
The Mosaic Theory and Fourth Amendment Law B. M. Ostrander 2011 
“The Mosaic Theory, National Security, and the 
Freedom of Information Act” 

D. E. Pozen 2005 

“CIA v. Sims: Mosaic Theory and Government 
Attitude” 

Christina E. Wells 2006 
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Department of Justice “1974 Amendments to the Freedom of Information 
Act” 

DOJ 1974 

“Remarks by William H. Webster Director Federal 
Bureau of Investigation Before the National 
Conference of Bar Presidents” 

William H. Webster 1981 

Ryan Noah Shapiro v. Department of Justice DOJ 2016 

Journalism 

Computer Security “Why FBI and CIA Didn't Connect the Dots” Bruce Schneier 2013 
Journalism “Guantánamo: An Oral History” Todd Purdum 2012 

“Known Knowns, Known Unknowns and 
Unknown Unknowns: A Retrospective” 

Hillary Profita 2009 

“The End of Theory: The Data Deluge Makes the 
Scientific Method Obsolete” 

Chris Anderson 2008 

“Long-Secret Stingray Manuals Detail How Police 
Can Spy on Phones” 

Sam Biddle 2016 

“Don’t Look, Don’t Read: Government Warns Its 
Workers Away from WikiLeaks Documents” 

Eric Lipton 2010 

“Counter-Mapping: Cartography That Lets the 
Powerless Speak” 

L. O’Dwyer 2018 

“Boston Marathon Bomb Trial” Nicky Woolf 2015 

Figure 4. Sources 

Working in a situation of incomplete and scarce information, I found ways to produce 

meaningful information where little was available. Because analysts regard their practice as fact 

discovery through techno-scientific means, this warrants a critique of science and technology. 

Following Latour, I sought to go back to the point at which “facts” were fabricated, knowing that 

this can produce an excess of information.20 Latour’s approach to controversies, fact 

construction, and document analysis provided an invaluable means of making do when studying 

the secretive surveillance state.21 However, while intelligence analysts regard their practice to be 

rigorously scientific, they are nonetheless engaging in creative acts of visual problem solving, 

which makes their practice equally amenable to critiques of visual and linguistic representation. 

20 Bruno Latour, Reassembling the Social: An Introduction to Actor-Network-Theory (Oxford University Press, 
2005). 

21 Bruno Latour, Science in Action: How to Follow Scientists and Engineers Through Society, (Harvard University 
Press, 1988). 
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This dissertation is divided into two major sections. The first half focuses on the 

discourse of intelligence analysts, and demonstrates that an in-depth analysis of key definitions 

and technical metaphors in intelligence agency documents can reveal the ontological and 

epistemological assumptions that intelligence analysts have about their methods and 

technologies. The second half presents the critical counterpoints of contemporary artists who 

have investigated and critiqued the surveillance state. 

Chapter 1: Informational Metaphors: The Mosaic Metaphor and the Problem of 

Representation discusses the importance of metaphors in technical practices using the theories of 

George Lakoff and Mark Johnson, Donald Schön and Philip Agre. Intelligence analysts 

commonly use informational metaphors that focus on information overload (haystacks, piles, the 

sea, a flood), isolation (silos, stovepipes, corridors), and the way that information is assembled 

(road maps, blueprints, puzzles, connect the dots, mosaics). This chapter focuses on the 

informational mosaic metaphor, arguably the most influential informational metaphor used by 

intelligence analysts, and centers on the assumptions inherent in the mosaic metaphor as well as 

its impact on intelligence gathering and analytical processes, including automated systems 

designed to analyze open source data. Critiques of representation from visual, cultural, and 

software studies are applied to the pictorial metaphor of the mosaic, social network diagrams, 

and surveillance software interfaces. The chapter concludes by considering why agencies may be 

resistant to disavowing the mosaic metaphor and the impact of alternative metaphors on the 

conception and practices of intelligence analysis. 

Chapter 2: Analytic Terminology, Epistemological Theories and Assumptions in 

Intelligence Analysis examines the definitions and uses of key terminology in the practice of 

intelligence analysis—data, information, intelligence, knowledge—which reveal epistemological 

14 



  

         

        

      

       

            

          

         

          

         

        

         

        

     

           

       

          

            

         

           

        

      

      

         

assumptions about this distinctive type of knowledge production. A Wittgensteinian and 

Latourian approach is adopted to study key analytical terms through their use in context. 

Although these key definitions lack clarity, some commonalities and epistemological 

assumptions emerge: analysts believe in the traditional Data-Information-Knowledge-Wisdom 

(DIKW) hierarchy, and regard data as raw, factual material that is processed to produce 

intelligence. In spite of a deep and widespread skepticism in the IC about theorizing about 

epistemology, there are some important examples of epistemological theories written by 

intelligence analysts. The second section of Chapter 2 examines and critiques several of these 

accounts, continuing with a Latourian or STS perspective. These essays corroborate the widely-

held epistemological assumptions found in an examination of word use by intelligence analysts: 

by-and-large, an inductive and empiricist epistemology predominates in the IC. The final section 

presents two critiques of empiricist epistemologies, which also constitute alternative approaches 

to developing an epistemology of intelligence analysis. Rob Kitchin’s data-driven science 

accounts for aspects of analytical practice that extend beyond the inductive, and Donald Schön’s 

epistemology of practice integrates critical reflection into practice, grounding developments in 

practice, rather than theory, to develop ways of knowing that are not dictated by inherited 

assumptions. It is to the extent that intelligence analysts have not worked through these 

epistemological assumptions that they will be susceptible to the beliefs and dominant 

epistemological shifts coming from other fields, such as data science and artificial intelligence. 

Chapter 3: Multiplicity, Relativity, and Counterinduction in Surveillance Art analyzes the 

work of seven post-Snowden surveillance artists who have responded to the secrecy of 

intelligence agencies by using leaked information and technical expertise to investigate 

surveillance techniques and technologies. Through in-depth interviews, this chapter continues the 

15 



  

              

         

         

            

           

     

          

         

             

            

           

        

           

             

           

         

          

          

        

        

        

 

use of STS and linguistic philosophy, as well as pragmatist philosophy, to frame a discussion of 

these artists’ contributions to critiquing and re-envisioning intelligence practices through critical 

technical practices. These surveillance artists use a counterinductive method, presenting 

alternative definitions and theories that diverge from those of intelligence analysts. These 

contrasting counterpoints provide a means to critically reflect upon, and call into question, the 

assumptions inherent in surveillance techniques and technologies. 

Chapter 4: Critical Technical Counter-Narratives of the Surveillance State continues an 

in-depth analysis of surveillance artists in contrast to intelligence analysts, focusing on their 

practices and metaphors. While these surveillance artists use the same kinds of data, information, 

methods, and technologies as intelligence analysts, and often share some of the same definitions, 

ontologies, and influences, they do so towards critical, intuitive ends. As such, the practices, 

theories, metaphors, and artifacts produced by these seven artists are qualitatively distinct from 

those of intelligence practitioners. The seven post-Snowden surveillance artists are a model of 

Agre’s critical technical practice. They replicate aspects of the surveillance state in order to open 

it up to analysis and contestation. Because of their reflexive practices, which are open to 

disparate disciplines, methods, and worldviews, these artists are able to construct counter-

narratives to habitual ways of thinking. In their artistic projects, alternative theories and 

metaphors, they represent the surveillance state in ways that account for complexities, 

multiplicities, ambiguities, aesthetics, and politics—dimensions that are absent from 

authoritative accounts produced by the intelligence community. These critical technical counter-

narratives reveal the impact and limitations of representation on surveillance practices and 

technologies. 
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Each chapter takes a different approach to analyzing the practices of intelligence analysts 

and technologies of the surveillance state, whether focusing on informational metaphors and the 

impact of representation on conceptions of analytical practices, analyzing key analytical 

terminology and accompanying epistemological assumptions, or analyzing the theories and 

practices of artists who have investigated the surveillance state and provide alternative ways of 

being and knowing. This combination of disparate methods produces a wealth of information 

about intelligence techniques and technologies by focusing on previously unconsidered or 

unnoticed information while simultaneously affording the contrast necessary to think critically 

about the established ideas of the intelligence community. 

An examination of informational metaphors used by intelligence analysts to describe the 

analytical process—putting together jigsaw puzzles, connecting the dots, building a mosaic— 

reveals that these representations contain ontological assumptions about data: data are seen as 

raw, factual entities that correspond directly to things in the world, as indexical traces that 

contain no judgment. The mosaic metaphor, arguably the most influential informational 

metaphor used by intelligence analysts, is underpinned by several assumptions, including: that 

there is a complete and unchanging picture, and that pieces that indexically represent aspects of 

that picture exist, can be found, assembled, and superimposed to predict the future. The mosaic 

metaphor, like all metaphors, is meant to help manage complexity. Ironically, it contributes to 

information overload by compelling analysts to collect and combine the pieces of the mosaic to 

see a complete picture. The mosaic metaphor is a rich example of how representations can have 

unintended consequences. 

An investigation of terminological usage and epistemological theories in the IC reveals 

persistent assumptions and omissions. Analysts generally disavow the philosophical and 
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metaphysical aspects of their practice, which confines them to the narrow realm of empirical 

metaphysics and prevents them from articulating an epistemological methodology of their 

practice. Characterizing analysis as scientific rather than philosophical may leave deductive (and 

other forms) of reasoning unacknowledged and underdeveloped, despite their centrality to 

intelligence analysis. This makes analysts susceptible to dominant epistemological shifts and 

arguments coming from other fields, like data science and artificial intelligence, that bring their 

own sets of assumptions. Assumptions can have serious implications in the context of mass 

surveillance and judgments about threats to national security. 

An analysis of the theories, practices, and findings of seven contemporary artists who 

have investigated and critiqued the surveillance state reveals that there are many ways to expand 

and re-imagine the representations of intelligence practices. These creative practitioners show us 

what technical reflexivity can look like: questioning and critiquing received assumptions; 

defining terminology and developing knowledge through practice; integrating a wide range of 

disciplines, methods, and worldviews. Through their practice-based critiques, artists 

investigating the surveillance state provide epistemological, ontological, and metaphorical 

alternatives to the singular, dominant narrative of the IC. 

If ontological and epistemological assumptions are left unconsidered in intelligence 

practices, they will not only continue to be perpetuated, but will continue to become further 

embedded in technological processes, where they will remain hidden. Representations of the 

surveillance state, whether they take the form of metaphors, social network diagrams, linguistic 

definitions, artistic projects, or even this dissertation, are always limited: they necessarily hone in 

on certain aspects of a technique or technology at the expense of others. This research takes 

some of the first steps towards a critical reading of intelligence documents, applying the tools of 
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visual studies to the visual and linguistic representations of intelligence agencies to generate 

information in its scarcity, and to render intelligence practices visible. 
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PART I: 

LINGUISTIC AND VISUAL REPRESENTATION IN INTELLIGENCE ANALYSIS 
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CHAPTER 1 

INFORMATIONAL METAPHORS: 

THE MOSAIC METAPHOR AND THE PROBLEM OF REPRESENTATION 

Intelligence agencies withhold more information than they release and validate this practice on the 

grounds of the state secrets privilege. This privilege has been founded on the notion of the 

informational mosaic. The state secrets privilege leads to a scarcity of information being available 

to the public about intelligence agency practices. One technique that can be used to analyze the 

limited sources of information we do have access to, whether that information is leaked or released 

through Freedom of Information Act (FOIA) requests or lawsuits, is to look more closely at the 

metaphors used by intelligence analysts to describe their practices. Metaphors reveal ontologies 

and structuring assumptions, and they determine how problems are both perceived of and solved 

in technical practices like intelligence analysis. We can learn a lot about intelligence agencies by 

analyzing the metaphors they use to represent their daily practice. 
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Information Metaphors in Intelligence Gathering 

Intelligence analysts use many metaphors to describe and understand their technical work. These 

metaphors come to play a role in that work. Intelligence agents focus so much on data and 

information in their daily practices that they have developed at least a dozen metaphors to describe 

various salient aspects of how they relate to it; an indication of both the significance of data and 

information and their central role in intelligence practices.22 Informational metaphors commonly 

used by intelligence analysts include: haystacks, piles, the sea, a flood, silos, stovepipes and 

corridors, connect the dots and jigsaw puzzles, road maps, blueprints and mosaics. These 

metaphors can be grouped into three major categories, focusing on: too much information, isolated 

information, and the process of assembling information, or the analytical process. The mosaic 

metaphor is arguably the most influential and far reaching metaphor used by intelligence agents. 

There has been a significant amount of research done on the impact of the mosaic theory on FOIA 

law, but this research focuses mainly on its impact in intelligence analysis. 

This chapter begins by providing examples of informational metaphors used in intelligence 

gathering, focusing first on metaphors concerning too much and isolated information before 

shifting to discuss metaphors regarding the analytical process. It articulates the concerns that are 

revealed by information metaphors and the ontology that intelligence agents have when they 

conceive of information as discrete entities. It discusses the importance of metaphors in technical 

practices using the theories of George Lakoff and Mark Johnson, Donald Schön and Philip Agre. 

The chapter hones in on the informational mosaic metaphor, arguably the most influential of the 

twelve informational metaphors, and focuses on the assumptions inherent in the mosaic metaphor 

22 In this chapter, I am not making a clear distinction between data and information because intelligence analysts 
tend to use these words interchangeably. This will be discussed at length in Chapter 2. 
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as well as its impact on intelligence gathering and analysis processes, including automated systems 

designed to analyze open source data. The highly visual nature of intelligence analysis is discussed 

in terms of critiques of representation, including the visual metaphor of the mosaic, static images 

of social network diagrams, and surveillance software interfaces. The chapter concludes with an 

exploration of alternative informational metaphors, forms of representation that would change not 

only how intelligence analysis is conceived of, but also how it is practiced. 

Too Much Information 

Information as Haystacks and Piles 

In a 2009 RAND article prepared for the Department of Homeland Security addressing the “The 

Challenge of Domestic Intelligence in a Free Society,” the authors use the needle-in-a-haystack 

metaphor, arguing that “initially at least, computers and not people will be the ones sifting and 

sorting through the haystacks of personal information looking for needles relevant to security.”23 

In a technical monograph that explains the software currently available to law enforcement and 

intelligence agencies for large-scale, automated information processing, former intelligence 

contractor Stephen E. Arnold explains that the predictive analytics company “Aveshka says that 

its flagship system Candor can find the “right needles in the haystack” of digital information.”24 

There is even a data analytics company called Haystax that processes massive amounts of data, 

23 Martin C. Libicki and David R. Howell, “Privacy and Civil Liberties Protections in a New Domestic Intelligence 
Agency,” in The Challenge of Domestic Intelligence in a Free Society: A Multidisciplinary Look at the Creation of a 
U.S. Domestic Counterterrorism Intelligence Agency, (RAND, 2009), 156. 

24 Stephen E. Arnold, CyberOSINT: Next Generation Information Access: Law Enforcement, Security and 
Intelligence Edition, (Louisville, Kentucky: Arnold Information Technology, 2015), 42. 
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automating the decision making process and producing data visualizations to help agents find 

patterns that they could not see on their own. Relatedly, in her 2013 ethnographic analysis of the 

National Counter Terrorism Center (NCTC), Bridget Rose Nolan quoted an intelligence analyst 

expressing how much information they have to deal with on a daily basis, who stated, “Oh god, 

piles of email.”25 

Information as a Sublime Body of Water 

Too much information is often described by agents as a large and sublime body of water: the sea, 

a flood, a tidal wave. In a 2004 LexisNexis white paper describing data services offered to 

intelligence agencies, an NSA ‘Former Head of Research’ is quoted as saying: 

we in the NSA are encountering problems with the flood of information that people (in the 
outside world) won’t see for a generation or two. We’ve been into the future and we’ve 
seen the problems of a tidal wave of data [emphasis mine].26 

An article written by Steven C. Mercado, senior analyst and linguist in the Director of National 

Intelligence Open Source Center, about the significance of Open Source Intelligence (OSINT) to 

the analytical process, entitled “Sailing the Sea of OSINT in the Information Age,” argues that 

“the Intelligence Community needs to build a better ship to sail the sea of open sources.”27 

Mercado uses fishing analogies, arguing that we need more people to “navigate the waters and 

25 Bridget Rose Nolan, “Information Sharing and Collaboration in the United States Intelligence Community: An 
Ethnographic Study of the National Counterterrorism Center,” (PhD diss., University of Pennsylvania, 2013), 32. 

26 LexisNexis White Paper, LexisNexis Offers Enterprise Data Fusion to Government Agencies to Meet National 
Security Challenges: Data Integration Platform Offers Immediate Solution for Large Scale Disparate Data 
Challenges. 

27 Steven C. Mercado, (2004) “Sailing the Seas of OSINT in the Information Age,” Studies in Intelligence, 48.3: 54. 

24 
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harvest the catch.”28 He concludes by emphasizing the size of the sea of OSINT, stating that 

the sea of open sources is arguably as large as that of covert communications, so one could 
argue that there should be as many open source officers surfing the Web as there are signals 
intelligence officers breaking secure communications.29 

In Nolan’s 2013 NCTC ethnography, a CIA analyst reportedly complained, “It’s just a sea of red 

[new] emails in my inbox. The Red Sea! Or I should say, the Unread Sea.”30 

Along with the metaphor of an overwhelmingly massive, sublime body of water comes the 

fear of drowning in it. A CIA veteran interviewed by Nolan stated, “in email, you might think, this 

piece of information should be sent to the entire DI [Directorate of Intelligence], just to be safe. 

But when everybody does that, it creates its own noise. And people drown in it.”31 In a leaked 

intranet column called the SIGINT Philosopher, an NSA agent stated, “We are drowning in 

information. And yet we know nothing. For sure.”32 

Isolated Information 

Silos, Stovepipes, Warehouses and Corridors 

Working in tandem with metaphors about too much information, the silos, stovepipes, warehouses 

and corridors of isolated information are associated with the inability to make sense of the data. A 

2005 workshop report authored by Gregory F. Treverton, then Acting Director of RAND 

28 Mercado, “Sailing the Seas,” 54. 

29 Ibid., 55. 

30 Nolan, “Information Sharing and Collaboration,” 26. 
31 Ibid., 22-23. 

32 National Security Agency. 2015. “Drowning in information,” 
https://firstlook.org/theintercept/document/2015/05/28/drowning-information/ (accessed April 8, 2017). 
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Corporation's Intelligence Policy Center, discusses how red-teaming, or the practice of viewing a 

problem from the perspective of an adversary or competitor, is more important than ever, and 

argues that: 

catch words suggest why this is so: information “corridors” and the fact that law 
enforcement is caught in its own “horizontal stovepipes” – i.e., cases. There needs to be a 
conceptual framework for examining these issues that must include a willingness to be 
open to new concepts and structures. 33 

Many ethnographic accounts of the intelligence community have discussed the significance of 

stove-piping. In Curing Analytic Pathologies: Pathways to Improved Intelligence Analysis, 

Jeffrey R. Cooper’s 2005 ethnographic account of the intelligence community, gathered from his 

research within several agencies, he argues that information: 

ownership inhibits sharing, cooperation, and collaboration. It has also encouraged 
‘stovepiping’ by collection discipline and the control of information by collectors through 
originator-control (ORCON) restrictions.34 

Nolan’s 2013 ethnography of the NCTC includes a description of the term “stove-piping” as a 

“jargon term” used by the intelligence agency to discuss “the relative isolation of the agencies’ 

databases.”35 Nolan cites a congressional study by the House of Representatives Permanent Select 

Committee on Intelligence in the 104th Congress, quoting that 

the most common criticism of the current collection management process, and one in which 
we concur, is that it is dominated by ‘stovepipes,’ i.e., types of collection that are managed 
so as to be largely distinct from one another.36 

Booz Allen Hamilton’s 2015 pamphlet entitled The Field Guide to Data Science, that reads 

33 Gregory F. Treverton, “Making Sense of Transnational Threats: Workshop Reports,” National Security Research 
Division, (RAND Corporation, 2005), 7. 

34 Jeffrey R. Cooper, Curing Analytic Pathologies: Pathways to Improved Intelligence Analysis, (Washington DC: 
The Center for the Study of Intelligence, 2005), 29. 

35 Nolan, “Information Sharing and Collaboration,” 37. 

36 Ibid. 
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more like promotional material than a textbook, describes the outdated and backward-looking 

model of Business Intelligence as dealing with “Warehoused and Siloed Data” whereas their more 

effective and contemporary analytical approach, which integrates techniques from Data Science, 

deals with “Distributed, Real Time Data.”37 Booz Allen states that: 

When organizations start out, they have Data Silos. At this stage, they have not carried out 
any broad Aggregate activities. They may not have a sense of all the data they have or the 
data they need. The decision to create a Data Science capability signals the transition into 
the Collect stage [emphasis in original].38 

The Collect stage is the first stage of entering into “Data Science Maturity” according to Booz 

Allen. It is a period of collecting various datasets which eventually leads to the agency becoming 

able to describe their data, discover hidden patterns, and ultimately predict the future and advise 

on decisions and outcomes. Data silos are characterized by Booz Allen as immature, undeveloped 

ways of dealing with data that prevent insights and progress. 

In another 2015 article written by Lieutenant Colonel Chandler P. Atwood, Chief of the 

Commander’s Action Group for the Deputy Chief of Staff for Intelligence, Surveillance, and 

Reconnaissance, Atwood argues that the Department of Defense should learn how to exploit Big 

Data more effectively, and warns that 

The DOD intelligence enterprise processing, exploitation, and dissemination (PED) 
systems and analysts cannot keep pace with the four Vs inherent in big data [variety, 
volume, velocity, and veracity] or continue to mitigate the tendency of each organizational 
entity to build stovepiped systems with poor interoperability overall.39 

37 Booz Allen Hamilton, The Field Guide to Data Science, (2015), 23. 

38 Booz Allen Hamilton, The Field Guide to Data Science, 37. 

39 Chandler P. Atwood (April 01, 2015) “Activity-Based Intelligence: Revolutionizing Military Intelligence 
Analysis,” Joint Force Quarterly 77, National Defense University Press, 25. 
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Too Much, Isolated Information 

Metaphors that describe large quantities of information reveal the extent to which agents feel 

unable to manage all the data. Isolated information metaphors reflect the concerns that intelligence 

agents have about making sure that they are sharing enough information within the intelligence 

community. Leaked documents and ethnographic reports show that intelligence agents are afraid 

that they may not be sharing enough information with one another, and yet they simultaneously 

feel that they are drowning in too much information, and struggling to make meaning out of 

noise.40 This “collect it all” and “share it all” approach has resulted in the accumulation of more 

information than can be processed by human agents, leading to the perception of a need for 

automated processing, or what are sometimes referred to as “next generation information access” 

(NGIA) systems, to algorithmically process the massive troves of data they have collected, with 

the belief that software will find patterns that human analysts cannot perceive. The fear of not 

collecting or sharing enough data emerged following the intelligence failures of 9/11. In response, 

the National Counter Terrorism Center (NCTC) was set up to ensure that information would be 

shared widely across the intelligence community. 

The mandate to collect the infinite totality of ‘all’ information has produced a state of the 

sublime for agents who need to form definitive conclusions in order to prevent disasters. The 

metaphor of seas of information, especially, lends itself to interpretation in terms of the Kantian 

mathematical sublime, which facilitates a feeling of the ability to comprehend the infinite in the 

40 See Jeffrey R. Cooper’s Curing Analytic Pathologies: Pathways to Improved Intelligence Analysis from 2005, or 
Bridget Rose Nolan’s “Information Sharing and Collaboration in the United States Intelligence Community: An 
Ethnographic Study of the National Counterterrorism Center” from 2013, for two sources describing this situation. 
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face of something so large as to be rationally incomprehensible.41 Agents see their work as 

navigating a massive sea of open source information, the main source of Big Data mined by 

intelligence agencies. Constantly battling the risk of drowning in too much information and noise, 

agents need to feel a sense of rationalizing power over an incomprehensibly large natural 

phenomenon. This fear has led agencies to attempt to mathematically survey massive bodies of 

information to find anomalous needles in haystacks. The attempt to share entire seas of information 

across agencies has unsurprisingly, ended up compounding the problem of information overload. 

Assembling Information 

Shifting now to a focus on the analytical process, agents and those who describe them 

journalistically, ethnographically, and legally, characterize intelligence practices metaphorically 

as: drawing blueprints, constructing a road map, connecting the dots, putting together jigsaw 

puzzles and building mosaics. What follows is a series of examples of each of these metaphors 

with an emphasis on the history, uses and critiques of the mosaic metaphor. Despite the frequent 

use of mosaic metaphor interchangeably with the puzzle metaphor, the two figures of speech will 

be distinguished. 

Blueprints, Road Maps, Connect the Dots 

The blueprint and road map metaphors are often used by intelligence agencies against adversaries. 

In a 1982 book chapter entitled “The Freedom of Information Act -- Changes Needed,” the FBI 

41 Immanuel Kant, “A. On the Mathematically Sublime, §25 Explication of the Term Sublime,” in Critique of 
Judgment, trans. Werner S. Pluhar (Indianapolis: Hackett Publishing Co., 1987), 248-250. 
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states that “information now being released can form a blueprint of the Bureau's investigative 

operations and techniques.”42 Similarly, in David E. Pozen’s thorough analysis of mosaic theory 

entitled “Mosaic Theory, National Security, and the Freedom of Information Act,” he explains the 

case of ACLU v. U.S. Department of Justice, where mosaic theory was used to defend against the 

public disclosure of information about the Foreign Intelligence Surveillance Act (FISA), which 

expanded the FBI’s power under Section 215 of the PATRIOT Act. The ACLU wanted to know 

how many FISA applications, which pertain to “the production of any tangible things” for 

terrorism investigations, had been filed by the FBI. They only sought the number of applications, 

and no other details (not content or dates). Using mosaic theory, the DOJ argued that the number 

of FISAs applied for could be combined: 

with the number of FISAs which have been authorized (a statistic which is publicly 
available), and the number of cases opened/closed per year, a database could be built with 
relative ease which would reveal a detailed road map of how the FBI conducts its 
investigations [emphasis mine].43 

The connect the dots metaphor can be found in national security reports and journalistic 

accounts. In a 2005 RAND research brief entitled “’Connecting the Dots’ in Intelligence Detecting 

Terrorist Threats in the Out-of-the-Ordinary,” so-called ‘dots’ of information are understood to be 

“atypical observations.”44 The article begins by explaining that RAND is following “a mandate to 

design new ways to “’connect the dots’ in intelligence.”45 They propose that agents look for “out-

42 The chapter was jointly written by the Research Unit of the Office of Congressional and Public Affairs and the 
Training and Research unit of the Records Management Division, and signed off by William H. Webster, Director 
of the FBI. 

43 David E. Pozen (2005) “The Mosaic Theory, National Security, and the Freedom of Information Act,” Yale Law 
Journal 115, 654. 

44 John S. Hollywood, Diane Snyder, Kenneth N. McKay, and John E. Boon, Jr., “’Connecting the Dots’ in 
Intelligence Detecting Terrorist Threats in the Out-of-the-Ordinary,” Research Brief, (RAND National Security 
Research Division, 2005), 1. 

45 Hollywood et al., “’Connecting the Dots’,” 1. 
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of-the ordinary signals” or “dots” in a pool of information, “search for other information related 

to the ‘dots’” finding “relationships between new and existing dots,” and finally, that agents must 

“create possible interpretations of what the linked dots mean” by “placing the dots into a larger 

context that would provide clues about their meaning.”46 In 2013, security analyst Bruce Schneier, 

well known for his important contributions in cryptography, computer security and privacy, 

responded to the use of the connect the dots metaphor in popular discourse surrounding the failure 

of intelligence agencies to prevent the Boston Bomber’s attack. Schneier cautioned about the 

metaphor leading to hindsight bias, arguing: 

we have no idea how many potential ‘dots’ the FBI, CIA, NSA and other agencies collect, 
but it's easily in the millions. It's easy to work backwards through the data and see all the 
obvious warning signs. But before a terrorist attack, when there are millions of dots -- some 
important but the vast majority unimportant -- uncovering plots is a lot harder.47 

Similarly, in Cooper’s ethnographic account of the intelligence community, he argues that the 

connect the dots metaphor, prevalent in public discussions about intelligence gathering, is 

‘perverse’ in the extent to which it masks the “true nature of the analyst’s challenges”: it assumes 

the dots exist, that it is clear which dots should be connected and the proper order in which to do 

so, and that the meaning of data is self-evident.48 

In ethnographic studies, however, there has been debate over whether or not intelligence 

agents themselves use the connect the dots metaphor. Mary Margaret Stalcup’s 2009 dissertation 

in the philosophy of medical ethnography, entitled Connecting the Dots: Intelligence and Law 

Enforcement Since 9/11, has as its central focus the use of the connect the dots metaphor in 

46 Hollywood et al., “’Connecting the Dots’,” 2. 

47 Bruce Schneier, “Why FBI and CIA Didn't Connect the Dots,” May 2, 2013, 
http://www.cnn.com/2013/05/02/opinion/schneier-boston-bombing/index.html (accessed April 8, 2017). 

48 Cooper, Curing Analytic Pathologies, 26. 

31 

http://www.cnn.com/2013/05/02/opinion/schneier-boston-bombing/index.html
https://self-evident.48
https://harder.47


  

           

       

      

         

         

         

                 

           

           

             

            

             

              

              

  

              

             

         

                                                
              

       
 

                 
          

 
            

   
 

      

intelligence gathering.49 Stalcup argues that the metaphor is a rhetorical strategy that was 

popularized by the 9/11 Commission Report. In the often-cited Report, the commission took the 

position that information sharing needed to be increased in the intelligence community, arguing 

that “the biggest impediment to all-source analysis—to a greater likelihood of connecting the 

dots—is the human or systemic resistance to sharing information.”50 Interestingly this combines 

two analogies, and implies that stovepiping hinders connecting the dots. Stalcup argues that the 

connect the dots metaphor can be seen in a 2003 Department of Defense report to congress about 

the Terrorism Information Awareness Program that reveals the DARPA belief that data-mining 

technologies “will allow for the identification of connected items of information from multiple 

sources and databases whose significance is not apparent until the connections are made.”51 In 

contrast to this, in Nolan’s 2013 NCTC ethnography, she takes the position that intelligence agents 

themselves do not use the connect the dot metaphor, arguing that many NCTC “analysts balk when 

reporters or politicians use the phrase ‘connecting the dots’ to refer to counterterrorism work, as 

though uncovering a terrorist plot were as simple as completing the activities on a child’s paper 

placemat.”52 

Whether used by the DoD, RAND, journalists or members of congress, in the connect the 

dots metaphor, the dots are seen as scattered, random pieces of ‘raw’ data and information, and 

agents join them together, making connections through the analytical process to reveal an image 

49 Mary Margaret Stalcup, Connecting the Dots: Intelligence and Law Enforcement Since 9/11, (PhD diss., 
University of California, San Francisco, 2009). 

50 Thomas H. Kean, and Lee Hamilton, The 9/11 Commission Report: Final Report of the National Commission on 
Terrorist Attacks Upon the United States. (Washington, D.C., 2004), 416. 

51 Department of Defense, "Report to Congress Regarding the Terrorism Information Awareness Program: Detailed 
Information," (2003), 7. 

52 Nolan, “Information Sharing and Collaboration,” 33. 
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that was always there, just hidden from view. This metaphor assumes that the evidence ‘speaks for 

itself’ and the order in which the dots should be connected will be clear to the analyst.53 Moreover, 

isolated information is understood to prevent the drawing of connections between dots, and data 

analytics are seen as a way to make connections that would not be possible to the unaided eye. 

The Mosaic Metaphor of Information 

While the mosaic metaphor is just one of many metaphors used by intelligence agents, it has had 

a significant impact on both law and intelligence gathering, and deserves special attention. As used 

by intelligence agencies and agents, the mosaic metaphor is the notion that combining seemingly 

insignificant pieces of information can lead to unforeseen insights or produce a damaging picture. 

Mosaic theory has shaped Freedom of Information Act law, limiting what is allowed to be 

discovered in pre-trial cases or made public in national security cases. In intelligence gathering, it 

has been used as a method to piece together FOIA files and as justification for mass incarceration 

and indefinite detention in order to gather information. 

In FOIA litigation, intelligence agencies withhold seemingly insignificant pieces of 

information to protect the secrecy of intelligence agencies: they have recurrently evoked the state 

secrets privilege on the basis of mosaic theory. The seminal mosaic theory case in FOIA law was 

US v. Marchetti (1972), when the government successfully sought to enforce a secrecy agreement 

so CIA agents could not publish classified information without consulting the CIA. While the 

phrase mosaic theory was not used in this case, its principles were evoked. The court deferred to 

the expertise of intelligence agencies stating: 

There is a practical reason for avoidance of judicial review of secrecy classifications. The 

53 Cooper, Curing Analytic Pathologies, 26. 
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significance of one item of information may frequently depend upon knowledge of many 
other items of information. What may seem trivial to the uninformed, may appear of great 
moment to one who has a broad view of the scene and may put the questioned item of 
information in its proper context. The courts, of course, are ill-equipped to become 
sufficiently steeped in foreign intelligence matters to serve effectively in the review of 
secrecy classifications in that area.54 

Six years after its first use in FOIA law, in Halkin v. Helms (1978), the mosaic theory was 

already connected with the computational capacity to aggregate large amounts of data. In this case, 

the Supreme Court denied the discovery request of Vietnam veterans who wanted to know if their 

international communications had been intercepted by the NSA. The basis for this denial was the 

state secrets privilege. The defendants, who included former members of the NSA, CIA, DIA, FBI, 

and USSS, argued: 

it requires little reflection to understand that the business of foreign intelligence gathering 
in this age of computer technology is more akin to the construction of a mosaic than it is 
to the management of a cloak and dagger affair. Thousands of bits and pieces of seemingly 
innocuous information can be analyzed and fitted into place to reveal with startling clarity 
how the unseen whole must operate.55 

Several FOIA cases later, in CIA v. Sims (1985) in which the CIA sued to block a FOIA 

request regarding information about MKULTRA, the Supreme Court ruled in favor of the CIA, 

setting a legal precedent allowing intelligence agencies to restrict access to information on the 

grounds that judges cannot see “the whole picture” and must acquiesce to intelligence agency 

expertise.56 In a thorough history of the mosaic theory as applied in FOIA law, David Pozen details 

how judges have consistently deferred to intelligence agencies to determine whether or not a 

document might contribute to a mosaic of information that would harm national security. Despite 

54 Pozen, “The Mosaic Theory,” 639. 

55 United States Court of Appeals, District of Columbia Circuit. 598 F.2d 1 (D.C. Cir. 1978). 

56 Christina E. Wells, “CIA v. Sims: Mosaic Theory and Government Attitude,” 58 Admin. L. Rev. 845, (2006): 
852. 
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the fact that “most judges consigned the mosaic theory to the realm of metaphor,” mosaic theory 

attained a privileged status under FOIA and has been applied in a manner that is ‘unfalsifiable’.57 

A significant amount of research has been conducted regarding mosaic theory as it pertains to 

FOIA law and 1st and 4th Amendment rights.58 The present research, however, focuses on how the 

mosaic metaphor has impacted intelligence gathering, affecting how agents understand their core 

practice; the analytical process. 

An early example of the mosaic metaphor as used in intelligence analysis began as a 

response to the post-Watergate FOIA amendments of 1974 that expanded the initial 1966 FOIA 

legislation—requiring prompt response times, reasonable fees, expedited trials, and clarifying 

exemptions59. FBI agents conducted Operation Mosaic to prove that public oversight of 

intelligence agencies was dangerous. In Op Mosaic, agents purportedly reviewed previously 

released FOIA files in an attempt to piece together information in a mosaic to reveal sensitive 

facts. The results have never been made public, but the FBI concluded that information in FOIA 

files could be pieced together in this manner. In 1981, then FBI Director William Webster, in a 

statement to the American Bar Association’s National Presidents, explained that: 

we ran a test called Operation Mosaic where we went back and reviewed materials that 
had already been released. The exemptions had been applied, and we only released what 
we thought was safe material. But, the problem is that seemingly innocuous information 
can be combined with other information released perhaps at a different time to yield a 
clue.60 

57 Pozen, “The Mosaic Theory,” 633. 

58 See Pozen 2005, Wells 2006, Ostrander 2011, Kerr 2012, Bellovin et al. 2014, Kugler and Strahilevitz 2016, 
among many others. 

59 Department of Justice, “1974 Amendments to the Freedom of Information Act,” 
https://www.justice.gov/oip/1974-amendments-freedom-information-act (accessed April 9, 2017). 

60 “Remarks by William H. Webster Director Federal Bureau of Investigation Before the National Conference of Bar 
Presidents,” American Bar Association (New Orleans, Louisiana August 8, 1981), 5. 
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Operation Mosaic, named as such before any conclusions were reached in the study, perfectly 

illustrated the definition of mosaic theory. Of course, there is no way to verify these findings 

because every FOIA request for documents pertaining to Operation Mosaic has been denied with 

“no responsive records.”61 With Op Mosaic, the FBI ultimately sought to implement “corrective 

measures” to the amendments to prevent disclosure. 

The mosaic metaphor has also been a basis for mass arrests and interrogations. In a 2012 

Vanity Fair article entitled “Guantánamo: An Oral History,” George Brent Mickum IV, Defense 

Attorney for three British residents who were detained by the CIA and sent to Guantánamo, 

explains that intelligence agents: 

had this “mosaic theory” of intelligence. In order to fill in the grid and get a better idea of 
who the enemy really was and how they were operating, they needed to conduct 
wholesale arrests and then find a place where they could interrogate these people. 
Guantánamo was never meant to be a prison. It was an interrogation facility. What they 
wanted to do is bring in people whom they could interrogate endlessly. And even if these 
individuals didn’t know they possessed legitimate information, the C.I.A., the F.B.I., the 
D.O.D. would be able to take information and fill in the mosaic.62 

Detainees are seen as vessels of information: mass arrests and indefinite detention are validated 

as ways to deal with information scarcity or incomplete information. With this logic, the 

possibility of finding useful information trumps human rights concerns. 

Internal Critiques of the Mosaic Metaphor 

There have been some internal critiques of the mosaic metaphor of intelligence gathering. An 

61 See the case of Ryan Noah Shapiro v. Department of Justice at The FOIA Project 
http://foiaproject.org/case_detail/?title=on&style=foia&case_id=30289 (accessed April 8, 2017), as well as my 
FOIA request via MuckRock https://www.muckrock.com/foi/united-states-of-america-10/operation-mosaic-26324/ 
(accessed April 8, 2017). 

62 Todd Purdum, “Guantánamo: An Oral History,” Vanity Fair, (January 11, 2012), 
http://www.vanityfair.com/news/2012/01/guantanamo-bay-oral-history-201201 (accessed April 8, 2017). 
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internal ethnography of the CIA conducted by Richards J. Heuer, Jr., himself a former CIA 

analyst, in 1999 critiques the mosaic metaphor for the ways it impacts an analyst’s understanding 

of their work, compelling them to collect many small pieces of ‘raw’ information in order to 

combine them to produce a complete picture. Heuer argues that the “understanding of the 

analytic process has been distorted by the mosaic metaphor commonly used to describe it.”63 He 

argues that the mosaic metaphor has led to an emphasis being placed on the amount of 

information collected rather than the process of forming the picture (or the analytical process), 

explaining that with this analogy, information collection and storage becomes centrally important 

because it is never clear what piece of information might fill in a blank. Heuer’s critique reveals 

some assumptions that intelligence analysts have: that there is a complete picture and if you can 

get enough data you will have a clear understanding of a situation. 

Heuer argues that the mosaic metaphor is “part of the rationale for large technical 

intelligence collection systems.”64 Hence the mosaic metaphor has contributed to the current 

collect-it-all mentality that is so prevalent in the intelligence gathering process and the 

subsequent construction of massive data retention centers. Because any piece of information 

could potentially be useful in a mosaic, it is necessary to collect it all. This desire to construct a 

‘complete’ picture drives the mass collection of data and produces information overload, which, 

in turn, leads agencies to automate the analytical process. 

Yet Heuer explains that analysts commonly find pieces that appear to fit in many 

different pictures. The information they have is ambiguous or ‘blurry’ at best. This contradicts 

the notion that analysts can construct a ‘complete’ picture. Heuer maintains that analysts 

63 Richards J. Heuer, Jr., Psychology of Intelligence Analysis (Center for the Study of Intelligence, CIA, 1999), 81. 

64 Heuer, Psychology of Intelligence Analysis, 81. 
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typically form a picture, or ‘mental model’ first and then select pieces to fit into it. He argues that 

accurate estimates depend at least as much on the mental model used in forming the 
picture as upon the number of pieces of the puzzle that have been collected.65 

Heuer’s internal critique of intelligence gathering practices reveals how the mosaic metaphor 

shapes both the conceptualization that agents have of their work and the actions taken by 

intelligence analysts and agencies to improve their practices. 

In another internal critique, it has been suggested that the mosaic metaphor is inferior to 

the puzzle metaphor. In Treverton’s RAND article from 2005, he adopts Heuer's critique of the 

mosaic metaphor, and then argues that the puzzle metaphor is more effective—yet he never 

explains the difference between the puzzle and mosaic metaphors. Treverton critiques the puzzle 

metaphor for assuming that intelligence agents do not impact the world that they analyze. A puzzle, 

he argues, assumes there is no interaction or agency on the part of the agents – but, he warns that: 

the ‘puzzle’ metaphor should not lead to the fallacy that U.S. actions do not matter with 
the threat of terrorism. In a real sense, we ‘co-create’ the threat with our enemies.66 

This interactive dimension of intelligence gathering—the influence that agents have on targets— 

is important to note and is absent from a conception of intelligence gathering that is based on the 

static notion of constructing a pre-existing image using bits of information, or reconstructing a 

static image by fitting pieces of a puzzle together. While Treverton nonetheless maintains that the 

puzzle metaphor is more effective than the mosaic metaphor in dealing with transnational issues, 

he admits they “always will have missing pieces.”67 

65 Heuer, Psychology of Intelligence Analysis, 82. 

66 Treverton, “Making Sense of Transnational Threats,” 1. 

67 Ibid. 
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Jigsaw Puzzles vs. Mosaics 

Treverton does not use any details to support his assertion that the metaphor of assembling jigsaw 

puzzles is more apt than mosaic building when it comes to intelligence practices. This superficial 

approach to the use of metaphors is also seen in the recurrent practice of using the puzzle and 

jigsaw metaphors interchangeably. This is exemplified in the 1980 D.C. Circuit case of Halperin 

v. CIA, when the court cautioned: 

We must take into account, however, that each individual piece of intelligence information, 
much like a piece of jigsaw puzzle, may aid in piecing together other bits of information 
even when the individual piece is not of obvious importance in itself. When combined with 
other small leads, the amount of a legal fee could well prove useful for identifying a covert 
transaction.68 

Similarly, in Heuer’s ethnography of the CIA (1999), he argued that: 

According to the mosaic theory of intelligence, small pieces of information are collected 
that, when put together like a mosaic or jigsaw puzzle, eventually enable analysts to 
perceive a clear picture of reality.69 

In these cases, the jigsaw puzzle metaphor is used to describe the mosaic metaphor. While they 

are often regarded as the same, or at least an interchangeable, process by those in the intelligence 

community, there are some key differences between the two approaches. 

As a form of image-making, the mosaic is generally understood to be “a picture or pattern 

produced by arranging together small colored pieces of hard material”70 and “once disassembled, 

a mosaic cannot be reassembled on the basis of the form of its individual pieces.”71 Mosaic-making 

68 Pozen, “The Mosaic Theory,” 640. 

69 Heuer, Psychology of Intelligence Analysis, 81. 

70 Oxford English Dictionary, “mosaic,” https://en.oxforddictionaries.com/definition/us/mosaic (accessed April 8, 
2017). 

71 Encyclopedia Britannica, “Mosaic: Art,” https://www.britannica.com/art/mosaic-art (accessed April 8, 2017). 
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uses discrete pieces of material that represent nothing when looked at as individual entities, but 

which become an integral part of the image when looked at as a whole, in the context of the other 

pieces. On the other hand, as a game and form of visual problem solving, a jigsaw puzzle is “any 

set of varied, irregularly shaped pieces that, when properly assembled, form a picture or map”72. 

They are named for the tool that can cut an image into intricate shapes to be reassembled. In terms 

of similarity, both jigsaw puzzles and mosaics revolve around the process of image-

making/assembling. But the similarities end there. 

In a jigsaw puzzle, the original image is typically created by someone other than the 

person attempting to piece it back together. This image is cut into one-of-a-kind pieces that are 

reassembled later as a form of entertainment or education (early jigsaws were used to teach 

geography). Jigsaw pieces are unique both in terms of shape and image and can only be placed in 

one particular location in the overall picture. They sometimes feature a complex portion of the 

image. Mosaic images, on the other hand, are determined by the artist who is constructing them. 

Mosaic pieces do not feature a unique portion of the overall image that can fit in only one 

location. The pieces are often interchangeable: they are not unique in shape or color and 

therefore can be fitted together in many different ways. The mosaic artist decides both what the 

image should be and how the interchangeable pieces will be assembled together. This 

characteristic of interchangeability is one place where the ‘information as mosaic pieces’ analogy 

breaks down: informational mosaics, as conceived of by the intelligence community, are 

constructed through a series of judgment calls and the pieces can be assembled in any number of 

ways, to completely different ends. This is one way in which the act of analyzing data and 

information and producing intelligence is more of an art form than a science. The constructed 

72 Encyclopedia Britannica, “Jigsaw Puzzle,” https://www.britannica.com/topic/jigsaw-puzzle (accessed April 8, 
2017). 

40 

https://www.britannica.com/topic/jigsaw-puzzle


  

               

                

          

          

             

               

            

           

             

          

 

 

     

 

          

            

           

          

             

            

      

   

nature of data will be elaborated on in Chapters 2 and 3, and the social construction of facts will 

be touched on in Chapters 3 and 4, but it is important to note here that the mosaic metaphor is 

founded on the notion that intelligence analysis begins with a collection of objective facts that, 

when assembled properly, can represent reality. There is room in the mosaic metaphor to 

encompass the ambiguity inherent in the process of building a mosaic, however, analysts tend to 

conceive of the pieces of the mosaic as something that is discovered in the world: data points are 

regarded as facts rather than constructions. It is also worth noting that the mosaic metaphor is a 

visual metaphor: the representations constructed through the process of building a mosaic are 

visual in nature. The analyst solves a visual problem and constructs a ‘picture’ of reality. 

Critiques of representation are therefore relevant to these practices and will be discussed at 

length below. 

The Ontology of Entities of Information 

The ontological basis of all of the information metaphors used by intelligence agents (especially 

the notions that ‘information is a mosaic’ and ‘intelligence gathering connects the dots’) rest on 

the premise that information is an entity. Applying the theoretical approach of cognitive linguist 

George Lakoff and Philosopher Mark Johnson in Metaphors We Live By, the notion that 

information is an entity is an ontological metaphor that sees information as a discrete object or 

individual piece, which allows it to be rationally understood as something that can be assembled, 

disassembled and reassembled as needed to produce intelligence. This rationalization facilitates 

information collection, decontextualization and recontextualization, the processing and 
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combining of information, and ultimately, the production of intelligence products, such as pre-

digested reports, that are provided to clients. 

There are many examples of intelligence analysts describing information as an entity, 

whether as a piece, a pile, a haystack, or a large body of water. In a 2005 FOIA lawsuit brought 

by political science Professor Larry Berman against the CIA for refusing to release two of 

Lyndon Johnson’s President’s Daily Briefings (PDB) from 1968, Terry N. Buroker, Directorate 

of Intelligence Information Review Officer of the CIA, repeatedly referred to information as 

pieces, for example stating that “one cannot determine the potential harm of a single piece of 

information merely by examining it out of context or even within a review of the document from 

which it comes.”73 Buroker also described these entities of information as pieces of a mosaic: 

“each edition of the PDB [President’s Daily Briefings] is a piece of a ‘mosaic’ of information 

reflecting the most sensitive, as well as the mundane, intelligence sources and methods employed 

by the CIA and the intelligence community over time.”74 Buroker conceives of information as 

discrete entities and the PDB as a complex pre-assembled piece of an informational mosaic. And 

he is not alone. As mentioned above, Nolan’s NCTC ethnography features an analyst stating: 

in email, you might think, this piece of information should be sent to the entire DI 
[Directorate of Intelligence], just to be safe. But when everybody does that, it creates its 
own noise. And people drown in it.75 

Here we see several conceptions of information simultaneously: information comes in pieces, 

excess information creates noise (coming out of information theory), and information / noise is a 

large body of water. 

73 Berman v. CIA CA#04-2699, The Declaration of Terry N Buroker, Directorate of Intelligence Information 
Review Officer, Central Intelligence Agency (1968), 18. 

74 Berman v. CIA, The Declaration of Terry N Buroker, 18. 

75 Nolan, “Information Sharing and Collaboration,” 22-23. 
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The conception of information as a discrete entity works well when information theory is 

applied as an engineering problem, where information (or signal) must be separated from noise. 

In the context of an engineering problem, the meaning of the information-as-signal is irrelevant, 

whereas in the context of intelligence analysis, interpreting and making meaning is central to the 

task. As discussed in Chapter 2, this ontology leads to contradictions in intelligence gathering, 

where meaning must be reinserted into the equation in order to produce intelligence out of 

discrete entities of decontextualized collected information. 

The Influence of Metaphors 

The influence of metaphors in language and technological practices has been studied extensively, 

most notably in the work of George Lakoff and Mark Johnson, Donald Schön, and Philip Agre. 

Of particular interest is Lakoff and Johnson’s analysis of metaphors as representations that 

structure concepts and actions, Schön’s notion of the generative metaphor and its role in problem 

setting, and Agre’s recognition of the value of technical metaphors tempered by concerns about 

their unconsidered neglect. These theories are easily applied to intelligence gathering and the 

mosaic metaphor. 

In Metaphors We Live By, cognitive linguist George Lakoff and philosopher Mark Johnson 

argue that metaphors pervasively structure our language, concepts and actions. Because metaphors 

facilitate “understanding and experiencing one kind of thing in terms of another,” the limits and 

ways in which these forms of analogous representation break down can be used to understand 

erroneous conceptions, revealed through language, that shape actions.76 Metaphors, like all forms 

76 George Lakoff and Mark Johnson, Metaphors We Live By (University of Chicago Press, 1980), 5. 
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of representation, are incomplete generalizations: they determine which features are perceived, 

highlighting certain aspects of a phenomena while omitting others. Metaphors help to manage 

complexity by facilitating a partial understanding of the phenomena. 

Donald Schön, philosopher and former professor of urban planning at MIT, coins the 

term ‘generative metaphor’, describing it as a particular kind of “SEEING-AS by which we gain 

new perspectives on the world.”77 Echoing Lakoff and Johnson’s position that metaphors are 

incomplete representations, Schön argues that generative metaphors shape the features that are 

perceived in a process. They are prompted by concrete experiences while someone is “immersed 

in experience of the phenomena,” giving rise to “new perceptions, explanations, and inventions,” 

in addition to shaping how problems are perceived and how they are solved.78 Schön describes 

the process of problem-setting in opposition to problem-solving: problem-setting pertains to the 

“ways in which we frame the purposes to be achieved” rather than the means by which to 

achieve those ends.79 Problem-setting occurs through a “complementary process of naming and 

framing”: people tell stories about difficult situations, explaining what needs to be fixed, and 

then they frame the problem, often using metaphors that determine the “directions of problem 

solving.”80 

Schön calls for reflection on the problem-setting process itself in order to consciously 

choose the frames we use to set problems. He contends that if we can ‘spell out’ the metaphors, 

we can find underlying assumptions and determine if they are appropriate or not. He maintains 

77 Donald A. Schön, “Generative metaphor: A Perspective on Problem-Setting in Social Policy” in Metaphor and 
Thought, ed. Andrew Ortony (Cambridge University Press, 1998), 138. 

78 Schön, “Generative metaphor,” 142. 

79 Ibid., 138. 

80 Ibid. 
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that our understanding of a phenomena described via generative metaphor will depend upon how 

well we understand the metaphor used to describe the phenomena, as well as how the metaphor 

causes us to “restructure our perceptions” of that phenomena.81 Again in resonance with Lakoff 

and Johnson’s position that metaphors manage complexity by facilitating an incomplete 

understanding, Schön warns that “problems are not given. They are constructed by human beings 

in their attempts to make sense of complex and troubling situations.”82 Schön’s solution to the 

problem of how generative metaphors shape problem-setting is to increase awareness of the 

generative metaphors that shape our perception, focusing on both the similarities and differences 

between the metaphor and the phenomena. Different and conflicting stories can help to make 

tacit metaphors more obvious. If there is a “multiplicity of conflicting stories” about a situation 

and each one has internal coherence but is incompatible with the others, this makes it clear that 

we are dealing with representation, rather than reality. [149] 

Building on the theories of Lakoff, Johnson and Schön, Philip Agre, former professor of 

information studies at UCLA, states that “a metaphor establishes an open-ended mapping from 

one discursive domain to another.”83 Agre cautions that metaphors should not be blamed solely 

for misunderstandings that arise in techno-scientific practices. He shares Schön’s sentiment that 

metaphors can be generative, and argues that they facilitate open-ended theoretical explanations, 

draw in new themes and pose new questions before a phenomenon is completely understood. 

When metaphors become generative within a particular discourse, they “facilitate[e] the 

elaboration of a scientific picture across a range of topics.”84 Yet Agre warns that practitioners 

81 Schön, “Generative metaphor,” 148. 

82 Ibid., 144. 

83 Philip E. Agre, Computation and Human Experience (Cambridge University Press, 1997), 34. 

84 Agre, Computation and Human Experience, 36. 
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must realize that metaphors are constructions with limitations: he insists that our concern should 

be the “unreflexive neglect of metaphors.”85 Technical metaphors, he maintains, arise from 

scientific intuition and do not summarize a philosophical insight, or explain the circumstances 

that allowed them to arise and develop. Using metaphors reflexively requires an awareness of 

their constructed nature: technical metaphors should be treated as “the result of a sustained 

conversation with the phenomena rather than an unproblematic relation of designation between 

discrete terms and discrete things.”86 Like Schön, Agre calls for sustained critical reflection on 

the practice of representation through metaphor. Metaphors that are not carefully chosen and 

considered, he insists, may have unintended consequences. 

Consistent in these theoretical accounts is the position that metaphors are incomplete 

representations that both limit and shape what is perceived in a given process. Metaphors help to 

manage complexity and inform the conceptualization of problems as well as the enactment of 

solutions. Intelligence agents are struggling with the problem of informational complexity and 

information overload, and the use of metaphors is a way to cope with complexity by delimiting 

what is included, omitted, highlighted and de-emphasized. Moreover, the metaphors borne out of 

analyst’s experience with this situation directly represent the problem of informational 

complexity and overload. 

Schön holds that technical metaphors are prompted by concrete experiences from people 

immersed in a process. Relatedly, Agre argues that technical metaphors arise from scientific 

intuition. We can see this process reflected in Cooper’s ethnographic analysis of the intelligence 

community where he found that non-rational forms of knowing are disavowed by the intelligence 

85 Agre, Computation and Human Experience, 36. 

86 Ibid., 35. 
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community. Cooper warns intelligence analysts that their narrow and mythologized way of 

thinking, which he refers to as ‘scientism’, “fails to recognize the important role of less ‘rational’ 

and less ‘scientific’ elements, such as imagination and intuition” in both scientific and 

intelligence practices (2005, 27). This misunderstanding of science lures analysts to “[demand] a 

false precision” of the intelligence process, and does not account for uncertainties.87 Analysis, 

Cooper argues “falls far short of being a ‘scientific method’.”88 While imagination and intuition 

are necessary to scientific developments and considered strengths in an artistic practice, they 

become liabilities in intelligence practices when they are not acknowledged. The judgments of an 

intelligence analyst are inferential and intuitive, they more like a creative act than a scientific 

method. As one would expect in an artistic or craft-based field, Cooper describes the social 

structure of the intelligence community as “guild-like” wherein members are recruited, trained, 

and inculcated into rituals and secret practices.89 

The mosaic metaphor can be read as a displacement of an artistic practice into the realm 

of intelligence analysis. Yet if the analytical process is more of an art form than a science, the 

mosaic metaphor of intelligence gathering may be apt, at least in characterizing the creative 

nature of intelligence production. To the extent that metaphors arise from practice-based 

scientific intuition, mosaic-building may be a more accurate representation of intelligence 

processes than the current shift that has been occurring in the intelligence community towards 

identifying with and using the methods of data science. The mosaic metaphor of intelligence 

gathering could make room for the acknowledgement of imagination and intuition in the 

87 Cooper, Curing Analytic Pathologies, 27. 

88 Ibid., 26. 

89 Ibid., 28. 
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analytical process, illustrating Agre’s position that metaphors provide the benefit of facilitating 

open-ended theories about phenomena that are not fully understood. In Cooper’s 2005 

ethnography, it was clear that agents were not completely clear on the nature of their own 

methodologies or analytic failures. Cooper argued that intelligence agencies lacked 

accountability or any kind of peer review process, had no “cumulative knowledge structures” to 

pass on foundational understandings to new agents, were processing too much information in 

short periods of time and then trusting intelligence reports produced under these conditions 

without any attempt to replicate findings or correct errors.90 These practices have continued, as 

corroborated in Nolan’s 2013 ethnography of the NCTC, where the agents’ “lack of knowledge 

ranged from relatively small matters, such as figuring out the correct form to complete, to larger 

matters, such as knowledge of one’s own job description or the goals of the larger 

organization.”91 Nolan explains that the NCTC adopted many bureaucratic procedures from the 

CIA, and agents felt that “management sometimes used this lack of clarity between agencies as 

an excuse not to fund training opportunities.”92 This lack of emphasis on understanding one’s job 

and providing adequate training, not only does not sound like a scientific enterprise, but sounds 

like the prime conditions for the unreflexive neglect of metaphors. 

To this point, Cooper explains that the intelligence community is “not normally self-

reflective” and usually avoidant of “deep self-examination.”93 All three theories of metaphor 

stress the importance of thinking critically through the implications of metaphors in technical 

practices. Lakoff and Johnson argue that metaphors pervasively structure concepts and actions, 

90 Cooper, Curing Analytic Pathologies, 28-39. 

91 Nolan, “Information Sharing and Collaboration,” 30. 

92 Ibid., 31. 

93 Cooper, Curing Analytic Pathologies, 6. 
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and Schön urges technicians to consciously choose the frames they use to set problems. Agre 

maintains that metaphors themselves do not reveal the circumstances that allowed them to 

develop and flourish. This mystifying quality of metaphors requires an ongoing conversation 

with the phenomena rather than the perpetuation of assumptions about the one-to-one relation 

between language and phenomena. The conceptions that intelligence analysts have of their 

practice, and the language they use to describe it and to validate these practices needs to 

continuously respond to new phenomena as it develops. 

In addition to originating from a concrete, immersive experience, metaphors need to be 

continually assessed and adapted when limitations are found that prevent the representation of 

important aspects of a given process. It is promising to see internal critiques of the mosaic 

metaphor, but this could be taken much further. Simply switching out a puzzle metaphor for the 

mosaic metaphor amounts to a superficial critique of what are ultimately fairly similar metaphors 

about image construction. This approach does not constitute an ongoing self-reflexive analysis of 

the role of metaphors in technical practice. The mosaic metaphor may have some beneficial 

properties, like allowing for the creative and intuitive dimensions of analysis to be acknowledged 

and simplifying a complex process in a field that does not appear to have an effective system for 

to passing foundational knowledge on to new analysts; yet there are many drawbacks to 

continuing to use the mosaic metaphor of intelligence gathering and processing. 

Any initial open-endedness of the mosaic metaphor necessarily shifts into a bounded 

conception of information, social networks, and intelligence gathering and processing techniques 

once it becomes embedded in a technological solution, such as an automated intelligence 

processing system. This ossification of the mosaic metaphor no longer leads to new fertile 

exchanges across fields, but starts to prevent intelligence agencies, analysts, politicians, 
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journalists and the public from a deep and dynamic understanding of information, social relations 

and conceptions of how to analyze threats. Agre argues that metaphors can help to elaborate 

scientific pictures across topics. To the extent that these pictures move out of the specialized 

realm of science and into the public sphere, they can lead to erroneous understandings for 

journalists, politicians, and the public when they leave out important aspects of a technical 

process. Schön argues that a multiplicity of stories in conflict with one another allows it to 

become clear that a metaphor is just a representation. Typically, the stories being told by and 

about intelligence agencies feature no incongruity with one another because they all emanate 

from official accounts. Leaked information and documents released through FOIA requests and 

lawsuits can help to provide insights that would not be granted by the agencies on their own, and 

begin to allow for oversight on these processes, including the analysis of metaphors that structure 

concepts and actions. To prevent unreflexive neglect and the dissemination of inaccurate 

representations, metaphors should be continuously reconsidered and changed when limitations 

prevent the representation of important aspects of a phenomenon. 

Metaphors chosen by intelligence analysts are clearly ways for them to deal with an 

overwhelming sense of informational complexity and quantity. Intelligence agents, in their 

militaristic command and control mindset, take problems and solutions that are defined for them 

by the Directorate of Intelligence as givens, rather than independently engaging in problem-

setting. One example is the NCTC directive to share more information in the face of information 

overload. Agents follow this directive despite the fact that it is overwhelming for them to enact 

in practice. Ironically, while metaphors help to manage complexity, the mosaic metaphor 

contributes to information overload by compelling analysts to collect all the pieces. Once agents 

see information as pieces of a mosaic, they know that they need to collect all of the pieces and 
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combine them properly to see the complete picture. 

The information-as-mosaic metaphor has unique properties and transports assumptions 

into the complex process of intelligence analysis, shaping the practice of intelligence gathering 

and analysis. Assumptions in this metaphor include the notion that there is a picture, that it is 

complete and unchanging, that pieces that indexically represent aspects of the picture exist, can 

all be found, and can be assembled with at least some amount of certainty. While it seems that 

agents should be able to recognize that the mosaic metaphor is a construction, these 

constructions become much harder to see once they are embedded in the basic organizing 

structures of the field and its technologies. To follow Schön’s recommendation, to deeply 

understand how metaphors describe a phenomenon in ways that restructure our perception, the 

next section will undertake an analysis of i2 Analyst’s Notebook, a widely used system for 

automating intelligence analysis, and will describe the ways that the mosaic metaphor figures 

into its form and function. 

Analysts Notebook: The Mosaic Metaphor Embedded 

IBM's i2 Analyst's Notebook is a prime example of the impact that the mosaic metaphor has had 

on technologically-based intelligence gathering and processing practices. First developed in 1990 

by a physics student at Cambridge University, i2 is an intelligence platform that collects, 

processes and archives both structured and unstructured data. By 2002, i2 was the most 

commonly used intelligence platform by security, law enforcement and intelligence agencies. It 

had over 2000 customers when it was acquired by IBM in 2011.94 In 2013, it was described as 

94 Arnold, CyberOSINT, 73. 
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“the standard for network analysis in UK law enforcement.”95 

i2 Analyst’s Notebook automates the visual evaluation of social networks and is designed 

to produce images of networks that investigators can print by exporting to PDF, or to hang on the 

wall. In a monograph detailing automated open source intelligence (OSINT) processing 

technologies currently available for security, law enforcement and intelligence agencies, former 

Halliburton and Booz Allen Hamilton agent Stephen E. Arnold explains that i2 designed it’s social 

network diagrams “to allow an investigative team to print our [sic] a visualization and tape it to 

the wall of the team’s secure work area.”96 IBM explains that “reporting functions, such as export 

and print, provide quick ways of getting important information from the Intelligence Portal.”97 

Exporting and printing snapshots of social networks is how this information is shared and 

disseminated in law enforcement and intelligence agencies, and is an essential function of the 

software. The software embodies and promotes the assumption that human networks remain, at 

least partially, static over time.98 

Software engineer Patrick Seidler and retired Police Inspector Rick Adderley, writing 

about criminal network analysis through data-mining techniques from intelligence agencies used 

by law enforcement, stress that current intelligence processing technologies (as of 2013) 

represent only static, rather than dynamic, social networks. While agents may know how a 

particular network has changed over time, due to “arrests, drop-outs, additions or changes in 

individual roles at different times,” the technology does not reflect the dynamic nature of social 

95 Patrick Seidler and Rick Adderley, “Criminal Network Analysis Inside Law Enforcement Agencies: A Data-
Mining System Approach Under the National Intelligence Model,” International Journal of Police Science & 
Management 15:4, 329. 

96 Arnold, CyberOSINT, 73. 

97 IBM Software, “IBM i2 Intelligence Analysis Platform,” White Paper, 11. 

98 Seidler and Adderley, “Criminal Network Analysis,” 334. 
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relationships, but only “static or hierarchical graph representation.”99 The nature of this output 

reflects one of the assumptions embedded within the mosaic metaphor: that information is static, 

the mosaic is set in stone, the pieces fit together to construct an unchanging image. i2 Analyst’s 

Notebook is IBMs solution to the problem of informational complexity that is fostered, at least in 

part, by the use of the mosaic metaphor, with its focus on collecting enough data to piece 

together a legible picture. It is unsurprising, then, that assumptions from the mosaic metaphor 

would find their way into the automating software that intelligence agencies have been using to 

deal with information overload. 

Representing social networks as static can make it difficult to determine who to include 

or exclude from a network, especially as they change over time. Seidler and Adderley contend 

that the static representations used by police and intelligence analysts 

ignore the fact that roles and significance of offenders and parts of the network may 
change over time, conducting analysis on the aggregate of all information. This approach 
makes it difficult to decide who to include or exclude in the graph and at what degree of 
freedom, and to automatically identify those individuals or groups who could be 
targeted.100 

Using software that promotes the notion of static relationships leads to the problem that once 

someone is seen as a target, it becomes difficult to change this impression and conclude that the 

target is actually innocent, despite empirical evidence to the contrary. 

It is important to note that while this automating software does not reflect the dynamic 

nature of human relationships, it does reflect the hierarchical, command and control structure of 

intelligence agencies. Alfred Rolington, the CEO of Janes Information Group, which provides 

defense and security intelligence and analysis, critiques the intelligence community’s 

99 Seidler and Adderley, “Criminal Network Analysis,” 332. 

100 Ibid., 332-333. 
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hierarchical bureaucratic structure and calls for an updated networked approach to intelligence 

work. The static, hierarchical nature of the social network snapshots from Analyst’s Notebook 

seem to betray more about the nature of intelligence agencies than they do about the targets of 

their investigation. 

A Problem of Representation 

As we have seen through both the visual metaphor of the informational mosaic and static images 

of social network diagrams, the process of interpreting visual representations is central to the 

work of intelligence analysts. We can add to this list surveillance software interfaces, which can 

be regarded as spatio-temporal frames where data and information in the form of images, text, 

icons and other media are recontextualized and arranged to make meaning. Because intelligence 

analysts interpret visual representations to investigate social relations, they are faced with the 

problems that artists, art historians, and cultural theorists have been dealing with for decades. In 

order to analyze the processes of visual problem solving employed by intelligence analysts, I 

turn to critiques derived from visual studies, art history, semiotics, and software studies, which 

provide tools to interpret visual artifacts and analyze how images and the arrangement of data-

objects creates meaning. Critiques that apply to filmic and digital photography as well as other 

forms of visual representation can facilitate a different reading of images produced by 

surveillance systems and a method for understanding the process of visual interpretation that 

occurs in intelligence analysis. 
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Snapshots as Icons and Indexes 

In “The Index and the Algorithm,” Braxton Soderman focuses on “the relationship between the 

digital image, indexicality, and the computer program,” considering “the digital image and its 

manipulation as a possible semiotic marker of an algorithmic expression or computational 

process.”101 Soderman looks to Charles Sanders Peirce, the first to separate signs into the 

tripartite classification of index, icon, and symbol. Whereas symbols and signs are not connected 

with an object, an index directly is: symbols carry meaning through convention (e.g., words); 

icons resemble what they signify (e.g., diagrams and drawings); and indexes are materially 

connected to what they represent (e.g., footprints or smoke). Soderman approaches his object of 

analysis through the semiotic basis of Peirce, characterizing filmic photography as an “indexical 

sign” because it is a hybrid of an icon and an index: “it resembles its object” and is a trace of 

light falling on emulsions.102 Digital images, on the other hand, represent a break from 

indexicality because they translate “continuous light into discrete data sets”—the analog into the 

digital, voltage into “symbolic data”—and therefore can be fabricated without directly 

referencing the material world.103 With digital images, indexicality shifts from the realm of 

optics—capturing resemblances via traces of light—to “computational execution”; this leads 

Soderman to argue that digital images are an index of an algorithm, rather than of objects in the 

world.104 Digital images are “forced to appear according to the execution of the program” 

indicating a physical connection between the algorithm (object) and the image (sign) that is 

101 Braxton Soderman, “The Index and the Algorithm,” differences 18, no. 1 (2007): 156. 

102 Soderman, “The Index and the Algorithm,” 157. 

103 Ibid., 158. 

104 Ibid., 161. 
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mediated by symbols (code).105 Whereas photographic indexes reference perceptual objects in 

the world, Soderman concludes that “digital images, as indexical signs, can refer to conceptual 

objects (computer programs or algorithmic processes),” which are both written in symbols and 

executed through material computer components.106 

In light of Soderman’s argument, rooted in Pierce’s tripartite classification of signs, 

images of social networks produced by surveillance software—which translate data into visual 

diagrams that are meant to increase analysts’ access to that data—may be more accurately 

described as icons of social networks and indexes of surveillance algorithms, rather than indexes 

of social behavior. These diagrams are used to speculate on and predict hidden connections or 

indications of threats, but as the product of black-boxed “smart algorithms,”107 which constitute 

the conceptual object of the representation, they are disconnected from the agencies’ actual 

object of interest: individual actions and intentions. Surveillance software algorithms perform 

calculations on symbolic representations of social behavior and intentions (e.g., collected data 

that includes metadata and written online communications), making it twice removed from the 

intended social object. As such, the digital images of social networks used by intelligence 

analysts should not be mistaken as clear indications of behavior, but rather, regarded as iconic 

images produced by computer algorithms that have an ambiguous connection to their supposed 

object of analysis. 

While the social network diagram may most aptly be described as an index of an 

algorithm, intelligence analysts still regard the data that comprises these diagrams as indexes of 

105 Soderman, “The Index and the Algorithm,” 163. 

106 Ibid., 164. 

107 IBM Analytics, “IBM i2 Intelligence Analysis Portfolio Overview,” 
https://www.youtube.com/watch?v=EIFu_oUiaBY (accessed April 10, 2017). 
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the real. Because of this, there are some ways in which the social network diagram operates on 

the logic of the photograph. Dynamic social relations are regarded as imprinted from the world, 

turned into snapshots, frozen in time, the past is rendered visually present for analysis. The logic 

of the filmic photograph, as an indexical trace of the world and therefore evidence of an activity, 

exists in the notion of ‘raw’ data that intelligence analysts conceive of as the material basis for 

social network diagrams.108 We can see this in the surveillance software used by intelligence 

agencies, which routinely process massive amounts of structured and unstructured data, derived 

from both private and public sources, including: financial, medical, professional and academic 

records, transactional data, search queries, emails, texts, telephony metadata, geographic 

information system (GIS) data, public records, social media posts (Facebook, Instagram, Twitter, 

etc.), websites and blogs, news articles, video, audio, images, and the list goes on. In many ways, 

this data is previously processed and formatted prior to being analyzed. The act of translating and 

capturing an activity from the world into digital data to be stored in a database already involves 

formatting and processing, for example. However, despite the amount of processing that happens 

to disparate streams of data by the time they get to an analyst, in the case of i2 Analyst’s 

Notebook, IBM describes that data as ‘raw’, as if it is in a natural state that corresponds 

transparently to its object of representation, social behaviors. In an IBM software white paper 

about social network analysis (SNA), they explain that after processing the data in IBM’s i2, 

agents can: 

Normalize Results to adjust the calculations and display them as percentages in the 
Results table. If you turn off this option, no adjustment is made to the calculations and 
results are displayed as raw data [emphasis mine].109 

108 The notion of ‘raw’ data is discussed extensively in Chapter 2. 

109 IBM Software, “IBM i2 Analyst’s Notebook Social Network Analysis,” 10. 
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Data is regarded as an imprint or index of the world, unadulterated, unprocessed, and tied to the 

real. 

The indexical photograph manifests an important relationship to time and space that can 

be applied to social network diagrams. Art historian Rosalind Krauss describes the logic of the 

photograph by reference to the Duchampian readymade, which is similar to the photograph in the 

sense that it transposes an “object from the continuum of reality into the fixed condition of the 

art-image by a moment of isolation, or selection.”110 Similarly, Roland Barthes discusses how 

photographs have a “spatial immediacy and temporal anteriority.”111 As a selection of a past 

moment in time, a photograph encapsulates an instant and renders it amenable to circulation and 

reproduction. Mary Anne Doane argues that as an index, a photograph can “be detached and 

circulated, repeated without perceptible difference from its original time and place.”112 The 

snapshot effect of photography, which creates a detachable entity that retains a material 

connection to its object from a past point in time, aligns with intelligence analysts’ notions of 

‘raw’ data that is visualized in social network diagrams and which can be used to construct a 

complete picture. 

The photograph's indexical status, as a direct imprint of a moment from the past, is 

central to its classification as evidence. For Barthes, photographs are “messages without a code”: 

they present evidence of what happened by virtue of “having-been-there.”113 Walter Benjamin 

provides historical context for this conception of photographs, explaining that around 1900, with 

110 Rosalind Krauss, “Notes on the Index: Seventies Art in America,” October 3 (Spring, 1977), 78. 

111 Roland Barthes, “Rhetoric of the Image,” Image, Music, Text, trans. Stephen Heath (New York: Hill and Wang, 
1977): 44. 

112 Mary Ann Doane, “Indexicality: Trace and Sign: Introduction,” differences 18, no. 1 (2007): 2. 

113 Barthes, “Rhetoric of the Image,” 44-45. 
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Eugène Atget’s photographic documentation of Paris, photography came to be seen as “standard 

evidence for historical occurrences.”114 Photographic truth verification takes the form of 

documentation of a moment in the past, imprinted as it happened and preserved for the present, 

as visual empirical evidence available for scrutiny. The notion that data are indexical traces that 

constitute evidence can be seen when intelligence analysts use social network diagrams to 

investigate social relations: they observe static snapshots to find social connections, the empirical 

status of visualized data is regarded as self-evident. 

There are complications in how photographs communicate their indexicality, however. 

Doane argues that “in the trace, things speak themselves; they are not spoken.”115 This aspect of 

indexicality is central to intelligence analysts conceptions of Big Data: the belief that if you can 

process enough data, they will ‘speak for themselves’,116 underpins software programs like i2 

Analyst’s Notebook, which purports to “uncover hidden connections and patterns in data.”117 

Wendy Chun argues that the ability of surveillance software to combine disparate and seemingly 

insignificant bits of data and information (like a mosaic) in order to make “the invisible visible” 

is precisely what allows this software to extend surveillance power and invade privacy.118 

Against the notion that a trace can speak for itself, Krauss contends that the photograph is instead 

a ‘mute index’ that requires the accompaniment of text, or captions, to be ‘articulated’.119 Again, 

114 Walter Benjamin, “The Work of Art in the Age of Mechanical Reproduction,” In: Illuminations, ed. Hannah 
Arendt, trans. Harry Zohn, from the 1935 essay (New York: Schocken Books, 1969): 8. 

115 Doane, “Indexicality,” 3. 

116 The belief that data can ‘speak for themselves’ is discussed at length in Chapter 2. 

117 IBM i2 Analyst’s Notebook, https://www.ibm.com/us-en/marketplace/analysts-notebook (accessed December 21, 
2018). 

118 Wendy Hui Kyong Chun, “On Software, or the Persistence of Visual Knowledge,” Grey Room 18 (Winter 2004): 
45. 

119 Rosalind Krauss, “Notes on the Index: Seventies Art in America. Part 2.” October 4 (Autumn, 1977): 16. 
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Benjamin provides historical context, this time for the use of photographic captions, explaining 

that they arose once the photographs-as-evidence of the early 1900s “acquire[d] a hidden 

political significance,” which led picture magazines to “put up signposts” to provide viewers 

with “directives” for how to look at, and interpret, these politicized images.120 

Just like images in a magazine, the interpretation of images and data-objects arranged in 

the spatio-temporal frame of surveillance software interfaces are impacted by captions. John 

Berger, in Ways of Seeing, describes the impact of text on an image using the example of Van 

Gogh’s Wheatfield with Crows. At first, the viewer sees only an image of the painting. Upon 

turning the page, they are presented with the same image, accompanied now by one sentence: 

“This is the last picture Van Gogh painted before he killed himself.”121 The text has altered the 

image: it can be read, or interpreted, differently because of this collocation and arrangement. 

Like a sentence describing a painting, analysts’ interpretations of threats to national security are 

shaped by the arrangement of text, icons, and images presented in an OSINT interface. And like 

the early picture magazines that Benjamin observed using captions to shape the viewer’s 

interpretation of images-as-evidence, OSINT interfaces feature labels and captions in the form of 

keywords, analyst reviews, and predictions from machine learning classifiers, which act as 

signposts directing analysts to interpret data-objects in different ways. The impact of captions on 

how photographs are ‘read’ indicates the degree to which photographs, and data, do not speak for 

themselves, even if they may have an indexical connection to that which they represent. 

The artistic strategies of recontextualization and juxtaposition can be used to understand 

the visual meaning produced by surveillance software interfaces, as well. Recontextualization 

120 Benjamin, “The Work of Art,” 8. 

121 John Berger, Ways of Seeing (London: Penguin Press, 1973): 28. 
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involves situating an image or object in a different context, changing its meaning via its 

“relationship to pictures, symbols, or texts with which it is not usually associated.”122 

Juxtaposition similarly emphasizes different characteristics by placing two or more images, 

objects, or texts next to one another, so that “the meaning of an image is changed according to 

what one sees immediately beside it or what comes immediately after it.”123 Data coming into 

automating intelligence processing software is decontextualized, processed and then 

recontextualized in the program as it is visually displayed in the interface. The interpretation of 

images and data-objects in surveillance software interfaces can be shaped by the arrangement of 

elements on the screen. In an OSINT interface, for example, an analyst sees social media posts in 

the context of other posts, some of which are threatening and some of which are not. Visual 

contrasts and resonances between different social media posts, which have been brought together 

in a watchlist, could impact how an analyst interprets a given post. 

Data and Images as Evidence 

While images like social network diagrams and data-objects within surveillance interfaces 

operate on the logic of the filmic photograph—they are regarded as indexical traces of behavior 

and events, resulting in images-as-evidence that are seen to speak for themselves, rather than 

being spoken for through captions or impacted by arrangements—they are, at a material level, 

not film-based but digital images comprised of stored data. As such, it is worth returning to a 

consideration of the notion of digital data and images as indexes or evidence. Despite 

122 Olivia Gude, “Postmodern Principles: In Search of a 21st Century Art Education,” Art Education 57.1 (January 
2004): 9. 

123 Berger, Ways of Seeing, 29. 
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intelligence analysts’ conception of data as an indexical trace, there are many ways that data can 

be manipulated and falsified. 

The shift from filmic to digital photography brought with it concerns that photography 

had lost its indexical status and its “credibility as a trace of the real” as it became less 

immediately connected to its referent and easier to manipulate.124 Soderman argues that digital 

images relinquish indexicality because they require the translation of light into data and can be 

fabricated without reference to the material world. However, as we have already seen, filmic 

photography always had a complex relationship to claims of truth and documentation, prior to 

digitization. Its openness to interpretation, shaped by captions, indicated its manipulability in 

relation to its supposedly direct referent: what is perceived in a photograph can shift depending 

upon the juxtaposition of linguistic and visual signifiers. But the material conditions of the 

photographic process produced a tenuous relationship between the filmic photograph and its 

object of reference, as well. Louis Daguerre’s Boulevard du Temple (1838), for example, did not 

capture moving figures in the photographic process due to the amount of time it took to burn a 

trace of their presence onto the film; so an early photo of Paris during the busiest part of the day 

appeared to feature only two people—those who stood still long enough to be captured. This 

empty depiction of Paris is not an entirely accurate representation of that which appeared before 

the camera. Photographers quickly realized that they could manipulate their images to make 

them more impactful or aesthetically pleasing, and could even fabricate events that never took 

place. The practice was so common that the Metropolitan Museum devoted an entire exhibition 

to photo manipulation prior to the digital age entitled Faking It: Manipulated Photography 

124 Doane, “Indexicality,” 1. 
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Before Photoshop.125 Through processes such as photomontage, multiple exposures, combination 

printing, overpainting, and retouching, photographers produced optical illusions, calling in to 

question the empirical status of the photograph. Popular American landscape photographer Ansel 

Adams summarized the constructed nature of photography succinctly when he said, “You don’t 

take a photograph, you make it.”126And yet, despite all of this, filmic photography, due to its 

degree of indexical connectivity to its object of representation, came to be regarded as 

evidentiary. 

The appeal of photography’s indexical connection to the real, with its attendant empirical 

status, continues into the digital age. Doane contends that in photography “the digital has not 

annihilated the logic of the photochemical, but incorporated it.”127 For Doane, this can be seen in 

the photographic documentation of horrors and atrocities, which “point to the persistence and 

strength of an indexical imaginary even in the realm of digital photography.”128 This desire for, 

and anxiety regarding the loss of, an indexical connection to the real led to a crisis of 

representation in discourses about artistic production, and brought with it questions about 

medium-specificity: filmic photography had freed painting from the restraints of representation, 

but if the digital photograph lost its correspondence with its referent, its ontological status as 

documentary evidence would be lost. In the context of intelligence analysis, the desire to 

accumulate empirical, indexical evidence of events and behaviors may be tied to anxieties about 

125 The Metropolitan Museum, First Major Exhibition Devoted to History of Manipulated Photography Before 
Digital Age Opens at Metropolitan Museum, October 11, 2012—January 27, 2013: 
http://www.metmuseum.org/press/exhibitions/2012/faking-it (accessed December 21, 2018). 

126 Charles S. Johnson Jr, Science for the curious photographer: an introduction to the science of photography. 
Focal Press, 2017, 1. 

127 Doane, “Indexicality,” 5. 

128 Ibid. 

63 

http://www.metmuseum.org/press/exhibitions/2012/faking-it


  

              

             

               

           

       

          

         

            

           

          

             

           

             

               

               

           

            

             

          

             

         

              

             

the ability to make meaning out of noise: analysts want to believe, or are led to believe, that 

through the use of Big Data analytics software, they will be able to see that which is hidden in 

the noise, a complete picture of the world that can speak for itself. This belief persists despite the 

potential for data manipulation or the plurality of interpretations that can be generated about 

images, data, and information arranged in an interface. 

Most importantly, like both filmic and digital photography, data is not necessarily 

indexically connected to that which it represents. The data that individuals emit from networked 

devices, just like light reflecting off of a surface and onto light-sensitive emulsions, can be 

manipulated at various places in the process of capture. Metadata can be manipulated, IP 

addresses can be spoofed, pseudonymous identities can be constructed, locational data can be 

impacted by the presence of tall buildings, the shifting of satellites, or the location of cell towers. 

In 2011, Malte Spitz, a Green Party politician in Germany, sued to have Deutsche Telecom 

provide him with six months of his cellphone metadata that was gathered from August 2009 to 

February 2010. Once the data was plotted on a map, it became clear how much of his movements 

had been captured: when he slept, when he walked, rode in a car or flew on a plane. But the data 

itself may not be entirely accurate. Julian Oliver’s Border Bumping, described as a “dislocative 

media” project from 2012, shows that cell phone tower connectivity can shift across borders 

depending on where cell towers are located—at times making it appear that you are in an entirely 

different country. The locational data could be corroborated with information found in public 

sources like social media posts, but that data can also be manipulated. In Art for Spooks, artists 

Adriana Knouf and Claudia Pederson manipulate metadata by inserting false GPS coordinates 

and text from NSA materials into the metadata of images that participants upload to social media 

sites. All of these artists reveal how easy it is to manipulate data, and call its accuracy and 
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indexicality into question. 

Compounding the problem that data do not necessarily connect in a direct way to their 

objects of reference is the fact that intelligence analysts use data from the past to predict events 

in the future. Like a photograph, collected data is always a selection from the past. This selection 

process makes it incomplete: just as a photograph is cropped, some data is selected for capture. 

Something is always left out of the frame when you take a photograph or when you choose what 

data to gather or arrange. Intelligence agencies capture data from the past with the belief that 

patterns that emerge will indicate future trends. Analyzing data after an event occurs can create 

the problem of hindsight bias—believing that something was obvious all along because you can 

‘see it’ after the fact—as Schneier explained in his critique of the connect the dots metaphor. In 

the case of a terrorist attack, if you know the perpetrator and the tragic ending and can gather 

data that seems to indicate how events unfolded over time, warning signs can seem as if they 

were self-evident. Attempting to predict the future behaviors of other individuals and groups by 

mapping seemingly self-evident signs of threats can lead to false positives. The process of taking 

data from the past, or an image from the past, and projecting it onto the future necessarily results 

in a displacement of data patterns from one point in time and place onto another. In this process 

of recontextualization, or superimposition, unique and idiosyncratic qualities from one situation 

may be assumed to map onto that of another, in a risky process of generalization. It is as if 

intelligence agencies are engaging in a kind of projection mapping, projecting their own notions 

of hierarchy, static traces of reality that make complexity easier to grasp, and supposedly 

predicting the future by analyzing the past and superimposing conclusions from one individual, 

group, or situation onto another. 
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Generating Alternative Metaphors 

In addition to critiques of visual representation, which provide a basis to understand the logic of 

images-as-evidence and the factors that affect interpretation, we can also look at intelligence 

practices through the representational lens of new metaphors to bring to light the assumptions, 

strengths, and limitations inherent in the dominant metaphors used by intelligence analysts, to 

further understand their practices. Agre argues that technical language, which is “used to 

investigate phenomena in the world by assimilating them to mathematics—is unavoidably 

metaphorical.”129 Mosaic theory has been connected to the computational aggregation of data for 

decades, and intelligence gathering and analysis has only become more mathematically-oriented 

over time as algorithmic systems are regarded as the solution to information overload. If 

metaphors are indeed necessary in the technical and increasingly mathematically-oriented 

practices of intelligence gathering and analysis, they must be carefully chosen and attended to. 

Agre warns that when constructing new technical metaphors: 

The point…is not simply to substitute new metaphors for old metaphors, but to employ 
the new metaphors with a reflexively critical awareness of the role that metaphors play in 
technical work.130 

As we have seen, metaphors play a central role in shaping the analyst’s conception of their 

practice as well as solutions for development. Alternative metaphors, borne out of a sustained 

critical reflection on both the process of intelligence analysis and the creation of metaphors, have 

been suggested, although these metaphors do not seem to have been seriously considered by the 

intelligence community, much less employed. 

129 Philip E. Agre, Computation and Human Experience, 27. 

130 Agre, Computation and Human Experience, 28. 
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In his critique of the connect the dots metaphor, Schneier proposed replacing it with that 

of the random dot stereogram. He suggests that: 

rather than thinking of intelligence as a simple connect-the-dots picture, think of it as a 
million unnumbered pictures superimposed on top of each other. Or a random-dot 
stereogram.131 

Schneier explains that the connect the dots metaphor was widely used after 9/11 and became 

popular again after the Underwear Bomber's failed attack in 2009. But the problem, he explains, 

echoing the theories of Schön and Agre, is that focusing on such an inapt metaphor only increases 

the likelihood of implementing useless reforms.132 The stereogram metaphor, on the other hand, 

represents the difficulty of interpreting millions of data points, where there is no clear way to 

connect the points to one another, especially when most of the data is noise or an “unintelligible 

mess of dots.”133 Schneier cautions that more data does not fix this problem, but only compounds 

it, a problem that has been exacerbated by the mosaic metaphor. 

The random dot stereogram metaphor could expand the conception of intelligence 

gathering and analysis to encompass the role of computation, complexity, randomness, noise, and 

parallax. Stereogram images are made with computer algorithms, which could highlight the 

computational process by which analysts receive massive quantities of pre-processed data from 

automating software. Incorporating mathematical randomness into the process of image 

construction and perception could benefit the representation of analytical practices that have been 

moving increasingly towards the practices of data science, trying to predict the future through data 

analytics. The random dot stereogram metaphor could help to provide analysts room to consider 

131 Schneier, “Why FBI and CIA Didn't Connect the Dots.” 

132 Ibid. 

133 Ibid. 
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how some data points, even though they may fall together, may not relate in any causal way to the 

target of analysis. The metaphor may enable agents to consider the old scientific adage that 

correlation does not prove causation, while considering the central role of noise in the process of 

intercepting information. In the stereogram, the focus is on the process of seeing as much as it is 

on building an image from random data points, so it could help to place an increased emphasis on 

the act of interpretation. Random dot stereograms require that the viewer let go of focusing on 

particular connections and instead see the big picture. Dots in these complex images cannot be 

fixated on, observation requires looking through statistical noise to see images buried in random 

noise. Parallax becomes a consideration in this analogy, where the position of the stereogram 

viewer can impact their ability to perceive the images. Incorporating parallax into a metaphor of 

the analytical process could help agents to see the interrelationship between the data they collect 

and their own vantage point. 

Yet this process of image construction does not centrally include any kind of interaction 

between the analyst and the targets, so it does not account for the role of the agent in shaping 

events as they unfold. While the random dot stereogram gives the illusion of three dimensions, as 

trompe-l’oeil paintings have done since the Renaissance, stereograms still remain two-

dimensional images. This metaphor also continues to assume that prior to the analyst seeing 

through noisy data, as much data as possible must be collected, and that there is still a ‘correct’ 

placement of data points that will allow the agent to see the image. Moreover, the metaphor still 

assumes that there is a complete picture beneath all of the noise, and that with the right technique 

or technology the analyst will cut through the noise and perceive the threat, making the invisible 

visible. These orientations are very similar to those offered by the mosaic and connect the dots 

metaphors. 
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Like Schneier, Jeffrey Cooper is highly skeptical of the connect the dots metaphor that is 

so prevalent in public discussions about intelligence gathering. Cooper’s critique is informed by 

his embedded research at several intelligence agencies. His solution is to devise a way to 

continue the use of the jigsaw puzzle metaphor, by building complexity and uncertainty into the 

process. He frames it with a narrative: 

perhaps a more appropriate model might be that of a guest at a resort hotel who, on a 
rainy afternoon, wanders into the game room and finds a box holding a large number of 
jigsaw puzzle pieces. As the cover of the box is missing, there is no picture to guide him 
in reconstructing the puzzle, nor is there any assurance that all the pieces are there. 
Indeed, when he discovers that there are several other empty puzzle boxes on a shelf, it is 
not even clear that all the pieces in the box belong to the same puzzle. Reconstructing the 
puzzle in this example is a far different and more difficult challenge than linking 
numbered dots, where the outline of the image is reasonably apparent.134 

In this metaphorical narrative, it is not clear what the image is, so the analyst’s role in generating 

the image or mental model of the situation is central to the process of solving the puzzle. This 

scenario does not allow for a neat, clean solution: some puzzle pieces might be missing, pieces 

may not be relevant to completing the image, there may be several unrelated images to figure out 

and reconstruct. In this way, randomness and noise is factored into the ‘entities of information’ 

that the analyst is attempting to assemble. Cooper’s metaphor represents a lot of uncertainty and 

complexity, which allows the processes of deduction, induction, and visual problem solving to 

take center stage. 

An alternative to the mosaic metaphor that does not remain in the realm of the visual was 

proposed by Heuer in his 1999 ethnography of the CIA. Despite its robustness, it also appears to 

never have been adopted. In place of the mosaic metaphor, Heuer put forth the metaphor of the 

‘medical diagnosis’, where the analyst is analogous to a doctor and the analytical process is 

characterized as diagnostic rather than collection-oriented. In Heuer’s generative metaphor: 

134 Cooper, Curing Analytic Pathologies, 26. 
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The doctor observes indicators (symptoms) of what is happening, uses his or her 
specialized knowledge of how the body works to develop hypotheses that might explain 
these observations, conducts tests to collect additional information to evaluate the 
hypotheses, then makes a diagnosis. This medical analogy focuses attention on the ability 
to identify and evaluate all plausible hypotheses. Collection is focused narrowly on 
information that will help to discriminate the relative probability of alternate 
hypothesis.135 

Heuer reasons that the medical diagnosis metaphor emphasizes the intuitive process of analysis 

rather than the collection of data. His proposed metaphor retains the positive qualities of the 

mosaic metaphor—acknowledging the role of intuition in intelligence analysis—while shedding 

the assumption that gathering more data is somehow the solution to resolving information 

overload. Another positive aspect of the diagnosis metaphor is that it moves away from two-

dimensional and static pictorial metaphors and into the complex realm of bodily health, allowing 

for the conception of the analytical process as one that requires an analysis of interrelated 

systems and functions between the patient’s body and environment(s) as well as the impact of 

diagnoses and treatments. It focuses on hypothesis building and testing, an indispensable part of 

the scientific method that is omitted in the artistically-oriented mosaic metaphor and, as we can 

see in ethnographic studies, appears to be lacking in the practices of intelligence agents. 

Comparing the analysis of social networks and individual behavior to the complex interrelated 

system of a physical body within particular environments would allow intelligence analysts to 

think beyond the ontology of pieces of information and begin to encompass holistic 

interrelationships between different individuals and groups that change over time, and which are 

also directly influenced by the doctor’s diagnosis and interventions. This metaphorical shift 

would move intelligence analysis into the realm of systems theory from the realm of aesthetics 

and data collection. The medical diagnosis metaphor implies that second opinions are built into 

135 Heuer, Psychology of Intelligence Analysis, 82. 
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the process, as specialist and generalist doctors work in tandem with one another to ensure the 

health of the patient. Intelligence analysis, conceived of in this way, is a significant shift from the 

notion of an isolated analyst building an image. 

These alternative metaphors of intelligence analysis are thought-provoking: they 

carefully highlight salient characteristics of the analytical process while self-consciously shaping 

the analytical process in different directions. Despite these alternatives, as well as many internal 

and external critiques of the metaphors currently in use by intelligence analysts, an improved 

metaphorical construct has not yet emerged. 

Conclusions 

Through various critiques of representation—both metaphorical and visual—it becomes clear 

how representation can impact the way that intelligence analysis is conceived of and can give 

rise to different sets of practices. Analyzing metaphors used by intelligence agencies can reveal 

foundational assumptions in techniques and technologies, including how thoughts and actions are 

structured, how practices are understood, the functions that are built into technologies, and how 

problems are perceived and solved. The mosaic metaphor has had the biggest impact of the 

twelve informational metaphors used by intelligence analysts. It has shaped FOIA law, severely 

limiting the possibility of oversight of intelligence agencies by the public and the courts. It has 

shaped how intelligence analysts conceive of their analytical practice, the problems they try to 

solve, and the direction of technological developments as big social data analysis is automated. 

The mosaic metaphor has some potentially positive characteristics, including allowing 

agents to deal with informational complexity and phenomena not yet fully understood, 
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acknowledging the role of the agent in the production of conceptual models (images), as well as 

the role of creativity, intuition, and interpretation in the analytical process. Aside from its 

acknowledgement of the role of the agent in situational image construction, however, the mosaic 

metaphor presumes no influence or interaction on the part of the agent. Even worse, under the 

static and hierarchical notion of networks influenced by the mosaic theory, once you end up on a 

list, or as a target, it will be difficult for agencies to change this conception. The difficulty of 

being removed from a watchlist has been widely reported,136 but some of the reasons why it is 

hard for agencies to change their conceptions of targets become clear when we analyze how they 

conceive of and use data and information—whether it is mass collection and storage, mass 

incarceration and indefinite detention, analyzing old data, piecing it together and projecting it 

into the future, or printing snapshots of networks from the past. All of these approaches are 

underpinned by the logic of the mosaic metaphor: the belief that static data from the past remains 

relevant to current social networks, the belief that a detainee may not realize the value of the 

seemingly insignificant information they have, the belief that if agencies can collect enough 

information they can piece together a complete picture or superimpose that image to predict the 

future. Ironically, the use of metaphors like the mosaic, which help to manage informational 

complexity, have led to an exacerbation of information overload rather than more clarity. 

If intelligence agencies continue to use the pictorial metaphor of the mosaic and to 

visually analyze images and data-objects in surveillance software interfaces, critiques of 

representation will continue to facilitate a nuanced understanding of intelligence analysis. If new 

technical metaphors encompass the effect an analyst has on their targets, the dynamic nature of 

136 For one example, see Spencer Ackerman’s Guardian article “How the US's Terrorism Watchlists Work – and 
How You Could End Up on One,” 
https://www.theguardian.com/world/2014/jul/24/us-terrorism-watchlist-work-no-fly-list (accessed April 9, 2017). 
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social networks, the tenuous connection between data and real world referents, the importance of 

peer review and second opinions, and the process of hypothesis building, rather than focusing 

primarily on the collection and analysis of massive amounts of data, intelligence agencies may 

begin to place less value in mass data collection and the automated processing of big social data 

and move to a more rigorous approach to intelligence analysis that features critical self-

reflection, oversight, and accountability—characteristics which are currently lacking in all 

accounts of the culture of the intelligence community. 

Government agencies may be resistant to publicly disavowing the mosaic metaphor 

because of the changes it could effect in FOIA law. Government agencies have relied upon the 

mosaic theory to prevent the disclosure of national security matters and to curtail public and 

judicial oversight. It is frequently used to withhold seemingly insignificant pieces of information 

from members of the public and the oversight of judges. If the mosaic metaphor is found to be an 

ineffective way to characterize intelligence practices, it could result in the discrediting of the 

secretive findings of Operation Mosaic and the argument that judges cannot see the ‘whole 

picture’ and do not have the authority to adjudicate the release of seemingly innocuous 

information. Reconsidering the mosaic metaphor, and replacing it with an alternative, may 

prevent intelligence agencies from validating mass surveillance, mass incarceration, and 

indefinite detention, and may lead to an increase in judicial oversight of these secretive 

intelligence practices. If the mosaic metaphor comes to be regarded as ineffective and 

problematic, this could open up new legal avenues by which to pursue information previously 

withheld on the basis of this metaphor. 
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Philip Agre warned that “predictable forms of trouble will beset any technical community 

that supposes its language to be precise and formally well defined.”137 We can already see some 

failures that have been caused by the mosaic metaphor’s structuring assumptions: mass data 

collection has increased the problem of information overload, causing innocent people to be put 

on watchlists while obvious threats go unnoticed. The automatic mindset of command and 

control and a desire for indexicality prevents analysts from reflecting on the overwhelming 

complexities of their practice, including the uncertainties of data representation and the 

messiness of visual interpretation. While the mosaic metaphor has the potential to represent the 

creative aspects of intelligence analysis, it has not been used in this way: instead, the mosaic 

metaphor has led to mass surveillance, information overload, and a belief in the ability of Big 

Data analytics to find hidden meaning. Agents themselves seem aware of these problems, if only 

intuitively, building the sublime into their metaphors with notions of being overwhelmed with 

impossible tasks, like Caspar David Friedrich’s Wanderer Above the Sea of Fog, attempting to 

make meaning out of an incomprehensibly massive sea of information, and hoping that new 

technologies can cut through the fog of noise to render the invisible visible. 

137 Agre, Computation and Human Experience, 27. 
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CHAPTER 2 

ANALYTIC TERMINOLOGY, EPISTEMOLOGICAL THEORIES AND 

ASSUMPTIONS IN INTELLIGENCE ANALYSIS 

Just as an analysis of informational metaphors revealed intelligence agents’ ontological 

assumptions about information, an examination of the definitions and uses of key terminology in 

the practice of intelligence analysis—data, information, intelligence—can reveal epistemological 

assumptions about this distinctive type of knowledge production.138 Some theorists have argued 

that these terms have no definitive definitions. This possibility will be explored in the first 

section of this chapter via an examination of the uses of data, information and intelligence within 

the IC but also in fields that are intimately related with analysis, as well as those that could 

provide tools for investigating terminological usage. Key analytical terms will be studied through 

their use in context. Although these technical terms lack clarity, some commonalities and 

epistemological assumptions emerge: analysts believe in the traditional data-information-

138 A definitional analysis could also reveal ontological assumptions, but this research will focus only on the 
epistemological. 
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knowledge hierarchy, and regard data as raw, factual material that is processed to produce 

intelligence. 

In spite of a deep and widespread skepticism in the IC about theorizing about analytic 

epistemology, there are some important examples of epistemological theories written by 

intelligence analysts. The second section of this chapter will examine and critique several such 

accounts. These essays corroborate the widely-held epistemological assumptions found via an 

examination of word use by intelligence analysts: by-and-large, an inductive and empiricist 

epistemology predominates in the IC. 

The final section of this chapter will present two critiques of empiricist epistemologies, 

which also constitute alternative approaches to developing an epistemology of intelligence 

analysis. Rob Kitchin’s data-driven science accounts for aspects of analytical practice that extend 

beyond the inductive, and Donald Schön’s epistemology of practice integrates critical reflection 

into practice, grounding developments in practice, rather than theory, to develop ways of 

knowing that are not dictated by inherited assumptions. 

Data and Information: Related Fields and Possible Methods 

Epistemological assumptions can be found in intelligence agents’ definitions of data and 

information. These terms are central to the practice of intelligence analysis: how these terms are 

conceived of and the corresponding epistemological assumptions they contain are built into the 

techniques and technologies used by intelligence agents. Despite the significance of these terms 

to the practice of intelligence agency work, they often lack clarity, are used interchangeably, and 

are typically regarded as self-explanatory, and not in need of definition, in intelligence 
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community literature. This could be because, as some theorists have argued, these terms are not 

well defined in general. Ethnographers Minna Räsänen and James Nyce, who have studied 

Swedish intelligence agents as well as corporate knowledge management, insist that there are no 

“definitive, accepted definitions” of data, information and knowledge.139 If we look at a standard 

dictionary definition of data—“factual information (such as measurements or statistics) used as a 

basis for reasoning, discussion, or calculation”—we can see that data are generally regarded as 

facts, and are simultaneously defined as information.140 This confusing transposition of data with 

information supports the perspective of Räsänen and Nyce: perhaps there are no definitive 

definitions of data, information or knowledge, either within or outside of intelligence agencies. 

With this in mind, and before focusing on the definitions of these key terms as they are 

used in the IC, this section will look at definitions of data and information that are used in fields 

either intimately connected with intelligence analysis, or which could be used to analyze it, 

specifically: data science, artificial intelligence (AI), information theory, media 

theory/comparative literature, history of science, linguistic philosophy, and science and 

technology studies (STS). Definitions of data and information from data science and artificial 

intelligence will be considered because these fields have provided technological solutions to 

analyzing Big Data that have become popular in the IC, especially in the wake of the information 

overload produced by open source intelligence (OSINT) collection and processing. The 

information theory conception of information will be discussed because of its direct relevance to 

Signals Intelligence (SIGINT), or the interception of interpersonal communications and 

139 Minna Räsänen and James Nyce, “The Raw is Cooked: Data in Intelligence Practice,” Science, Technology and 
Human Values 38.5 (2013), 659. 

140 Merriam-Webster Dictionary, “Data,” https://www.merriam-webster.com/dictionary/data (accessed August 7, 
2017). 
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electronic signals, which involves the problem of separating signal from noise. For these three 

fields, a review of textbooks will provide access to the foundational uses and understandings of 

these terms. This section will then consider definitional analyses from the fields of media 

theory/comparative literature, history of science, linguistic philosophy, and STS for possible 

methods to investigate the epistemology of intelligence analysis via language use. Finally, it will 

articulate the methods best suited to this project. 

Data Science 

The techniques advanced in the field of data science have become popular in the intelligence 

community because they offer novel solutions to the data deluge they are coping with as a result 

of collecting so much information, especially open source information. data science textbooks 

typically define the term ‘data’ immediately, and the authors often indicate the importance of 

having a clear definition of the term, but the definitions are somewhat inconsistent between 

different texts. The 2016 textbook Intelligent Techniques for Data Science begins the 

introduction by stating, “data are raw observations from a domain of interest. They are a 

collection of facts such as numbers, words, measurements, or textual description of things.”141 

This definition is supported with an etymological analysis of the Latin word datum, meaning 

“things given.”142 Data are seen as raw facts that are given by the world. In the textbook 

Principles of Data Science, also from 2016, in an early section called Basic Terminology, data 

141 Rajendra Akerkar and Priti Srinivas Sajja, Intelligent Techniques for Data Science, (Switzerland: Springer, 
2016), 1. 

142 Akerkar and Sajja, Intelligent Techniques for Data Science, 1. 
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are defined as “a collection of information in either an organized or an unorganized format.”143 

Here, just as in the standard dictionary definition, data are information. In the 2012 textbook An 

Introduction to Data Science, Information Scientist Jeffrey Stanton of Syracuse University 

begins his first section, “About Data,” with the same etymological analysis described above and 

then quotes Tim Berners-Lee as saying: “Data is not information, information is not knowledge, 

knowledge is not understanding, understanding is not wisdom,” which leads into a discussion of 

a pyramidal structure wherein data are foundational “raw material” that are turned into 

information and knowledge by data scientists. In the paragraph that follows, Stanton references 

information theorist Claude Shannon—who redefined information to make it amenable to 

telecommunications engineering applications—using Shannon’s ideas about information to 

define data as “a message that moves from a source to a recipient.”144 Strangely, Stanton directly 

contradicts the quote from Berners-Lee by using a definition of information to define data. 

Despite some inconsistencies in these data science textbooks, there is an overall agreement in the 

definitions of data used by data science: it is important to define data at the outset of any 

discussion of their practice, and data are raw, factual, material (sometimes used interchangeably 

with information) from which to build knowledge. 

Artificial Intelligence 

Like data science, artificial intelligence is especially relevant to current technological 

developments in intelligence analysis, as the IC algorithmically processes as much data as 

143 Sinan Ozdemir, Principles of Data Science, (Birmingham, UK: Packt Publishing, 2016), 4. 

144 Jeffrey Stanton, An Introduction to Data Science, (2012), 9. 
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possible to find meaning or clues hidden in massive troves of data. In “Surveillance and Capture: 

Two Models of Privacy,” Philip Agre, electrical engineer, computer scientist and information 

scientist, discusses how in the field of artificial intelligence, the term information “conceals a 

significant ambiguity.”145 In AI, Agre explains, information is defined as either a purely 

mathematical measure of information or information-carrying capacity, with no concern for 

content (as exemplified by Claude Shannon and Warren Weaver), or information is about 

something. Agre argues that the tacit assumption in AI is that information is true: it corresponds 

transparently to people, places, and things. He stresses that this assumption is not derived from 

any inherent property of computers, but is a theory of representation embedded in how 

computers have been used. In a review of two AI recent textbooks, The Quest for Artificial 

Intelligence: A History of Ideas and Achievements from Stanford (2010), and Artificial 

Intelligence: A Modern Approach, from Berkeley (2010), which is described as “the leading 

textbook” in AI used in 1,300 universities,146 neither define information. Instead, they take it to 

be self-explanatory. 

Information Theory 

In early information theory, as we saw referenced in data science textbooks, information is 

precisely defined. Shannon’s “Mathematical Theory of Communication” defines information as 

a message “selected from a set of possible messages.”147 Communication theory conceives of 

145 Philip Agre, “Surveillance and Capture: Two Models of Privacy,” Information Society 10.2, April–June 1994, 
745. 
146 Stuart Russell and Peter Norvig, “Artificial Intelligence: A Modern Approach” (Third edition), 
http://aima.cs.berkeley.edu/ (accessed August 7, 2017). 
147 Claude E. Shannon, “A Mathematical Theory of Communication,” The Bell System Technical Journal, Vol. 27, 
pp. 379–423, 623–656, July, October, 1948. 379. 
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information as a material property of the physical world.148 A review of recent information 

theory textbooks, namely Elements of Information Theory (2006) and Entropy and Information 

Theory from Stanford (2013), reveals that while Shannon’s definition of information is implicitly 

referenced, it is never explicitly spelled out, and is assumed to be known.149 The information 

theory conception of information, grounded in set theory, was developed for solving an 

engineering problem–separating signal from noise–and in this context, the meaning of the 

information is not important to the project of accurately sending, carefully intercepting and 

decrypting communications. Information theory is directly relevant to the study of strategic 

surprise—when the intelligence community fails to predict or perceive a surprise attack—as well 

as Signals Intelligence. Attempts to study strategic surprise, according the pre-eminent theorist in 

this area, Michael Handel, depend upon “communication and information theory (the problem of 

signal-to-noise ratio, information bottlenecks, improved processing procedures of information, 

etc.)” as well as mathematical theories, such as cryptanalysis,150 which has been described as 

“the most important form of secret intelligence in the world today.”151 The problem of separating 

signal from noise in telecommunications channels is integral to the signals interception 

performed by intelligence agencies, and it factors in to the early phases of the intelligence cycle, 

when data is collected. While it is an important part of the collection phase, information theory 

148 William Aspray, “The Scientific Conceptualization of Information: A Survey,” Annals in the History of 
Computing, 7.2, April 1985, 124. 

149 Thomas M. Cover and Joy A. Thomas, Elements of Information Theory (Hoboken, NJ: John Wiley & Sons, 
2006), and Robert M. Gray, Entropy and Information Theory (NY: Springer-Verlag, 2013). 

150 Michael Handel, “Intelligence and Crisis Forecasting,” Orbis (Winter 1983), 
819, quoted in Woodrow J. Kuhns, “Intelligence Failures: Forecasting and the 
Lessons of Epistemology” in Paradoxes of Strategic Intelligence: Essays in Honor of Michael I. Handel, eds. 
Richard K. Betts and Thomas G. Mahnken, (Portland, Oregon: Frank Cass Publishers, 2005), 77. 

151 David Kahn, The Codebreakers: The Story of Secret Writing (New York: Macmillan, 1973), 3. 
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does not necessarily factor into analysis, a process of making meaning, which is seen as 

irrelevant to the engineering problem of intercepting information. 

Definitions of data and information from data science, AI and information theory, fields 

directly related to intelligence analysis, support Räsänen and Nyce’s position that there are no 

“definitive, accepted definitions” of these terms.152 Despite this lack of definitional clarity, 

however, there are some unifying characteristics in how these related fields conceive of these 

terms. In all three fields, data and information are seen as material properties that correspond 

directly to things in the world. In AI and data science, they are even seen as a basis of truth. 

From this overview of related fields, it becomes clear that a lack of definitional consistency does 

not prevent commonalities from surfacing. More importantly, conceptions from these related 

fields will find their way into the IC by way of shared practices. Next, we will look at several 

different approaches to analyzing definitions of data and information to determine which 

method(s) would be best suited to this research, before finally moving on to examine the IC 

itself. 

Galloway’s Etymological Idealism 

The study of data and information, including attempts to define these terms, has been taken up in 

the fields of media theory and comparative literature in various ways. One especially relevant 

example is Alexander Galloway’s article “Are Some Things Unrepresentable?” which analyzes 

data visualizations diagramming the Internet and the American military strategy in 

Afghanistan. Just like we saw in data science textbooks, Galloway uses an etymological 

152 Räsänen and Nyce, “The Raw is Cooked,” 659. 
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approach to understand the terms data and information. With this approach, Galloway concludes 

that data are “ontologically raw” because they can be etymologically understood as “the givens” 

that are offered up for observation as an indexical trace of a phenomenon. He contrasts this with 

information, which is “in-formed” or put into a form.153 For Galloway, data are tied to the 

empirical and the ontological (at the level of being), but information is tied to the aesthetic realm. 

This approach to analyzing terminology results in clear distinctions between the ideal 

forms of these terms that Galloway then uses to critique data visualizations, arguing that “data 

have no necessary visual form” and yet paradoxically there has only ever been one visualization 

made of a network because they all look the same and use the same “aesthetic codes.”154 

Ultimately, Galloway theorizes that power, in its current form, is unrepresentable because it is 

located in “networks, computers, algorithms, information, and data.”155 Galloway’s etymological 

approach to definitions results in ideal forms of terminology—data are ontologically raw, 

information is put into form—which are then used to theorize about power as an abstract form. 

There are some serious flaws with Galloway’s approach. First, as we will see in more 

depth later in the chapter, the notion that data are raw is highly problematic, and has been 

thoroughly critiqued by multiple authors. Galloway begins with an etymological approach to 

defining data and information in an idealist way, in advance of any analysis. This approach will 

lead us to theorize in advance of looking at intelligence agencies, and will not help to elucidate 

how intelligence analysts comprehend and use these terms. It is worth noting that the problem 

with Galloway’s approach may not be in the etymological method: it is possible to trace the 

153 Alexander Galloway, Are Some Things Unrepresentable?, Theory Culture Society, 28.7-8, 2011, DOI: 
10.1177/0263276411423038, 87. 

154 Galloway, Are Some Things Unrepresentable?, 89-90. 

155 Ibid., 95. 
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etymology of data and arrive at a different conclusion. In “Data Before the Fact,” historian 

Daniel Rosenberg argues that the Latin word datum in English refers to “something given in an 

argument, something taken for granted,” which may or may not be factual.156 Rosenberg explains 

that in the context of mathematics, theology, and natural philosophy, data are provided as facts in 

the sense that they are “given by the conventions of an argument.”157 Data, therefore, imply “no 

ontological claim,” as Galloway had argued, because the conventions of an argument may be 

“factual, counter-factual, or arbitrary.”158 Contrasting ‘data’ with ‘facts’ and ‘evidence’, 

Rosenberg argues: “facts are ontological, evidence is epistemological, data is rhetorical.”159 

Galloway conflates the notion of fact with that of data, just as we have seen in the field of data 

science, but Rosenberg argues that whether or not data is factual has no bearing on its status as a 

given: “false data is data nonetheless.”160 From Rosenberg’s historical point of view, data has 

always been a rhetorical concept: 

Data means—and has meant for a very long time—that which is given prior to argument. 
As a consequence, the meaning of data must always shift with argumentative strategy and 
context.161 

Rather than interpreting ‘the givens’ to mean that data are an ontologically raw, indexical trace 

given by the world, Rosenberg situates his reading historically and concludes that ‘the givens’ 

are rather that which is presented in an argument, which leads him to make no claim on the 

156 Daniel Rosenberg, “Data Before the Fact” in ‘Raw Data’ is an Oxymoron, ed. Lisa Gitelman, (Cambridge, MA: 
The MIT Press, 2013), 48. 

157 Rosenberg, “Data Before the Fact,” 50. 

158 Ibid., 49. 

159 Ibid., 47. 

160 Ibid. 

161 Ibid., 73. 
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factual status of data. Rosenberg’s etymological examination carefully considers the shifting 

contexts in which the term data has been used, resulting in a substantially more grounded 

approach than Galloway’s a priori theorization. 

Kay’s Etymological Fallacy 

Lily Kay, an historian of science, wages a critique, not unlike that of Galloway’s, of the 

definition of information offered up by Claude Shannon. Kay’s Who Wrote the Book of Life?: A 

History of the Genetic Code contains a detailed historical account of the epistemological impact 

of the application of the metaphor of information from the fields of information technology and 

cybernetics to the field of molecular biology. She shows how the use of the terms ‘information’ 

and ‘code’ have had cross-disciplinary resonances, and how these analogies ultimately break 

down when they are taken too far. Kay describes how, in the 1950s, many phenomena began to 

be described within the system of metaphors, models, analogies, and semiotics, derived from 

cybernetics and information theory. 

Of particular interest to the study of definitions in intelligence analysis, Kay makes the 

case that the definition of information as used by information theory is metaphorical rather than 

literal. Like Galloway, she traces the etymology of information, arguing that in the 14th century, 

information was tied to the process of “formation or molding of mind and character, training, 

instruction (including divine instruction and inspiration), communicated knowledge, news, and 

intelligence (in contrast to data).”162 She explains how it was only in the 20th century, with 

Claude Shannon’s “Mathematical Theory of Communication” that information “began to be 

162 Lily Kay, Who Wrote the Book of Life?: A History of the Genetic Code, (Stanford: Stanford U Press, 2000), 20. 
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decoupled from its meaning as ‘intelligence’ and to signify purely syntactic arrangements of 

symbols.”163 She argues that since meaning is removed from Shannon’s definition of 

information, it is therefore a metaphorical use of the term. In Kay’s definition of the term, as 

derived from its etymology, information is knowledge and intelligence. Kay ultimately extends 

this argument to take the position that the use of the information theory definition of 

information-as-a-metaphor in microbiology is therefore a metaphor of a metaphor, a catachresis, 

a signifier without a referent. It is this disjunction, she argues, that produces places where the 

metaphor breaks down. She gives many interesting examples, including ‘the genetic code’ which 

is not actually a code, but rather a table of correlations. Because the genetic code is not a code, it 

cannot be cracked or deciphered. Kay argues that since information and meaning are separate in 

information theory and cybernetics, the so-called genetic Book of Life cannot be interpreted 

using these theories, because meaning is secondary or irrelevant to them. 

Kay’s historical account and critique of how information and code metaphors break down 

when they are applied to microbiology is both rigorous and insightful. But her etymological 

argument for why the information theory definition of information is a metaphor is not 

convincing. It relies upon a rhetorical fallacy (known as the genetic or etymological fallacy) that 

assumes that the original meaning of a word is the only correct definition and meaning cannot 

change over time.164 If we look at the Oxford Dictionary entry from which Kay derived her 

etymological account, the initial definitions are described as rarely used or obsolete, so they are 

no longer found in popular usage, which makes this approach yet again an idealist, a priori 

163 Kay, Who Wrote the Book of Life?, 20. 

164 Kenneth G. Wilson, “Etymological Fallacy,” The Columbia Guide to Standard American English, (New York: 
Columbia University Press, 1993), 178. 
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theorization about the definition of information.165 It has already been established that the 

information theory definition of information is not directly applicable to analysis and 

interpretation, and is more relevant in the engineering-oriented realm of interception and 

collection, so Kay’s work in that area is not germane to this research. For the current study, 

which aims to analyze how intelligence analysts conceive of data, information, and intelligence 

as they pertain to their work practices, the notion that an early definition of a term, coming from 

outside of the field, is more accurate, and later definitions are metaphorical, will not be useful. 

Moreover, the general definition of information that Kay derives by tracing its etymology, where 

information is equivalent to both intelligence and knowledge, would not provide any clarification 

when applied in the specific context of the IC. 

Wittgenstein’s Use-Based Meaning 

In his posthumously published Philosophical Investigations, linguistic philosopher Ludwig 

Wittgenstein argues that words can be used to mean different things, so we must study them in 

context and look at how they are used. Listing a set of tools, including a hammer, screwdriver, 

nails and pliers, Wittgenstein states that “the functions of words are as diverse as the functions of 

these objects” but “what confuses us is the uniform appearance of words.”166 What matters, 

Wittgenstein insists, is how words are applied. His most often cited quote about determining 

language meaning through use states that: “For a large class of cases—though not for all—in 

165 Oxford English Dictionary, “Information,” http://www.oed.com/viewdictionaryentry/Entry/95568 (accessed 
August 5, 2017). 

166 Ludwig Wittgenstein, Philosophical Investigations, (Oxford: Basil Blackwell Ltd., 1958), 6. 
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which we employ the word ‘meaning’ it can be defined thus: the meaning of a word is its use in 

the language.” Or, more succinctly: “let the use teach you the meaning.”167 

Following Wittgenstein’s approach to ordinary language philosophy, rather than 

regarding the information theory definition of information as a metaphor, and the 14th century 

definition of information as literal, or somehow more correct, as Kay does, it is possible to 

consider multiple co-existing definitions of information, each functioning in a different context. 

Using this method, the applied engineering definition of information, which separates meaning 

from signal interception, is different than the 14th century definition of information because these 

terms are used by different actors functioning in different contexts and engaging in different 

practices. 

Aspects of Wittgenstein’s approach can be seen Rosenberg’s historical argument that 

definitions of data must “shift with argumentative strategy and context.”168 Within the context of 

the IC, this approach has already been implemented by Matthew Herbert, a career analyst trained 

in Philosophy, who argues in his 2013 article “The Motley of Intelligence Analysis: Getting over 

the Idea of a Professional Model” for the use of a Wittgensteinian method when defining the 

term intelligence analysis. Just as language use must be analyzed in context, Herbert argues that 

“intelligence always has a context, which is itself heavily influenced by the consumer’s goals 

and decisional criteria.”169 Intelligence products are made for different consumers, he continues, 

and their “missions, operational priorities, and organizational cultures” are reflected in the 

167 Wittgenstein, Philosophical Investigations, 212. 

168 Rosenberg, “Data Before the Fact,” 47. 

169 Matthew Herbert, “The Motley of Intelligence Analysis: Getting over the Idea of a Professional Model,” 
International Journal of Intelligence and CounterIntelligence 26, no. 4 (2013): 658. 
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reports which vary in “scope, content, and granularity.”170 Intelligence analysis cannot be 

defined, Herbert ultimately argues. Its practices are more like “family resemblances”—featuring 

commonalities, rather than one singular characteristic—and they follow the “power instruments 

they subserve” whether decision makers come from military, diplomatic, informational 

(pertaining to cyberwar), economic, or law enforcement contexts.171 Rather than definitional 

clarity, Herbert argues for the “utility of vagueness,” quoting Wittgenstein that a word is 

functional “if under normal circumstances, it fulfills its purpose.”172 

The purpose of this research is not to provide the most accurate definition of data, 

information or intelligence for use in the intelligence community, but rather to investigate the 

uses of these terms in order to find commonalities—family resemblances—and to look for 

epistemological assumptions in the ways in which these terms are used. Operating on the basis 

that data and information generally do not have definitive definitions, and that creating an 

idealized definition based on etymology often ignores the context in which the terms are used, 

the definitions of data, information, and intelligence will be derived from the actors under 

analysis, rather than defining these terms in advance by starting with a theoretical or idealistic 

definition and then projecting it onto different scenarios. 

Latour: Follow the Actors 

170 Herbert, “The Motley of Intelligence Analysis,” 657. 

171 Ibid., 660. 

172 Ibid., 654. 
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This relativistic approach to defining terms based on how actors use them has roots in the work 

of French philosopher and anthropologist Bruno Latour. In Reassembling the Social: An 

Introduction to Actor-Network-Theory, Latour argues that “every scientific discipline is a slow 

training in devising the right sort of relativism that can be adapted to the data at hand.”173 

Research methods, for Latour, need to be inventive and adapt to the subject of analysis. He 

insists that researchers should follow the actors, letting them define and explain things rather 

than limiting anything in advance. Researchers should allow the actors’ concepts to remain 

stronger than their own, he contends, because actors have their own elaborate meta-language. 

Actors are more than simply informers—they can offer their own theories of the social. 

Methodologically, researchers should strive for ‘sticking to description’, rather than adding 

explanations or unnecessary frameworks: the social is highly specific, Latour explains, and it is a 

demanding and high-level accomplishment to carefully describe what is happening in order “to 

find the uniquely adequate account of a given situation.”174 Moreover, Latour contends that 

careful descriptions are enough, because actors will expand, relate, compare and organize for the 

researcher. Most importantly, Latour argues that a careful description can make a difference: 

when it comes back to the actors, it can impact how they do things.175 Latour contrasts this 

approach with the way that sociologists of science have typically treated their subjects, by 

tending to assume that the actors they study (in their case it would be scientists, in this case it is 

intelligence analysts) know less about what they are doing than the sociologist does. He contends 

that because sociologists lacked respect for scientists, they sought to simply debunk them, and in 

173 Bruno Latour, Reassembling the Social: An Introduction to Actor-Network-Theory, (Oxford: Oxford U Press, 
2005), 24. 

174 Latour, Reassembling the Social, 144. 

175 Ibid., 155. 
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the process ended up mystifying techno-scientific practices rather than coming to a deeper 

understanding of them. Latour insists that researchers should have a degree of respect for the 

knowledge and experiences of the actors they are analyzing. Actors themselves are always one 

step ahead of the researcher, since they are working in these areas and have their own ontologies, 

epistemologies and definitions that can be a starting point for tracing networks of relations. 

Since I am interested in conducting a material analysis of key terminological usage and 

epistemological theories of intelligence analysts the best way for me to proceed 

methodologically will be not to define these terms in advance, in an abstract or idealist way and 

try to make the actors fit into a framework that I create, but rather, to allow the actors under 

analysis to define terms for themselves so I can come to a deeper understanding of their 

ontologies, epistemologies, definitions, and practices. 

Definitions in the IC 

The words data, information and intelligence, as we have seen in the standard dictionary 

definition as well as in fields directly related to intelligence analysis, are often used 

interchangeably. Within the IC, this vague sense of definition is exacerbated by the fact that data 

and information are taken to be self-evident terms that are rarely included in intelligence agency 

glossaries. For example, the Office of the Director of National Intelligence (DNI), which 

organizes all 16 agencies of the intelligence community, published a handbook entitled US 

National Intelligence: An Overview 2013, which does not define data, information or 

intelligence. Similarly, the glossary of CyberOSINT: Next Generation Information Access, a 

monograph written for security, law enforcement and intelligence agencies by a former 
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intelligence contractor detailing the current state of automated open source intelligence 

processing technologies in 2015, does not feature definitions of data or information.176 Likewise, 

in Analyzing Intelligence: National Security Practitioners’ Perspectives (2014), a collection of 

essays written by and for analysts, data and information are not included in the glossary.177 

In fact, data are never defined in any intelligence agency glossary or textbook, even 

though the term is used many times. It is taken to be completely self-evident. There are a couple 

examples of textbooks that define information, however, so this term is seen as less self-evident 

in the IC. The two books that define information come from a short list of six recommended 

general readings for Central Intelligence Agency (CIA) analysts in a 2010 article “The 

Intelligence Officer’s Bookshelf,” compiled by Hayden B. Peake, curator of the CIA’s Historical 

Intelligence Collection, and published in the CIA’s peer-reviewed journal, Studies in 

Intelligence. Unsurprisingly, these texts are difficult to find. Electronic versions are behind 

paywalls and physical copies are expensive or unavailable to the public. The first example from 

this shortlist, a 2012 edition of Intelligence Analysis: A Target-Centric Approach, written by 

Robert M. Clark, a former CIA analyst trained in electrical engineering and law, features the 

definition: 

Information. The content of reports, research, and reflection on an intelligence issue that 
helps one evaluate the likelihood that something is factual and thereby reduces 
uncertainty.178 

Clark understands information to be content that has already been reflected on. He distinguishes 

information from ‘direct information’, which is factual, and ‘indirect information’, which may 

176 Stephen E. Arnold, CyberOSINT: Next Generation Information Access: Law Enforcement, Security and 
Intelligence Edition, (Louisville, Kentucky: Arnold Information Technology, 2015). 

177 Analyzing Intelligence: National Security Practitioners’ Perspectives, eds. Roger Z. George and James B. Bruce, 
(Washington DC: Georgetown University Press, 2014). 

178 Robert M. Clark, Intelligence Analysis: A Target-Centric Approach, (SAGE Publications, 2012), 134. 
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not be factual. The 2016 edition of this book eliminates the definition of information, combining 

it with and renaming it to ‘direct information’ which “can be considered factual because of the 

nature of the source (imagery, signal intercepts, and similar observations).”179 

The second text from the CIA’s reading list, the Handbook of Scientific Methods of 

Inquiry for Intelligence Analysis, written by Hank Prunckun, a research criminologist and former 

counterterrorism policy analyst, states that: “trying to define information is difficult but not 

impossible. Information is like gravity and electricity, as it cannot be defined by tangible 

examples" but "a lack of a physical variable does not prevent analysts from producing 

intelligence from what we call information.”180 In this handbook of scientific methods, 

information is seen as immaterial, in contrast to the fields of AI, data science and information 

theory. Interestingly, we can see Wittgenstein’s and Herbert’s positions reflected in Prunckun’s 

argument that a vague sense of definition does not prevent analysts from using information in 

their daily practice. The Handbook does eventually define information, all the way on page 218, 

in a discussion of information security. Prunckun writes: 

The term information reflects all forms of data—ideas, concepts, and plans. Information 
security is therefore concerned with the arrangements for protecting these data once they 
are recorded.181 

For this analyst, information is data: information security protects data, which are understood to 

be ideas, concepts and plans. This definition of information actually contains the closest thing to 

179 Clark, Intelligence Analysis, (SAGE Publications, 2016), 
https://books.google.com/books?id=R2tBCwAAQBAJ&pg=PT153&lpg=PT153&dq=%22Information.+The+conte 
nt+of+reports,+research,+and+reflection+%22&source=bl&ots=kNMrY4-
6Z_&sig=o45d_0CU6o5bJzCjCRzAm0jVnqc&hl=en&sa=X&ved=0ahUKEwiU2MrozZrVAhUBQz4KHYRADEo 
Q6AEIJDAA#v=onepage&q=%22Information.%20The%20content%20of%20reports%2C%20research%2C%20an 
d%20reflection%20%22&f=false (accessed August 7, 2017). 

180 Hank Prunckun, Handbook of Scientific Methods of Inquiry for Intelligence Analysis, (Lanham, Maryland: 
Rowman & Littlefield, 2014), 4-5. 

181 Prunckun, Handbook of Scientific Methods, 218. 
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a definition of data found in intelligence agency documents. An overview of explicit definitions 

for data and information (or lack thereof) by field, including a ratio of the number of textbooks 

that included definitions out of the number that were reviewed, can be seen in Table 1. 

Field Term # of Definitions 
/ Texts 

Definition 

Data Science Data 3/3 - “raw observations”…“a collection of facts such as numbers, 
words, measurements, or textual description of things.” 

- “a collection of information in either an organized or an 
unorganized format.” 

- “not information”…“a message that moves from a source to a 
recipient.” 

Artificial Intelligence Data 0/2 - Not defined. 
Information 0/2 - As defined by Agre: 

- a purely mathematical measure of information or information-
carrying capacity, with no concern for content. 

- information is about something. 
Information Theory Information 1/3 - a message “selected from a set of possible messages.” 
Media Theory / 
Comparative 
Literature via 
Galloway 

Data -- - “ontologically raw” 
- the givens offered up for observation as an indexical trace 
- empirical 

Information -- - ‘in-formed’ or put into a form 
- aesthetic 

History of Science via 
Lily Kay 

Information -- - “formation or molding of mind and character, training, 
instruction (including divine instruction and inspiration), 
communicated knowledge, news, and intelligence (in contrast to 
data).” 

Wittgenstein / STS via 
Bruno Latour 

Data -- - Language should be defined in context. 
- Actors have their own definitions that can be a starting point for 

tracing networks of relations. 
Information --

IC Glossaries Data 0/3 - Not defined. 

Information 0/3 
IC textbooks Data 0/6 - Not defined. 

Information 2/6 - “The content of reports, research, and reflection on an 
intelligence issue that helps one evaluate the likelihood that 
something is factual and…reduces uncertainty.” 

- “like gravity and electricity” and “reflects all forms of data--
ideas, concepts, and plans.” 

Table 1. Data / Information by Field 

Modified Terminology 

Data, information, and even intelligence, are typically not defined explicitly in IC literature until 

they are modified by another term, in phrases like ‘structured data’ and ‘unstructured 

information’. The CyberOSINT glossary includes definitions of structured data and unstructured 
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information. Structured data is “data that is identifiable because it is organized in a specific 

structure, for example a database.”182 Unstructured information, on the other hand, is understood 

to be “information that does not have a pre-defined data model or does not fit well into relational 

tables, for example email.”183 The definition of structured data assumes that the reader knows 

what data is. Similarly, the definition of unstructured information relies upon the notion of a data 

model, which is undefined, again presumably because it should be self-evident to the reader. 

Here we see yet another interchangeable use of data and information: information needs a data 

model to be structured. 

The most consistently used qualifying term for data, information and intelligence alike is 

‘raw’. Despite the lack of clarity on their general definitions, data, information and intelligence 

are consistently understood to be raw at certain points in the process of intelligence processing. 

Raw Data 

There are countless examples of data being referred to as raw by intelligence analysts. DARPA’s 

(Defense Advanced Research Projects Agency) 2003 “Report to Congress Regarding the 

Terrorism Information Awareness Program” (renamed from the Total Information Awareness 

Program), discussing the Translingual Information Detection, Extraction and Summarization 

(TIDES) program states that “source data could be unformatted raw audio or text, stationary or 

182 Arnold, CyberOSINT, 156. 

183 Ibid., 156. 
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streaming.”184 Likewise, the 2013 DNI handbook defines ‘raw data’ as conveying no information 

or meaning: 

Bits of collected data that individually convey little or no useful information and must be 
collated, aggregated, or interpreted to provide meaningful information.185 

Booz Allen Hamilton’s The Field Guide to Data Science from 2015 uses the term raw data in a 

discussion of the five stages of “Data Science Maturity” where organizations begin by collecting 

data, then describing it, then discovering patterns in it, and finally predicting and advising based 

on data analysis. For Booz Allen, stage two, the ‘Describe’ stage of maturity, “seeks to enhance 

or refine raw data as well as leverage basic analytic functions such as counts.”186 The notion of 

raw data is also reflected in the industry that makes the technology that agents use to automate 

their processes. In a 2013 white paper about i2 Analyst’s Notebook, IBM explains that: 

High quality relatively low volume data that could be classed as intelligence could be 
ingested into the analysis repository using data Load Direct. More raw ‘working Data’ 
can be ingested to an ELP [Entity Link Property] stage.187 

These varied uses of the qualifying term ‘raw’ indicate that this type of data has no meaning or 

information and needs to be enhanced, refined and worked with. 

Not surprisingly, researchers who study intelligence agencies tend to adopt the same 

terms, along with their lack of clarity, when trying to articulate the analytical process. Raw data 

surfaces in documentation of the IC as far back as the first Congressional investigation into 

intelligence agencies, the Senate Select Committee to Study Governmental Operations with 

Respect to Intelligence Activities, otherwise known as the ‘Church Committee’, after its 

184 Defense Advanced Research Projects Agency, 2003 “Report to Congress Regarding the Terrorism Information 
Awareness Program,” 72. 

185 Office of the Director of National Intelligence, US National Intelligence: An Overview 2013, 76. 

186 Booz Allen Hamilton, The Field Guide to Data Science, (Booz Allen Hamilton Inc., 2015), 37. 

187 IBM Software, “IBM i2 Intelligence Analysis Platform,” White Paper, 7. 
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Chairman, Senator Frank Church. The Committee’s final report from 1976 defines information 

as: 

Raw, unevaluated data at all levels of reliability and from all kinds of sources, such as 
observation, rumors, reports, and photographs, which, when processed, may produce 
intelligence.188 

Information is defined as raw data by the Committee, undoubtedly because the agencies 

themselves employed these conceptions. The conception is also evidenced in a Church 

Committee quote from then Deputy Secretary of Defense William J. Clements Jr., who stated 

that: 

In every instance I know about where there was a horrendous failure of intelligence, the 
information was in fact available to have averted the problem. But the analysts and the 
system didn't allow the raw data to surface.189 

Clements attributes intelligence failures to the problem of ignoring raw data/information. 

In a more extreme example of a researcher adopting intelligence terminology, Dr. Rob 

Johnson, anthropologist and author of Analytic Culture in the US Intelligence Community: An 

Ethnographic Study, uses the concept of raw data to describe his own process, in a direct 

appropriation of concepts employed by intelligence agencies. Referring to the problem of bias 

creeping into research and conclusions, Johnson explains that: 

The methods ethnographers employ to collect raw data and the use of interpretational 
analysis to extract meaning and generate theory virtually guarantee it. In my view, one 
should be candid about this possibility.190 

188 U.S. Congress, Senate Select Committee to Study Governmental Operations with Respect to Intelligence 
Activities, Foreign and Military Intelligence Book I, Final Report of the Select Committee to Study Governmental 
Operations with Respect to Intelligence Activities, United States Senate, Together with Additional, Supplemental, 
And Separate Views, 94th Congress, 2d Session, Report No. 94-755, 1976, 616. 

189 U.S. Congress, Final Report of the Select Committee, 345. 

190 Dr. Rob Johnston, Analytic Culture in the US Intelligence Community: An Ethnographic Study, (Washington 
DC: The Center for the Study of Intelligence, 2005), 32. 
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The notion of extracting meaning can also be found in the IC. It seems that biases in research 

should be expanded to include the possibility of appropriating the terminology, and 

corresponding assumptions, of one’s subjects of analysis. 

Raw Information 

Intelligence agents conceive of information as raw, as well. In a 2005 FOIA lawsuit brought by 

political science Professor Larry Berman against the CIA for refusing to release two of Lyndon 

Johnson’s President’s Daily Briefings (PDB) from 1968, Terry N. Buroker, Directorate of 

Intelligence Information Review Officer of the CIA explains that the PDB: 

sets aside the basic rules of intelligence documents in that it includes within its four corners 
information unavailable to the rest of the U.S. Intelligence community, including a) 
undisseminated raw operational information, sometimes including true names of sources 
and/or cryptonyms.191 

In 2009, the notion of raw information surfaces in a leaked top-secret draft report detailing the 

NSA’s Stellar Wind mass data collection program, which states that the: 

NSA searches only databases of reported intelligence and does not search databases 
containing acquired but not processed information (e.g., raw traffic) or acquired and 
processed but not reported or disseminated information/communications (e.g., gists).192 

The NSA indicates that raw traffic is one kind of information that has not yet been processed: 

here we can see that raw information is distinct from processed information. 

Most recently, in his 2013 article “The Motley of Intelligence Analysis: Getting over the 

Idea of a Professional Model,” career analyst Matthew Herbert reveals his belief that information 

191 Berman v. CIA CA#04-2699, The Declaration of Terry N Buroker, Directorate of Intelligence Information 
Review Officer, Central Intelligence Agency (1968), 9. 

192 National Security Agency, Office of the Inspector General, ST-09-0002 Working Draft, March 24, 2009, 18. 
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is raw when he discusses different kinds of intelligence products and analysis. Describing two 

different kinds of intelligence products, a tide table for a particular beach and an intelligence 

estimate about nuclear weapons, Herbert states that “both products would involve structuring 

raw information in a way that highlights and clarifies what is most important to the 

consumer.”193 This experienced analyst understands raw information to be unstructured and in 

need of structuring in order to become useful to the consumer. This use of “raw information” is 

equivalent to that of “unstructured information.” 

Raw intelligence 

‘Raw Intelligence’ is defined by the DNI as “a colloquial term meaning collected intelligence 

information that has not yet been converted into finished intelligence.”194 The DNI does not 

consider raw intelligence to be a formally defined word, but distinguishes it as one that is used in 

the daily practice of intelligence analysis. In this definition, for the DNI, and likely the entire IC 

that it oversees, raw intelligence is equivalent to raw information: these terms are regarded as 

transposable. 

We can see the notion that raw intelligence is information in former CIA analyst Richards 

J. Heuer, Jr’s 1999 internal ethnography of the CIA, Psychology of Intelligence Analysis, which 

describes how CIA analysts process information, including common pitfalls. Heuer explains four 

kinds of information that can impact an analyst’s judgment. The first is “additional detail about 

193 Herbert, “The Motley of Intelligence Analysis,” 655. 

194 Office of the DNI, US National Intelligence, 76. 
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variables already included in the analysis: Much raw intelligence reporting falls into this 

category.195 For Heuer, raw intelligence is a type of information that can affect analysis. 

In the Declaration of CIA Directorate Terry N. Buroker in the 2005 Berman v. CIA FOIA 

lawsuit, Buroker uses the phrase ‘raw intelligence’ when discussing how the CIA determines 

what to report to the President: 

This determination is based on the expressed requirements of the President, the content 
and urgency of raw intelligence, current events and foreign policy priorities of the U.S. 
government.196 

Here we can see that intelligence agencies sift through raw intelligence and narrow down what is 

important to report from it. 

Across various accounts, from intelligence analysts and those who study them, raw 

intelligence is understood to be equivalent to information—whether that information is described 

as raw or unstructured. Even more confusingly, raw data is sometimes understood to have no 

meaning or information, while at other times it is understood to be raw information. An overview 

of modified uses of data, information and intelligence can be seen in Table 2. 

Term Definition 
Structured Data -

-
identifiable 
organized in a specific structure, like a database 

Raw Data -
-
-
-
-
-

unformatted, unprocessed, unevaluated, unstructured 
needs to be enhanced or refined 
no meaning or information 
all levels of reliability 
all kinds of sources: observation, rumors, reports, photographs, audio, text 
information that may produce intelligence 

Unstructured Information -
-

does not have a pre-defined data model 
does not fit well into relational tables, i.e., emails 

Raw Information -
-

acquired but not processed, i.e. raw traffic 
unstructured information 

195 Richards J. Heuer, Jr., Psychology of Intelligence Analysis (Center for the Study of Intelligence, CIA, 1999), 78. 

196 Berman v. CIA, The Declaration of Terry N Buroker, 35. 
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Raw Intelligence -
-

colloquial term 
information: 

- that has already been collected 
- that can impact an analyst’s judgment 
- direct from the collectors 
- from open sources, clandestine service, signals intercepts, etc. 
- not yet converted into finished intelligence 

Finished Intelligence - the outcome of the production process 

Table 2. Qualified Definitions of Data / Information / Intelligence 

“Wanted: A Definition of Intelligence” 

There is ambivalence in the intelligence community about refining these definitions. We have 

already seen Herbert’s case that a unifying definition of intelligence analysis is both impossible 

and unnecessary. Herbert finds it more beneficial to seek out commonalities in the various 

intelligence products and practices. Thinking in terms of “analytic families,” he argues, helps to 

distinguish between specialized skill sets.197 For Herbert, finding commonalities amongst 

different types of analysis is more clarifying than proposing a singular definition. 

In contrast to Herbert’s utility of vagueness, Michael Warner issues a clarion call to 

refine the definition of intelligence in his 2002 article “Wanted: A Definition of Intelligence” 

published in the IC’s peer-reviewed journal, Studies in Intelligence. Warner, an historian for the 

United States Cyber Command and formerly historian for the CIA and the Office of the Director 

of National Intelligence (DNI), critiques the many definitions of intelligence that “stress the 

'informational' aspects of intelligence over its “’organizational’ facets” or “procedural aspects,” 

which he finds surprising given that they are all organizations that make and use intelligence.198 

Warner argues: 

for producers of intelligence…the equation intelligence = information is too vague to 

197 Herbert, “The Motley of Intelligence Analysis,” 664. 

198 Michael Warner, (2002) “Wanted: A Definition of Intelligence,” Studies in Intelligence 46.3: 16. 
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provide real guidance in their work. To professionals in the field, mere data is not 
intelligence, thus these definitions are incomplete. ...It is what people do with data and 
information that gives them the special quality that we casually call intelligence 
[emphasis added].199 

For Warner, a more precise definition of intelligence is needed to guide analysts, and this 

definition should emphasize data and information practices rather than simply equating 

intelligence with information. Warner praises a definition of intelligence put forth by Mark 

Lowenthal, a National Intelligence Council officer, because it indicates that “intelligence is 

something broader than information.”200 Lowenthal defines intelligence as: 

the process by which specific types of information important to national security are 
requested, collected, analyzed, and provided to policymakers; the products of that 
process; the safeguarding of these processes and this information by counterintelligence 
activities; and the carrying out of operations as requested by lawful authorities.201 

Warner argues that intelligence is both “an activity and a product of that activity,” both 

information and a system for collecting and processing information. He stresses that secrecy is a 

distinct characteristic of intelligence, which sets it apart from other intellectual activities: “for 

producers of intelligence, it is more about secrecy than information,” he contends.202 Ultimately, 

Warner offers this highly succinct definition of intelligence: “secret, state activity to understand 

or influence foreign entities.”203 

Warner’s definition of intelligence deemphasizes the informational aspects of analysis 

and emphasizes its secret activities. He offers this definition to help those studying the IC, but 

also for the IC itself, “to provide firmer institutional footing for covert action” by acknowledging 

199 Warner, “Wanted,” 17. 

200 Ibid., 18. 

201 Ibid. 

202 Ibid., 21. 

203 Ibid. 
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covert action in the definition of intelligence and to help the IC clarify the “sources and 

methods” that they are legally required to protect.204 Warner’s article does not seem to have had 

the impact he had hoped for. Since its publication in 2002, intelligence documents either do not 

define intelligence or they tend to focus on intelligence as information or knowledge. Neither the 

previously mentioned US National Intelligence: An Overview 2013 from the DNI nor Analyzing 

Intelligence: National Security Practitioners’ Perspectives (2014) includes ‘intelligence’ in the 

glossary. CyberOSINT: Next Generation Information Access defines intelligence as: 

“information or knowledge about topic of interest obtained through observation, investigation, or 

analysis.”205 An overview of definitions of intelligence can be seen in Table 3. 

Term Source Definition 

Intelligence Herbert Should not be defined 
CyberOSINT Information / knowledge obtained via observation, investigation, analysis 
Lowenthal An activity and a product of that activity 
Warner Secret, state activity to understand or influence foreign entities 
- Warner 
- Fingar 

Data is not intelligence 

- DNI 
- Analyzing Intelligence 

Not defined 

Table 3. Definitions of Intelligence 

Unlike Warner’s call for definitional clarity, the notion that “data is not intelligence,” which is 

foregrounded in his 2002 article, is echoed throughout the IC. Five years later, in a leaked article 

entitled “Data Is Not Intelligence” from SIDtoday, NSA’s internal newsletter for the Signals 

Intelligence Directorate, a keynote speech made by Dr. Thomas Fingar, Deputy Director of 

National Intelligence for Analysis, was summarized and quoted by an unknown author (whose 

204 Warner, “Wanted,” 21. 

205 Arnold, CyberOSINT, 154. 
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name was redacted). In Fingar’s 2007 keynote speech at a symposium sponsored by the 

Intelligence and National Security Alliance, he argues that the IC must improve analyst’s 

training by making it more formal, encouraging them to share information and to continue 

learning. He stresses the importance of improving the quality of analytic products so “that 

customers receive intelligence, not data.”206 In the accounts of Warner and Fingar, data is not to 

be confused with intelligence. Another way to say this, in intelligence parlance, is that ‘raw 

intelligence’ is distinct from ‘finished intelligence’. Intelligence agents are sensitive to these 

distinctions. Whereas ‘raw intelligence’ gets used interchangeably with types of data and 

information, finished intelligence aligns with concepts of knowledge: raw data / information / 

intelligence is processed until it reaches a finished state that can be presented to the customer. 

This is one place where there is definitional clarity in the IC. 

Finished intelligence 

The distinction between raw and finished intelligence surfaces in the Church Committee’s 1976 

final report when they explain that intelligence production: 

begins with the collation and evaluation of incoming "raw" intelligence reporting—direct 
from the collectors, whether from open sources, the clandestine service, or signals 
intercepts and other means of technical collection. The preparation of "finished" 
intelligence reports—the outcome of the production process—thus entails the evaluation 
and analysis of the full range of raw reporting from a variety of collection means 
[emphasis added].207 

The report indicates that intelligence analysts conceive of collected intelligence, whether it takes 

206 National Security Agency, “Data is Not Intelligence,” SIDToday, SID Reporting Board (S12R), September 18, 
2007. 

207 U.S. Congress, Final Report of the Select Committee, 260. 

104 



  

              

          

   

         
          

    
 

        

         

         

       

          
             

         
           

 
             

        

                

 

 

   

 

              

           

                                                
          

 
             

        

the form of intercepted signals or open source information, as initially raw, and that it is the 

analyst who transforms this raw intercept into a finished product. The Committee further 

explains that intelligence: 

collectors themselves may have to present their output in summary form, with some 
means of highlighting important information, despite the community's sensitivity to the 
distinction between "raw" and "finished" intelligence reporting.208 

These sharp distinctions continue to be seen in 2005, in Jeffrey R. Cooper’s Curing 

Analytic Pathologies: Pathways to Improved Intelligence Analysis. Cooper, a graduate of Johns 

Hopkins who holds multiple positions at Science Applications International Corporation, 

provides a critique of these distinctions, arguing that: 

The problem of “finished intelligence” stems from the conceit that any intelligence 
product is more than a snap-shot of knowledge believed to be true at that time and that 
“finished intelligence” is, by virtue of the formal coordination and review processes, 
“truer” than the pieces of raw intelligence from which it was built.209 

In Cooper’s critique, we can see that analysts regard the analytical process as one that adds 

meaning to collected data and information to produce knowledge, and that the finished product 

of analysis is regarded to be somehow even more truthful than the raw facts of data it was built 

from. 

The Intelligence Cycle 

From the uses of the terms data, information and intelligence, we can begin to get a picture of 

how analysts conceive of their practice. Data, information, and sometimes even intelligence, are 

208 U.S. Congress, Final Report of the Select Committee, 277. 

209 Jeffrey R. Cooper, Curing Analytic Pathologies: Pathways to Improved Intelligence Analysis, (Washington DC: 
The Center for the Study of Intelligence, 2005), 43. 
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understood to be self-evident, interchangeable terms that begin as ‘raw’ material that gets 

transformed into usable, ‘structured information’ that is imbued with meaning, that is finally 

processed to produce ‘finished intelligence’. These findings correspond to those of Räsänen and 

Nyce, who in their 2013 case study of Swedish intelligence agents, “The Raw is Cooked: Data in 

Intelligence Practice,” found that analysts assume their work begins with raw data, and that it is 

“through their own interpretive labor” that data is processed and becomes “something other than 

raw.”210 Räsänen and Nyce found that Swedish intelligence agents, just as we see with their 

American counterparts, use the term ‘raw data’ as a common sense category, to mean data they 

want, or have access to, that they receive from sensors, signals and individuals. Collecting raw 

data is an early step in the intelligence cycle, a theoretical model used by the IC to describe the 

process of intelligence production (Figure 1).211 

Figure 1. The Intelligence Cycle or Process 

210 Räsänen and Nyce, “The Raw is Cooked,” 656. 

211 Ibid., 662. 
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The DNI handbook from 2013 describes the Intelligence Cycle as a six-step: 

process of developing raw information into finished intelligence for use by policymakers, 
military commanders, and other consumers in decision making.212 

The cycle is “highly dynamic, continuous, and never-ending,” according to the DNI. It begins 

with the consumer’s requirements for “Planning and Direction” before moving directly into 

“Collection”—gathering ‘raw data’. The next step, “Processing and Exploitation,” converts ‘raw 

data’ into usable information for the analyst. Step four, “Analysis and Production” “prepare[s] 

the processed information for inclusion in the finished product.”213 Step five is “Dissemination” 

or delivering ‘finished intelligence’—the final knowledge product—to the consumer. The sixth, 

and final, step is evaluation and feedback, which is “conducted for each of the other five steps 

individually and for the Intelligence Cycle as a whole.”214 

Assumptions 

Raw data is not only integral to the intelligence cycle, but also to a traditional hierarchical 

conception of knowledge production known as the data-information-knowledge (DIK) hierarchy. 

In the DIK hierarchy, which is an assumption in data science as well as in the IC, data are “raw 

materials for information,” information has meaning but no judgments attached to it, and 

knowledge encompasses meaning, judgment and “commitment regarding a particular action.”215 

212 Office of the Director of National Intelligence, US National Intelligence: An Overview 2013, 4. 

213 Office of the Director of National Intelligence, US National Intelligence, 5. 

214 Ibid., 4. 

215 Räsänen and Nyce, “The Raw is Cooked,” 659. 
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As previously discussed, the 2012 textbook An Introduction to Data Science features 

these concepts. The author, building on the Berners-Lee quote, “data is not information, 

information is not knowledge,” uses a metaphor of a pyramidal structure containing data as the 

foundational “raw material” that is transformed into information, and finally knowledge, by data 

scientists.216 Similarly, the Principles of Data Science textbook describes data science as “the art 

and science of acquiring knowledge through data.”217 This pyramidal structure, and its attendant 

assumptions, has been prevalent in the IC from at least the 1960s continuing into today. Figure 2 

is a contemporary diagram from the Joint Chiefs of Staff showing the pyramidal relationship 

between data, information and intelligence. This conception will resurface later in the chapter in 

one of the most authoritative early articles about intelligence prediction: Sherman Kent, the so-

called “father of intelligence analysis” uses a pyramid to describe the process of prediction in 

intelligence analysis in 1968. The base of Kent’s pyramid is made up of ‘indisputable facts’ or 

‘solid information’. Even though Kent does not explicitly refer to these foundational facts as 

‘raw data’, the concepts have remained the same. 

216 Stanton, An Introduction to Data Science, 9. 

217 Sinan Ozdemir, Principles of Data Science, 4. 
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Figure 2. Data-Information-Intelligence Hierarchy or Pyramid 

We can see the data-information-knowledge hierarchy in a leaked document obtained by 

Wikileaks from the think-tank Congressional Research Service’s servers (which are only 

accessible from Congressional offices) pertaining to the NSA’s Total Information Awareness 

Programs from 2003. A passage describing the Global Autonomous Language Exploitation 

(GALE) program uses the terms data, knowledge, metadata and information: 

GALE will exploit raw language data (not structured data like other programs), automatically 
populate a knowledge base with metadata and associations derived from the speech and text, 
and proactively determine the particular information that a particular operator/analyst should 
see.218 

In this passage, we can see the belief that collected data is ‘raw’ and unstructured, it gets 

automatically structured into a database containing metadata and associations made from raw 

218 Gina Marie Stevens, Privacy: Total Information Awareness Programs and Related Information Access, 
Collection, and Protection Laws, RL31730, (United States Congressional Research Service, 2003), 76, 
https://wikileaks.org/wiki/CRS:_Privacy:_Total_Information_Awareness_Programs_and_Related_Information_Acc 
ess,_Collection,_and_Protection_Laws,_March_21,_2003 (accessed August 8, 2017). 
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data, and then information is passed on to the analyst to process into intelligence. Despite the 

characteristically confusing use of interrelated terminology, this passage is a clear example of the 

traditional data-information-knowledge hierarchy, resting on the notion that data is raw and 

becomes more processed (structured) and more meaningful as one moves up the hierarchy, 

moving from data to information to intelligence. 

In the ICs hierarchical cycle, ‘raw information’ (raw data and raw intelligence) aligns 

with the information theory definition of information. Via processing, meaning is added to these 

raw materials to make them useful to the analyst, who develops them into intelligence. Finished 

intelligence is equivalent to the definition of knowledge featured in the DIK hierarchy: both 

consist of meaning, judgment and commitment to an action. Finished intelligence is comprised 

of analyst’s expert judgment, who makes meaning out of raw data, and it is ultimately meant to 

influence policy decisions. 

Data are Not Raw 

Despite the assumption that data is raw, which is held by Data Scientists and intelligence 

analysts alike, Räsänen and Nyce contend that data have already been ‘cooked’ or “processed by 

the work practices, political, practical, and other decisions even before data collection occurs.”219 

They are not alone in making this argument: many theorists share their perspective. In “Towards 

Critical Data Studies: Charting and Unpacking Data Assemblages and Their Work,” Rob 

Kitchin, a Geographic Information Systems (GIS) specialist who has written extensively about 

Big Data, and Tracey P. Lauriault, an expert in Big Data and the new field of Critical Data 

219 Räsänen and Nyce, “The Raw is Cooked,” 655. 
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Studies, assert that, far from being raw, data are “situated, contingent, relational, and framed, and 

used contextually to try and achieve certain aims and goals.”220 Kitchin and Lauriault explain 

that over time: 

data largely came to be understood as being pre-analytical and pre-factual, that which 
exists prior to interpretation and argument; the raw material from which information and 
knowledge are built.221 

This conception of data is precisely the one held by intelligence analysts: data are seen as raw 

material used to build information and intelligence. In a pithy critique, historian and philosopher 

of science Geoffrey C. Bowker argues that “’raw data’ is both an oxymoron and a bad idea; to 

the contrary, data should be cooked with care.”222 Bowker’s memorable quote inspired the edited 

volume “’Raw Data’ is an Oxymoron,” in which the editor, media theorist Lisa Gitelman, and 

comparative literature scholar Virginia Jackson, contend that data “need to be imagined as data 

to exist and function as such, and the imagination of data entails an interpretive base.”223 Against 

the ICs conception of data as raw and pre-analytical, Gitelman and Jackson insist that data 

require interpretation before the fact. 

In their investigation of intelligence analysts, Räsänen and Nyce found that the 

conceptual model of the intelligence cycle fails to account for the preliminary processing, or 

“cooking,” of data, where choices are made, including the location and type of data that is 

selected for capture. In this way, “context is edited out” and data come to be seen as raw and 

220 Rob Kitchin and Tracey P. Lauriault, “Towards Critical Data Studies: Charting and Unpacking Data 
Assemblages and Their Work,” 4. 

221 Kitchin and Lauriault, “Towards Critical Data Studies,” 4. 

222 Geoffrey C. Bowker, Memory Practices in the Sciences, (Cambridge, MA: MIT Press, 2006), 184. 

223 Lisa Gitelman and Virginia Jackson, “Introduction,” in “Raw Data” is an Oxymoron, ed. Lisa Gitelman, 
(Cambridge, MA: MIT Press, 2013), 11-12. 
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unedited. 224 Moreover, this “analytical confusion between the raw and the cooked,” they 

contend, impacts how intelligence analysts use data as well as the analytical process.225 

Intelligence collection is impacted by report templates, they argue: some data, categories and 

concepts are easier to enter into forms than others. Static reporting templates limit what is 

collected and how it is interpreted. These forms require some information to be left out, limit 

what is considered to be important, and can even impinge upon information-sharing. 

Reversing the DIK Hierarchy 

Critiques of raw data suggest a rethinking of the data-information-intelligence hierarchy. 

Räsänen and Nyce, informed by the work of Ilkka Tuomi, suggest that intelligence agents 

reverse the hierarchy, so that knowledge leads to information, which leads to the collection of 

data. Data, they argue, are socially constructed and: 

are not something a priori but emerge from various social concerns and practices… 
informed by history, culture, and society, and these help define, reproduce and shape the 
use of this data.226 

Ilkka Tuomi’s research deals specifically with information technology and knowledge 

management within large corporations, rather than the IC, but business intelligence involves the 

same principles, technologies, and is often performed by the same contractors. For example, in 

The Field Guide to Data Science, Booz Allen explains that data science is a "natural extension" 

224 Räsänen and Nyce, “The Raw is Cooked,” 664. 

225 Ibid., 656. 

226 Ibid., 659. 
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of their work in Business Intelligence and cloud computing.227 In “Data is More than 

Knowledge,” Tuomi argues that rather than being raw material for information: 

data emerge last—only after knowledge and information are available. There are no 
“isolated pieces of simple facts” unless someone has created them using his or her 
knowledge.228 

This is the interpretive base that Gitelman and Jackson spoke of. 

Tuomi’s position focuses on the use of data in the design of information systems, and 

takes into account the physical nature of computers and the process of creating databases. He 

argues that “data emerge as a result of adding value to information by putting it into a form that 

can be automatically processed.”229 Data are: 

a solution to a practical problem: how to dissect information into two forms, data and 
data structure, that can be modeled, represented, and processed separately.230 

In this conception of data, information is processed before becoming data, it is isolated and 

decontextualized as it is transformed into a database entry. Tuomi explains that the database is 

structured semantically in advance and allows data to be detached from meaning, processed 

automatically with an algorithm, and ultimately recontextualized. According to Tuomi, value 

must be added to information when it is stored in a database because computers “need to store 

both programs and processed content in the same syntactic form.”231 Kitchin and Lauriault share 

Tuomi’s position that neither data nor databases are neutral or pre-analytical. Focusing 

227 Booz Allen Hamilton, The Field Guide to Data Science, 21. 

228 Ilkka Tuomi, “Data Is More than Knowledge: Implications of the Reversed Knowledge Hierarchy for Knowledge 
Management and Organizational Memory,” Journal of Management Information Systems 16.3 (Winter, 1999/2000), 
107. 

229 Tuomi, “Data Is More than Knowledge,” 108. 

230 Ibid., 107. 

231 Ibid., 108. 
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simultaneously on the social and technological aspects of databases, they describe databases as 

“complex socio-technical systems…embedded within a larger institutional landscape of 

researchers, institutions and corporations.”232 Databases are: 

expressions of knowledge/power, shaping what questions can be asked, how they are 
asked, how they are answered, how the answers are deployed, and who can ask them.233 

In these critiques, data and databases are the antithesis of raw material, and are instead 

socially constructed, embedded in institutions, laden with assumptions, and shaped by 

technologies. In Tuomi’s technologically-based account, data are structured by knowledge, when 

“in the process of creating a measurement tool, important aspects of knowledge are sedimented 

into the structure of the measuring device.”234 The knowledge embedded in the technology 

comes before and impacts the structure and meaning of data: “the meaning of the data is 

determined by the instrument itself.”235 Räsänen and Nyce show that data are socially 

constructed and their use is shaped by both history and culture. Kitchin and Lauriault argue that 

databases, as complex socio-technical systems, restrict what can be known and by whom. All of 

these theorists describe a hierarchy where information is produced out of knowledge, and 

information and knowledge are needed to produce data. 

232 Kitchin and Lauriault, “Towards Critical Data Studies,” 4. 

233 Ibid., 4-5. 

234 Tuomi, “Data Is More than Knowledge,” 109. 

235 Ibid., 108. 
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Epistemologies in the IC 

Even with the many compelling critiques of raw data and the DIK hierarchy, these beliefs remain 

central to the practice of intelligence analysts. Agents conceive of their work as a process in 

which ‘raw data’ (also referred to as raw intelligence or raw information) is processed into 

‘usable information’ that is analyzed to produce ‘finished intelligence’ (sometimes referred to as 

knowledge). Intelligence agents adopt a traditional hierarchy of information where data leads to 

information which leads to knowledge. Conceiving of data or information as lacking in meaning 

is crucial to understanding the analytical cycle as one that entails adding meaning to collected 

raw intercept. At the core of intelligence analysis is making meaning and producing knowledge, 

whether agents conceptualize their practice as connecting the dots, building a mosaic, or 

processing raw data. In Johnston’s ethnographic study of the IC from 2005, he describes analysis 

as consisting of: 

informal, yet purposeful collaboration during which individuals began to make sense of 
raw data by negotiating meaning among the historical record, their peers, and their 
supervisors.236 

The primary role of an intelligence analyst is to make meaning out of collected data and 

information and produce intelligence. As such, intelligence is not purely an engineering problem, 

such as separating signal from noise, but one of interception and interpretation. Within the IC, a 

small number of analysts and researchers have argued that considering the nature and extent of 

knowledge—the study of epistemology—should be central to the process of producing 

intelligence, where analysts consider what constitutes intelligence, how they know when they 

know something, and what the limits of their knowledge are (whether something is unknowable). 

236 Johnston, Analytic Culture in the US Intelligence Community, 27. 
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This case is made in Rob Johnston’s 2005 ethnography of the IC. He asked analysts to 

explain what analysis is, and found that “with very few exceptions, analysts did not describe 

intelligence analysis as its own discipline with its own identity, epistemology, and research 

tradition.”237 Analysts’ inability to describe their practice in a general fashion is in stark contrast 

to most professional practitioners. Johnston explains that: 

in selective, insular professional cultures, practitioners are able to define their role in both 
a specific and general fashion. Intelligence analysts had difficulty defining their 
professional identity in a general way and often relied on specific context to explain what 
it is that they do and, by extension, who they are.238 

Johnsons findings lead him to conclude that “there needs to be a clear articulation and 

dissemination of the identity and epistemology of intelligence analysis.”239 He argues that 

analyst’s inability to position their practice in general terms may leave them at a disadvantage, 

contending that: 

a clearly defined professional identity would help to promote group cohesion, establish 
interagency ties and relationships, and reduce intra- and interagency communication 
barriers by establishing a professional class throughout the Intelligence Community. At 
an individual level, a clearly defined professional identity helps to reduce job 
dissatisfaction and anxiety by giving larger meaning to an individual's daily actions.240 

A cohesive professional class, with a clearly defined epistemology, would provide numerous 

benefits to analysts, Johnson insists. But instead of being a unified group, analysts are currently 

individualistic and competitive, which leads them, counterproductively, to withhold information 

from each other. Bridget Rose Nolan, in her 2013 ethnography of the NCTC, describes the IC as 

having a “general cloak-and-dagger culture” where analysts back-stab and betray each other, 

using “a variety to techniques to stall and subvert the efforts of other analysts to benefit their 

237 Johnston, Analytic Culture in the US Intelligence Community, 26. 
238 Ibid., 48. 
239 Ibid., 7. 
240 Ibid., 49. 
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own work.”241 Nolan’s findings suggest that the IC has a long way to go to achieve Johnston’s 

goal. 

Johnson is not the only voice in the IC arguing for a stronger epistemological foundation. 

In his 2014 article “Making Analysis More Reliable: Why Epistemology Matters to 

Intelligence,” Dr. James B. Bruce, Vice Chairman of the Director of Central Intelligence (DCI) 

Foreign Denial and Deception Committee (FDDC) in the National Intelligence Council (NIC), a 

former CIA analyst and senior political scientist at RAND Corporation, argues that 

“epistemology should be a core idea in any discussion of intelligence” because “different ways 

of knowing can profoundly impact the judgments that analysts make.”242 Bruce argues that 

intelligence analysts should care about epistemology because analysis is a knowledge-building 

activity and “improving analysis thus requires an understanding of epistemology, the branch of 

philosophy that deals with the theory, origins, and nature of knowledge.”243 

Another theoretical justification for epistemological development in the IC is presented 

by career analyst Matthew Herbert in “The Intelligence Analyst as Epistemologist” (2006), who 

argues that the analyst is “above all an explainer of epistemic situations” and “fundamental 

analytic obligations require epistemological skill.”244 Analysts are tasked with distinguishing 

between facts and judgments, he argues, and they need to channel information into one of these 

241 Bridget Rose Nolan, “Information Sharing and Collaboration in the United States Intelligence Community: An 
Ethnographic Study of the National Counterterrorism Center,” (PhD diss., University of Pennsylvania, 2013), 96. 

242 Dr. James B. Bruce, “Making Analysis More Reliable: Why Epistemology Matters to Intelligence,” in Analyzing 
Intelligence: National Security Practitioners’ Perspectives, eds. Roger Z. George and James B. Bruce, (Washington 
DC: Georgetown University Press, 2014), 135. 

243 Bruce, “Making Analysis More Reliable,” 135. 

244 Matthew Herbert, “The Intelligence Analyst as Epistemologist,” International Journal of Intelligence and 
CounterIntelligence, 19:4, 680. 
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two categories.245 Herbert even goes so far as to say that “perhaps the epistemology of 

intelligence analysis is…epistemology itself.”246 

Regardless of these strong stances, epistemology is rarely discussed in the IC. Bruce 

himself admits that “epistemology has not been a popular subject in the literature of 

intelligence.”247 By all accounts, intelligence analysts are highly skeptical of epistemological 

discussions and theoretical models of their practice. In the forward to Heuer’s Psychology of 

Intelligence Analysis, Douglas MacEachin, a former CIA Deputy Director of Intelligence, shares 

that: 

I know from first-hand encounters that many CIA officers tend to react skeptically to 
treatises on analytic epistemology. This is understandable. Too often, such treatises end 
up prescribing models as answers to the problem. These models seem to have little 
practical value to intelligence analysis, which takes place not in a seminar but rather in a 
fast-breaking world of policy.248 

Along similar lines, in a 2012 leaked intranet column from the NSA’s SIGINT Philosopher 

entitled “Descartes Would Have Been a Lousy SIGINT Reporter,” the so-called Socrates of 

SIGINT self-consciously begins with a critique of abstract philosophy: 

I said I wasn’t generally interested in Philosophy as an academic pursuit – I was a goals-
oriented philosopher. But here I’m about to get all abstract and epistemological*.249 

245 Herbert, “The Intelligence Analyst as Epistemologist,” 680. 

246 Ibid. 

247 Bruce, “Making Analysis More Reliable,” 151. 

248 Douglas MacEachin, “Forward,” in Richards J. Heuer, Jr., Psychology of Intelligence Analysis, (Center for the 
Study of Intelligence, CIA, 1999), 5. 

249 SIGINT Philosopher, “Descartes Would Have Been a Lousy SIGINT Reporter,” November 10, 2012. 
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The asterisk leads to a single note, the second part of which explains that the main purpose of 

epistemology is “to allow philosophy professors to feel superior to us by deconstructing what we 

all feel to be common-sense answers to these questions.”250 

Notwithstanding this widespread skepticism of epistemological discussions in the IC and 

a lack of a clearly articulated epistemology, intelligence analysts have inherited epistemological 

conceptions of their practice. This section will analyze five key examples of epistemological 

texts that have emerged from within the IC, from 1968 to 2014, looking for assumptions and 

commonalities among them. Beginning with the 1968 essay “Estimates and Influence,” Sherman 

Kent, the so-called father of intelligence analysis, argues that analysts begin with an inductive 

base of facts and build up to their predictions. He contends that analysts should strive for 

omniscience and believability. Kent’s conception of analysis as an inductive, empirical process 

resonates in a 2003 essay from CIA analyst Woodrow J. Kuhns, who argues that intelligence 

estimation is scientific, closer to natural science than pseudo-science, which makes it amenable 

to epistemological investigation. Three years later, analyst Matthew Herbert in “The Intelligence 

Analyst as Epistemologist” (2006), contends that science is not actually applicable to analysis, 

and the IC needs to develop epistemological techniques from the ground up rather than using a 

priori theories. Similarly, in 2012 the SIGINT Philosopher, in his monthly column for NSA 

analysts, argues that intelligence reports are not purely fact-based, but rather founded largely on 

translation and interpretation in a high-stakes game of telephone. Much like Kent, however, the 

Philosopher’s solution to improved analysis is omniscience. In the final, and most recent, case 

for an epistemology of analysis, written in 2014 by Dr. James B. Bruce, “Making Analysis More 

Reliable: Why Epistemology Matters to Intelligence” the retired CIA analyst takes the position, 

250 SIGINT Philosopher, “Descartes.” 
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yet again, that scientific methods must be applied to analysis, this time arguing that science has 

the most reliable form of knowledge production because of its self-corrective techniques.251 

What emerges from this overview is the overwhelmingly empiricist nature of analyst’s 

conceptions of their practice. 

Sherman Kent: Induction and Omniscience 

To consider the epistemological foundations of intelligence analysis, we will begin with 

Sherman Kent, a larger-than-life figure in the Intelligence Community, who is regarded as “the 

‘father’ of intelligence analysis in America”252 and “the foremost practitioner of the craft of 

analysis in American intelligence history.”253 Looking to Princeton’s Institute for Advanced 

Study, Kent, a Yale University history professor turned CIA analyst, established the CIA’s 

professional journal, Studies in Intelligence, in 1955 to help develop cumulative knowledge 

structures for the CIA. The journal continues to be an important publication in the IC. Kent’s 

motivation for starting the publication and the institute was to help the IC create an accumulated 

knowledge-base or institutional memory in addition to helping intelligence become recognized 

as both a profession and an elite, scholarly pursuit. Despite being held in such high regard, 

Kent’s initiatives are sometimes criticized as too ambitious: his institute was never founded, and 

251 Bruce mentions three exceptions to the lack of epistemological discussions in the IC: Kuhns’ “Estimates and 
Influence,” Herbert’s “The Intelligence Analyst as Epistemologist,” and an article from Michael Collier “A 
Pragmatic Approach to Developing Intelligence Analysis,” published in the Defense Intelligence Journal in 2005, 
which was not available in the public domain or educational libraries. Because it was not possible to find Collier’s 
article, an account of it is not included in this section. 

252 Central Intelligence Agency, “Studies Archive Index,” https://www.cia.gov/library/center-for-the-study-of-
intelligence/kent-csi/index.html (accessed August 1, 2017). 

253 Donald P. Steury, “Introduction” in Sherman Kent and the Board of National Estimates, ed. Donald P. Steury, 5. 
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the scholarly quality of Studies in Intelligence has been described as inconsistent at best, 

dependent as it is on “harried and frequently overworked line intelligence officers.”254 

In spite of all of his efforts, Kent has actually been blamed as the reason why the CIA 

does not have an epistemological foundation. In the introduction to Sherman Kent and the Board 

of National Estimates: Collected Essays, Donald P. Steury, a veteran CIA analyst and historian, 

explains that: 

intelligence analysis in CIA never achieved an explicit, broadly based, epistemological 
and doctrinal structure. For this, Sherman Kent himself must shoulder much of the 
blame.255 

Steury argues that Kent’s influential 1968 essay "Estimates and Influence,” which is considered 

to be the “classic exposition of estimative intelligence”256: 

provides only a superficial consideration of the epistemology of intelligence (in its 
discussion of the difference between "known," "knowable," and "unknowable"), even 
though such considerations are essential to his basic concepts of analysis.257 

In this foundational essay in intelligence analysis, Kent defines intelligence estimation as “what 

you do when you do not know” and contends that almost every intelligence report contains some 

kind of estimate, pointing out commonly used qualifying words like "doubtful" or "highly 

unlikely" in intelligence reports.258 Kent categorizes National Intelligence Estimates (NIE) as: 

(1) statements of indisputable fact; (2) statements about things that are knowable but are 
not known by us; (3) statements about things that are not known to anyone at all.259 

254 Steury, “Introduction,” 12. 

255 Ibid. 

256 Donald P. Steury, Chapter Prelude “Estimates and Influence,” in Sherman Kent and the Board of National 
Estimates, ed. Donald P. Steury, (Center for the Study of Intelligence, 2011), 54. 

257 Steury, “Introduction,” 13. 

258 Sherman Kent, “Estimates and Influence,” in Sherman Kent and the Board of National Estimates, ed. Donald P. 
Steury, (Center for the Study of Intelligence, 2011), 56. 

259 Kent, “Estimates and Influence,” 81. 
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Kent’s taxonomy of epistemological limits, in terms of knowns, known unknowns, and 

unknowns, is much like Secretary of Defense Donald Rumsfeld’s riddle from a 2002 news 

briefing about the intelligence failure that based the invasion of Iraq on a lack of evidence of 

Weapons of Mass Destruction (WMD). The failure of the NIE that misjudged the development 

of WMDs in Iraq is probably the most widely criticized and analyzed intelligence estimate. 

Rumsfeld’s often repeated ‘non-answer’ to the press, who inquired “What evidence do you have 

that Iraq is supplying terrorists with WMDs?,” was that: 

Reports that say that something hasn't happened are always interesting to me because as 
we know, there are known knowns; there are things we know we know. We also know 
there are known unknowns; that is to say we know there are some things we do not know. 
But there are also unknown unknowns -- the ones we don't know we don't know.260 

Even though Rumsfeld’s cryptic response has been described as epistemologically sophisticated 

by some, in the context of the IC, Kent’s similar early description of intelligence estimation— 

what you do when you do not know—and of epistemological limits—knowns, known unknowns, 

unknowns—constitute only a very rudimentary epistemological framework. 

One thing that Kent makes clear about his analytic epistemology is that the only 

respectable method for an analyst is to begin with inductive evidence, and then reason 

deductively from there. This is figured in Kent’s previously mentioned pyramid metaphor that 

outlines the process of building intelligence estimates. The base of Kent’s pyramid is “a 

coagulation of all-but-indisputable fact” that have somehow “arranged themselves” by spreading 

out and up to form this base.261 Kent explains that the factual base of this pyramid is revealed 

through “classical induction” and analysts must "reason [their] way up the pyramid toward the 

260 Hillary Profita, “Known Knowns, Known Unknowns and Unknown Unknowns: A Retrospective,” CBS News, 
November 9, 2009, http://www.cbsnews.com/news/known-knowns-known-unknowns-and-unknown-unknowns-a-
retrospective/ (accessed August 8, 2017). 

261 Kent, “Estimates and Influence,” 57. 
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top" using deductive methods.262 Inductive or “bottom-up” reasoning analyzes specific instances 

of evidence to come to a general conclusion. Empiricism, which holds that knowledge comes 

primarily from sensory experience, relies heavily on inductive reasoning. By contrast, deductive 

or “top-down” logic is the theoretical or philosophical process of reasoning from one or more 

statements (or premises) to reach a logically certain conclusion. Kent’s pyramidal form becomes 

more speculative or theoretical as you deductively move up to the apex, in a literalization of the 

data-information-knowledge hierarchy. His base of “solid information” aligns with the 

conceptions of raw data / information / intelligence that are prevalent in the IC. An intelligence 

analyst engages in inductive reasoning when they attempt to determine if a target is a threat 

based on evidence of actions they have already taken, for example, when someone who has 

expressed violent intent purchases bomb-making materials. An analyst engages in deductive 

reasoning when they see what they understand to be indications that a target may become a 

threat, perhaps they notice patterns of speech that remind them of a target that is a known threat, 

but they do not have any physical evidence linking the target to actual threatening behavior. In 

this case, the analyst attempts to predict if the target is likely to become a threat. 

While Kent’s metaphor indicates the analyst’s need for deduction, it also reveals his 

skepticism of it. If an analyst begins with "perverse downward deduction,” he explains, moving 

from the unknown to the known, and then tries to connect their prediction to a base of 

inductively gathered facts, he warns that it will take an incredible amount if skill to do so in a 

way that results in an "artfully contrived" connection between the two parts.263 Kent contends 

that any educated human can “deduce rigorously,” but what intelligence agents add is a 

262 Kent, “Estimates and Influence,” 57. 

263 Ibid., 58. 

123 



  

           

           

         

       

     

             

           

            

             

          

          

           

           

            

        

             

              

            

              

                                                
      

 
    

 
      

 
   

 
      

collection of facts that make them, at least temporarily, “better informed than [their] 

consumers.”264 Kent sees the role of an analyst as providing decision makers with an objective 

collection of unadulterated facts—facts that arrange themselves “with an absolute minimum of 

manipulation on our part”—rather than as providing interpretations. This may explain why 

Kent’s analytical epistemology has been described as “essentially empirical.”265 

Yet Kent argues that even if the analyst uses this "respectable method" of estimate 

construction, they eventually get to the point where they have used their "last legitimate 

deductive crutch" and they have to choose from several options: extrapolate and claim to be 

fairly confident about the truth, narrow it down to a few possibilities, or take a "peep ahead" to 

determine that they do not like where the conclusion is heading and rebuild the pyramid of 

speculation it so does not impact their job security.266 Kent explains that credibility for 

intelligence reports is lowest when analysts engage in "formal estimates" or what can otherwise 

be described as speculative evaluations, predictions or forecasts. He describes this predictive 

approach to intelligence analysis as one that seeks out "some sort of useful approximation" 

where “logically and rationally (you hope) to unravel the unknown,” and which results in a 

report that is a “mix of fact and judgment.”267 Yet, as Kent explained earlier, almost every 

intelligence report contains some kind of estimate. Kent stresses that “estimates are far more 

vulnerable” to criticism and disbelief than statements made “at least, as if they were fact.”268 

Emphasizing the importance of analyst credibility, here Kent seems to indicate that it is better to 

264 Kent, “Estimates and Influence,” 58. 

265 Steury, “Introduction,” 12-13. 

266 Kent, “Estimates and Influence,” 59. 

267 Ibid., 57. 

268 Kent, “Estimates and Influence,” 60. 
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err on the side of sounding certain in moments of uncertainty. He seems to encourage the kind of 

overstated certainty that has been criticized in the national intelligence estimate that led to the 

invasion of Iraq. 

Kent concludes that agents should strive for omniscience and to be believed rather than 

solely focusing on trying to influence policy. Aiming for omniscience and believability, he 

argues, may ultimately result in the ability to influence policy in the end. This is where the 

‘influence’ in the title comes from: the desire to influence policy decisions emerges as a central 

goal of intelligence agencies in this essay. It is notable that what is arguably the foundational 

essay addressing the epistemology of intelligence analysis argues that agents, rather than aiming 

for accuracy, should strive to sound more certain than they are, as if their estimations are facts 

and should strive to know everything. As we will see, this perspective has been passed down and 

continues to influence how intelligence analysts operate. 

Woodrow J. Kuhns: The Analyst as Genius Scientist 

Over 30 years later, in 2003, CIA analyst, political scientist and faculty member at the Naval 

War College, Dr. Woodrow J. Kuhns takes up some of Kent’s positions as he addresses the 

epistemology of intelligence estimates in “Intelligence Failures: Forecasting and the Lessons of 

Epistemology.” Kuhns takes a philosophical approach to the epistemological study of the 

‘strategic surprise’, one of the most impactful kinds of intelligence failures, wherein an 

unexpected attack occurs, and the intelligence community perceives little to no warning and fails 

to predict the attack. According to Kuhns, “the study of intelligence failures is perhaps the most 

academically advanced field in the study of intelligence” and it tends to focus on forecasting 
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(predicting or estimating).269 Kuhns references Kent, Karl Popper and David Hume to argue that 

intelligence estimates are scientific. 

Kuhns defines intelligence as “really little more than useful knowledge—useful to the 

policymaker.”270 His definition of intelligence as knowledge (which we have seen before) leads 

him to conclude that epistemology is a crucial topic for intelligence analysts to consider—but 

only insofar as estimative intelligence is a science. If predictive analysis is pseudo-science, 

failure and success are “pure chance,” but if analysis is a science, then it warrants a discussion of 

the “epistemological or methodological causes of prediction failures.”271 Kuhns concludes that 

intelligence forecasts are closer to science than pseudo-science because they use an empirical 

method to make inductive inferences based on observations. 

While Kuhns insists that intelligence prediction is scientific, he admits that science is not 

certain. He contends that one of the main problems with estimation is that: 

the method by which analysts make their forecasts has traditionally been one of 
induction…moving from the particular to the general, and moving from the past to the 
future.272 

Kuhns cites David Hume’s critique of the inductive inference and of the notion that we can use 

the past to predict the future. Hume argues that 'matters of fact' depend upon causal relations and 

while "all our experimental conclusions proceed upon the supposition that the future will be 

269 Woodrow J. Kuhns, “Intelligence Failures: Forecasting and the Lessons of Epistemology” in Paradoxes of 
Strategic Intelligence: Essays in Honor of Michael I. Handel, eds. Richard K. Betts and Thomas G. Mahnken, 
(Portland, Oregon: Frank Cass Publishers, 2005), 77-78. 

270 Kuhns, “Intelligence Failures,” 78. 

271 Ibid., 82. 

272 Ibid., 85. 
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conformable to the past,” there is no reason to believe this will happen.273 Future times or other 

objects may only appear to be similar. For Kuhns, Hume’s critique threatens the inductive 

approach by showing that inductive inferences are based in probability and customs rather than 

on a rational basis. This is significant for the intelligence analyst who reasons inductively, Kuhns 

explains, as they are doomed to struggle with discontinuity between the past and future as well as 

outcomes that are improbable, yet possible, when they attempt to predict the future. 

Kuhns considers a possible remedy in Karl Popper’s method of conjecture and refutation, 

which seeks to falsify hypotheses, uses deductive arguments, and holds theories as scientific only 

if they are testable, unfalsifiable and unrefutable.274 Kuhns concludes that intelligence estimates 

must be falsifiable because there has been so much research about intelligence failures. Yet he 

concludes that a Popperian approach of conjecture and refutation would not improve intelligence 

estimates: Popper repudiates induction on the basis that evidence provides no “positive proof for 

any hypothesis,”275 so his approach provides “no basis for discriminating against different 

hypotheses” drawn from collected evidence.276 Kuhns summarizes Popper’s view as one in 

which “all hypotheses that have not been falsified are equally plausible” and "evidence for any 

given hypothesis is considered trivial or largely irrelevant,” which does not help policymakers 

(the customers of the IC) who base decisions on collected and processed evidence.277 Because 

273 David Hume, Section IV, “Sceptical Doubts Concerning the Operations of Understanding, Part I,” in Hume: 
Theory of Knowledge, 33-34, as quoted in Kuhns, “Intelligence Failures,” 85. 

274 Popper found that pseudo-sciences like Marxism and Freudian analysis could be considered to be classical 
science because they were based on observation, but that anything and everything could be interpreted through the 
lens of these theories and could therefore appear to confirm their accuracy. 

275 Kuhns, “Intelligence Failures,” 88. 

276 Ibid. 

277 Ibid. 
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policymakers value "the facts upon which [they] can base a decision,” Kuhns concludes that a 

Popperian approach would actually hinder the capacity of the IC to fulfill its role of providing 

facts to policymakers.278 Here we can see the evocation of Kent’s empiricism: intelligence agents 

provide policymakers with a collection of facts rather than interpretations. 

Of special concern for Kuhns is how Popper’s critique forecloses on the ability to 

rationally predict the future, effectively calling into question the role of the intelligence estimate 

or forecast.279 Kuhns attempts to take on the argument that free will renders human behavior 

unpredictable and chaotic, in order to prevent it from discrediting the predictive practice of 

estimation. He quotes from Kent’s 1964 Studies in Intelligence article “A Crucial Estimate 

Relived,” which addresses the failure of intelligence agencies to predict the use of offensive 

missiles by Soviets in Cuba in 1962, to make the case that free will is less problematic in practice 

than in theory. In Kent’s article, he contends that in any given situation, the behavior of a 

“foreign statesman” is predictable, assuming that: they are in their “right mind,” they need to 

discuss any action with advisors, they are aligned with the national interests and objectives of 

their country, and they are well informed.280 Problematically, Kuhns extrapolates Kent’s 

restricted example to repudiate free will in general. The specific characteristics of a foreign 

statesman are not generalizable to the average citizen, the non-state actor, the lone wolf, affinity 

group, or terrorist cell, for example. These groups and individuals may not be motivated by 

national interests or "broad lines of policy,” there may be no advisers with whom plans need to 

be discussed, they may have asymmetrical information, or be misinformed. Despite the fact that 

278 Kuhns, “Intelligence Failures,” 88. 

279 The fact that intelligence analysts have been trying to predict the future all along is part of what draws them to 
the idea of automated predictive analytics. 

280 Kuhns, “Intelligence Failures,” 83. 
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Kent’s statesman is not a generalizable figure, it is one of the main arguments used by Kuhns to 

claim that, in practice, free will does not prevent intelligence analysts from predicting human 

behavior. Kuhns’ generalized application of Kent’s specific example of the statesman is not a 

convincing repudiation of free will. 

After Kuhns’ various attempts to validate the practice of prediction, arguing that 

estimation is an inductive, scientific method that does not benefit from hypothesis testing and 

that free will does not impede the ability to predict human behavior, he concedes, at the end of 

the article, that: 

The lesson of epistemology is thus a harsh one: there is no obvious way in which 
predictions can be known in advance to be true or false, and therefore, there is no obvious 
way in which intelligence failures can be prevented. They are a function of the uncertain 
manner in which knowledge is gained.281 

Yet Kuhns maintains that intelligence analysis is scientific, resembling discoveries made in 

natural science, making it amenable to an examination of the methodological causes of predictive 

failures. For Kuhns, however, natural science is an area in which it is "somewhat less difficult" 

to acquire knowledge than in intelligence estimation.282 Perhaps out of exasperation, Kuhns 

contradictorily concludes that the IC may not be able to improve the process of analysis through 

any kind of bureaucratic reform, because intelligence analysis is actually a creative process that 

involves “personal genius.”283 This leads Kuhns to suggest recruiting “students of foreign affairs 

who have a track record of being ahead of their peers when it comes to insights.”284 In spite of 

his earnest attempts at philosophical theorization, Kuhns’ conclusion ends up mystifying the 

281 Kuhns, “Intelligence Failures,” 89. 

282 Ibid. 

283 Ibid. 

284 Ibid., 90. 
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process of analysis, as the product of “personal genius,” ultimately contradicting his attempt to 

find an epistemological approach that might improve upon what he has declared to be a scientific 

approach to knowledge production. Kuhns seems to conclude that intelligence estimation cannot 

be taught, and relies upon innate creativity and inarticulable methods. The mystical nature of his 

solution to intelligence failures, going against the grain of his preference for inductive methods, 

indicates the importance of other ways of thinking. 

One productive approach to this apparent contradiction is articulated by Latour in 

Reassembling the Social: An Introduction to Actor-Network-Theory, who argues that actors 

under analysis will reveal their own metaphysics as they define the basic structures of the world. 

Latour articulates two main strands of metaphysics. On the one hand, actors such as social 

scientists confine themselves to the realm of the social, focusing on meaning, symbols, intention 

and language. On the other hand, scientists and engineers take up things and objects, focusing on 

material connections and causality. Both positions stick to only one narrow metaphysic, Latour 

argues, and researchers should be rooted in many philosophical traditions so they can perceive 

the “metaphysical innovations proposed by ordinary actors.”285 The two distinct metaphysical 

orientations described by Latour align with two major philosophical traditions: the idealist and 

rationalist philosophy of Plato, which holds that existence lies beyond experience (in a priori 

knowledge), and the empirical theories of Kant, Hume and the logical positivists, who argue that 

sensory experience constitutes reality (in a posteriori knowledge). Kuhns’ article reveals the 

importance of both of these strands of metaphysics in the realm of intelligence analysis. Kuhns 

begins by summarizing Hume and orienting himself as an empiricist, but he ends his article 

suggesting that there may be an ideal form of analyst, the genius who cannot be trained but who 

285 Bruno Latour, Reassembling the Social: An Introduction to Actor-Network-Theory, (Oxford: Oxford University 
Press, 2007), 51. 
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can be discovered. Perhaps Kuhns senses the restrictions imposed by having one narrow 

metaphysics after his in-depth analysis of empiricism and induction, and this led him to consider 

another, less empirical, explanation for how to critique and improve intelligence analysis. After 

all, Kuhns’ interest in epistemology seems to be related to the extent to which he can use it to 

determine "epistemologically based causes of errors in forecasting" that do not stem from 

induction.286 Kuhns ends his article by stating that induction is not the cause of all intelligence 

failures. This seems like an obvious conclusion once Kuhns reveals that not all of what 

intelligence analysts do is inductive. But it seems to also be a way for him to continue to 

venerate an empiricist approach. 

Matthew Herbert: The Applied Epistemology of the Analyst-Philosopher 

Three years after Kuhns’ article was published, Matthew Herbert, a career analyst trained in 

philosophy, wrote the cleverly-titled “The Intelligence Analyst as Epistemologist.” It is not clear 

if Herbert meant to reference Walter Benjamin’s “The Author as Producer,” or Hal Foster’s even 

more obscure “The Artist as Ethnographer,” but with his breadth of knowledge, neither would be 

surprising. As is common in the IC’s epistemological critiques of intelligence failures, Herbert 

discusses the Iraq WMD ‘failure’. Two separate committees were convened to review what had 

happened in the mischaracterization of Iraq’s WMD program.287 The Commission on the 

286 Kuhns, “Intelligence Failures,” 93. 

287 It is important to note that the false belief in the existence of WMDs in Iraq is described by the intelligence 
community as a failure in the assessment of the information they had. However, this situation can also be read as a 
false premise to invade Iraq that was intentionally manipulated. The clandestine source, Curveball, who was given 
complete authority on the topic, falsely claimed that Iraq had biological weapons. It is easy to see how someone who 
understands the chain of command could place misinformation at key points in the process to influence how an NIE 
is developed. 
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Intelligence Capabilities of the United States Regarding Weapons of Mass Destruction 

concluded that the estimate was “dead wrong” in almost every judgment.288 The Senate Select 

Committee on Intelligence (SIC) ascribed partial blame to intelligence collections systems and 

bureaucratic structures, while finding the main culprit to be flawed intelligence analysis. Both 

committees prescribed analysts with the following tasks: “to raise the rigor of their methods, root 

out analytic bias, and demonstrate clear connections between judgments and evidence.”289 But 

these tasks are not easy to accomplish, Herbert argues, because while “intelligence analysis is 

about coping with epistemic complexity,” analysts only have “brief exposure, in training 

seminars, to principles of ‘critical thinking’.”290 Herbert describes the intelligence community as 

“somewhat like employing a corps of electricians who are only haphazardly educated in the 

principles of electricity, and who are expected to acquire expertise by trial and error.”291 

Yet Herbert contends that intelligence analysts would benefit from looking to the 

discipline of epistemology, because it: 

focuses 2,500 years’ worth of erudition on the key issue encountered in intelligence 
analysis—distinguishing genuine knowledge from mere belief.292 

As mentioned earlier, Herbert finds epistemological questions to be “of fundamental importance 

to the intelligence analyst” because it is at the core of their job.293 He thinks the IC “should 

recruit epistemological talent and cultivate epistemological skill across its organizations” in 

288 Herbert, “The Intelligence Analyst as Epistemologist,” 666. 

289 Herbert, “The Intelligence Analyst as Epistemologist,” 666-667. 

290 Ibid., 667. 

291 Ibid. 

292 Ibid. 

293 Ibid., 668. 
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order to improve analysis.294 He maintains that cognitive biases—including “layering and 

analytic bias indicate that the central methodological challenges of intelligence analysis are 

epistemological.”295 Herbert defines layering as “the repackaging of…highly processed 

judgments for later use as plain and simple facts.”296 The concept of layering surfaced in the 

SICs review of the NIE that misjudged Iraq’s WMD program, when the committee argued that 

“the IC did not make it clear in its latter assessments that its judgments were based on layer upon 

layer of previous analytic judgments” leading to a gap between the ICs beliefs and their 

justifications.297 

Layering, or stacking, is a technique described at length by Latour in Science in Action: 

How to Follow Scientists and Engineers Through Society. He argues that the surest indication 

that a text has become scientific is that it develops defensive layers, becoming stratified; like a 

fortress, it is shielded and buttressed. Stratified texts ensure that no part of the writing stands by 

itself, but each part is linked by many references to other layers. This layering creates a depth of 

vision that resembles reality, Latour continues, so the text claims to bring the real world into it. 

Each layer needs to be stacked to avoid gaps; each layer must add something to the next. 

Appropriate for the inductive epistemology of the intelligence community, Latour explains that 

the rules of stacking are the rules of induction—one cannot jump straight from the experiment to 

a generalizable claim, it has to be built incrementally.298 

294 Herbert, “The Intelligence Analyst as Epistemologist,” 681. 

295 Ibid., 680. 

296 Ibid., 669. 

297 Ibid. 

298 Bruno Latour, Science in Action: How to Follow Scientists and Engineers Through Society, (Cambridge, MA: 
Harvard University Press, 1987), 46-52. 
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Layering is one of the ways that facts are collectively constructed through writing: “by 

itself a sentence is neither a fact nor a fiction; it is made so by others, later on,” Latour 

explains.299 A sentence can be made more of a fact, that is to say a closed, obvious, firm and 

packaged premise, or a sentence can be made more of an artifact, clearly constructed by a human 

being, by how it is used in other sentences. This is done through sentences described by Latour 

as either negative or positive modalities, which modify other statements. Negative modalities call 

a fact into question, leading the reader towards the conditions of its production, explaining “in 

detail why it is solid or weak.”300 Positive modalities are sentences that lead the reader away 

from the conditions of a fact’s construction, turning the statement into a ‘black box’ or a 

cybernetic technique wherein the functioning of a complex machine or set of commands is 

replaced with a little box about which the practitioner needs to know nothing, and only the input 

and output become important. With black box statements, “no matter how controversial their 

history, how complex their inner workings, how large the commercial or academic networks that 

hold them in place, only their input and output count.”301 Positive modalities, as we see in the 

layering technique used by the IC, provide a statement with certainty, making it “solid enough to 

render some other consequences necessary.”302 With the WMD NIE, the certainty of the layered 

sentences led policy makers to believe that an invasion of Iraq was warranted. As we saw in 

Kent’s early treatise on intelligence estimates, the IC may have inherited a concern over 

credibility, including the belief that a prediction that appears more certain will be less vulnerable 

to critique than admitting uncertainty to policymakers if analysts want to retain the authority to 

299 Latour, Science in Action, 24. 

300 Ibid., 23. 

301 Ibid., 3. 

302 Ibid., 23. 
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influence policy. Problematically, since the technique of layering is prominent in carefully 

constructed scientific texts, it may be immanent in both scientific approaches and the inductivist 

epistemology of the IC. Therefore, the application of a scientific epistemology to intelligence 

analysis, as has been suggested by previous authors, would not necessarily reduce this kind of 

cognitive bias, and may actually serve to reinforce it. 

Perhaps Herbert was aware of some of these problems, when in his 2013 article “The 

Motley of Intelligence Analysis: Getting over the Idea of a Professional Model,” he argues, 

against popular belief in the IC, that science is not the correct epistemological model for 

intelligence analysis: 

While ‘‘science’’ sounds good as part of a catch phrase, its methodological nuts and bolts 
have little applicability to intelligence analysis. But analysis is richly philosophical. I 
earlier argued in these pages that it can be seen as a form of applied epistemology.303 

While Herbert contends that analysis is philosophical, he also argues that high theorizing has 

absolutely no impact on the improvement of analysis: it makes no difference if intelligence is 

more of an art or a science, he contends.304 Herbert’s Wittgensteinian approach to defining 

intelligence analysis continues into his solution for improving it. Not only do the varied practices 

of analysis change by context, following the “power instruments they subserve,” but they have 

also become increasingly specialized over time, exaggerating both the differences between and 

technical expertise needed for each type of analysis.305 Herbert concludes that in order to 

improve intelligence analysis: 

303 Herbert, “The Motley of Intelligence Analysis,” 663. 

304 Ibid. 

305 Ibid., 659. 
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prescriptive models have to proceed from the bottom-up—from the specialized nature of 
the work analysts actually do—and should reflect the full diversity of intelligence 
analysis rather than its a priori idealization.306 

Herbert’s case-by-case solution for the improvement of analytic epistemology will be echoed 

later on in the chapter, when alternatives to analytic empiricism are proposed. 

SIGINT Philosopher: Interpret-It-All 

The fourth example of an IC member explicitly engaging with the epistemology of intelligence 

analysis comes from the trove of NSA documents leaked by Ed Snowden. The SIGINT 

Philosopher, a failed writer turned spy who is also known as the Socrates of SIGINT, writes a 

column that is meant to “really get people thinking” at the NSA.307 In his first column from May 

of 2012, entitled “The SIGINT Philosopher Is Back – with a New Face!,” the author is 

introduced as not holding “a degree in philosophy” yet exhibiting a “philosophical approach to 

things,” nonetheless. The Philosopher describes his own approach as “applied philosophy with a 

SIGINT slant.”308 In this introductory essay, the author reveals his belief that “it is better to be 

completely and competently monitored rather than halfheartedly and incompetently so.”309 The 

mission statement of the NSA, he contends, should be “building informed decision makers…by 

306 Herbert, “The Motley of Intelligence Analysis,” 653. 

307 As described in a leaked advertisement sent out via the NSA’s internal publication SIDtoday on 11/30/2010. The 
entire archive, beginning with the advertisement, can be found here: https://www.eff.org/document/20150811-
intercept-sigint-philosopher (accessed May 29, 2017). 

308 SIDtoday Editor, “The SIGINT Philosopher is Back – With a New Face!,” November 10, 2012,, 
https://www.documentcloud.org/documents/2259077-the-sigint-philosopher-is-back-with-a-new-face.html (accessed 
May 29, 2017). 

309 SIDtoday Editor, “The SIGINT Philosopher is Back.” 
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exercising deity-like monitoring of the target.”310 This dream of total surveillance is prefigured in 

Sherman Kent’s desire for omniscience back in the 1960s. It has lived on in many IC initiatives, 

including mass data collection programs such as DARPA’s Total Information Awareness, NSA’s 

PRISM program, and the CIA-backed Big Data analytics company Palantir, named in reference 

to a Lord of The Rings seeing stone and meaning “one that sees from afar.” 

Three months after the SIGINT Philosopher is introduced to his fellow NSA analysts, his 

essay “In Praise of Not Knowing” begins with a critique of the use of the word ‘agnostic’, which 

he traces etymologically to mean “without knowledge” but which he points out has come to 

mean “indifferent to” in the IC. The Philosopher uses this etymological critique to segue into an 

epistemological plea: intelligence agents should admit there are times that they do not, or cannot, 

know something—providing a brief indication of the relevance of considering the limits of what 

is knowable.311 

The most elaborate example of the SIGINT Philosopher’s epistemological orientation 

comes from the article “Descartes Would Have Been a Lousy SIGINT Reporter” from June of 

2012. In this article, the author feels the need to define epistemology in a single end note 

referenced in the second sentence of the article: “Epistemology, ‘the study of knowledge’ is a 

branch of philosophy that answers questions like ‘What does it mean to know something?’ or 

‘How do you know that you know something?’.” This definition clearly indicates the 

Philosopher’s lack of confidence that his audience of NSA analysts is familiar with the term. As 

of 2012, then we can conclude that intelligence analysts still generally do not explicitly consider 

310 SIDtoday Editor, “The SIGINT Philosopher is Back.” 

311 SIGINT Philosopher, “In Praise of Not Knowing,” August, 16, 2012, 
https://www.documentcloud.org/documents/2259082-sigint-philosopher-in-praise-of-not-knowing.html (accessed 
August 7, 2017). 
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the epistemological basis of their work and remain skeptical of the value of theorizing about it. 

Analysts would prefer a ‘goals-oriented’ philosophical approach that is grounded in their 

practice, as opposed to a priori rationalism in the vein of René Descartes. 

In this article, the SIGINT Philosopher traces the supply chain of information, moving 

from "real information" to "communicants talking about real information" to collection, 

translation, and reporting, and finally, far removed from the original object of analysis, 

customers write a report based on the finished intelligence report. He compares this process to 

the game of telephone, warning about the knowledge gaps that it produces. He cryptically 

indicates that these epistemological issues are being discussed by “many” as part of "analytic 

modernization" of the NSA. The Philosopher ultimately calls into question the notion that 

analysts produce knowledge, admitting that: 

the philosopher in my head...doesn't like presenting something to others as knowledge 
when it is really just my interpretation of knowledge. It is my painting of a scene that 
somebody else has described to me.312 

In this analogy, the analytical process is described, far from an inductively-based science, as an 

art of interpretation, involving significant amounts of translation and uncertainty. Analysis 

becomes an artistic process of representation beginning with a game of telephone. The SIGINT 

Philosopher thus presents a veiled critique of NSA analysts’ lack of epistemological foundations 

for their practice, indicating a perceived need for analysts to reflect more critically on their own 

practice and, in an inverse manner, revealing that many analysts in the NSA still see their 

practice as empirical and inductive. 

312 SIGINT Philosopher, “In Praise of Not Knowing.” 
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Dr. James B. Bruce: Science is Neutral, Objective, Transparent, Replicable 

The most recent example of an epistemological argument in the IC, is found in the 2014 article, 

“Making Analysis More Reliable: Why Epistemology Matters to Intelligence,” authored by 

retired CIA analyst Dr. James B. Bruce, who continues the argument that intelligence analysis is 

scientific. He underscores the importance of data to the intelligence process: “data-free 

intelligence is not intelligence” he argues, putting a clever spin on the truism that data is not 

intelligence.313 Analysts, he clarifies, must not only “make judgments from the data but 

first…make judgments about the data.”314 Epistemology, then, is as central to intelligence as 

data. Bruce’s thesis is: “the reliability of intelligence judgments correlates directly with the level 

of factual content, the use of reliable epistemology, or both”315 and when the “empirical 

component” or “factual content is low, the reliability of judgments depends heavily on the 

epistemology”316 and “the impact of other ways of knowing increases.”317 Bruce holds that: 

because each way of knowing has major implications for the accuracy and reliability of 
analysis, analysts should be acutely aware of precisely which knowledge-building 
techniques they are using.318 

Bruce presents five different ways of knowing, which he uses to critique the intelligence 

failure of the Iraq WMD. According to Bruce, that estimate failed because of: 

1) Authority: it relied upon the authority of image analysts and a secret human source. 

313 Bruce, “Making Analysis More Reliable,” 142. 

314 Ibid. 

315 Ibid., 136. 

316 Ibid., 137. 

317 Ibid., 147. 

318 Ibid., 137. 
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2) Habit of thought: it fell back on habitual thinking via “inherited assumptions” about 

Saddam Hussain having WMDs. Analysts had the information that Saddam had shut 

down the program years earlier, but they disregarded it. The lack of evidence of the 

WMD was “explained away as denial or deception or discounted” because it did not fit 

into previous beliefs of the IC.319 

3) Rationalism: it relied upon rationalism to construct a hypothesis, in this case using an 

inductive inference to conclude that WMDs were there despite no evidence. Other 

techniques for hypothesis construction, or knowledge derived from reason, include 

intuition, abduction and deduction. 

4) Empiricism: it did not rely enough upon empirical observations. What little observable 

evidence the IC had was “overinterpreted but also was not heavily scrutinized or assessed 

relative to any available evidence to the contrary.”320 

Bruce’s fifth way of knowing is the combination of rationalism and empiricism, which he refers 

to as ‘science’ and which he contends was not used in this NIE. This combination of techniques 

produces what Bruce refers to as “self-corrective techniques.”321 Epistemologies that have self-

corrective techniques are better than those that do not, he argues, and knowing and acting on that 

fact is “essential to the analytic process.”322 Moreover, he contends that “only science has the 

built-in capacity to identify and correct its mistakes,” making it the most reliable form of 

knowledge production.323 

319 Bruce, “Making Analysis More Reliable,” 147. 

320 Ibid. 

321 Ibid., 142. 

322 Ibid., 137. 

323 Ibid., 142. 
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Bruce asserts that because scientific methods are so reliable, they must be applied to 

analysis.324 He summarizes the scientific attributes he considers to be important as: hypothesis 

testing, objective methods for data collection and analysis, public transparency of findings and 

methods, replicability, peer review, and provisional results and procedures.325 Bruce argues that 

scientists distinguish between knowledge and hypotheses, seeking to disprove hypotheses. 

Science does not try to prove anything, he insists, but rather “seeks a neutral evaluation to accept 

a hypothesis as provisionally true or to reject it as false through reliable methods—and keeps the 

issue open to further investigation.”326 In the case of the Iraq WMD NIE, which he describes as 

decidedly “non-scientific,” the analysts’ so-called “empirical analysis” consisted of “card 

stacking,” or cherry picking, a propaganda technique of selectively attending to evidence that 

proves a preexisting idea.327 Had the analysts writing the Iraq NIE used scientific techniques, 

they would have arrived at more reliable conclusions, Bruce concludes. 

Bruce is disappointed that “only a very small number of problems facing the intelligence 

analyst” can be statistically analyzed because they mostly deal with qualitative problems.328 

“Lacking quantitative-type tools for analysis of qualitative issues, can the intelligence analyst 

still test hypotheses?” he wonders. “The answer is a qualified no,” he contends, “present tools for 

qualitative analysis cannot provide the same level or rigor and, therefore, confidence that we find 

in quantitative techniques.”329 Bruce believes that statistical analysis is more rigorous and 

324 Bruce, “Making Analysis More Reliable,” 142. 

325 Ibid., 143. 

326 Ibid., 154. 

327 Ibid., 147. 

328 Ibid., 148. 

329 Ibid., 149. 
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provides more accuracy than qualitative ways of knowing. Yet he feels that self-corrective 

techniques are still within reach for the analyst, and he looks to social science for methodological 

advancements. He considers a suggestion made by Heuer in his 1999 ethnography of the CIA to 

use the Analysis of Competing Hypotheses (ACH), where the analyst compares multiple 

hypotheses against available evidence, arguing that it “offers real potential for testing qualitative 

hypotheses” and should have been used in the Iraq NIE.330 Bruce’s focus on the potential of 

ACH indicates that Heuer’s suggestion may not have been widely implemented in the IC as of 

2014. 

Bruce adds some rigor to analytic epistemology with a checklist for analysts and 

managers to follow when constructing important NIEs. Analysts should ask themselves “how do 

I know that X is true?” and determine whether they arrived at that conclusion:331 

1) Because of the authority of the information. If the conclusion is based on authority, 

analysts need to justify that authority. 

2) Because it was true in the past. If habit of thought is the basis of the conclusion, analysts 

should try to challenge it. 

3) Because it was produced by analytic logic. If rationalism is the basis of the conclusion, it 

is only a hypothesis and it requires empirical testing and evidence to verify. 

4) Because it is suggested via observable data. Data collection is never complete, Bruce 

warns, so agents may have an unrepresentative sample. Multiple hypotheses should be 

tested against the evidence. 

330 Bruce, “Making Analysis More Reliable,” 149. 

331 Ibid., 150. 
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This final checkpoint, as well as Bruce’s interest in ACH, stand in opposition to Kuhns’ Humean 

position that there is no actual basis on which to test differing hypotheses against available 

evidence in intelligence estimations. 

In concert with Kent and Kuhns, and against Herbert’s position, Bruce concludes that “a 

better epistemology—science—is available for intelligence analysis.”332 Bruce’s conception of 

science makes room for the metaphysics of rationalism, indicating that there could be a place for 

developing more than one way of knowing, and an interest in critical self-reflection, rather than 

simply a focus on induction. Yet analysts’ lack of training in critical thinking is reflected in 

Bruce’s rosy conception of science, which is riddled with assumptions. His litmus test for the 

effectiveness of scientific methods is that “faulty studies” rarely make their way into the public 

realm because “most self-correction in science occurs well before findings become headline 

news.”333 To the contrary, a study conducted nine years prior to Bruce’s publication, entitled 

“Why Most Published Research Findings Are False,” found that most published studies were not 

replicable and have therefore been proven to be false positives.334 If epistemological 

developments in intelligence analysis is meant to improve upon the effectiveness of intelligence 

estimates, scientific methods do not have a good track record. 

Another assumption held by Bruce is that “science is a public activity” and scientific 

findings and methods “must be available for public inspection or use.”335 Unfortunately, in 

practice, most studies, faulty or not, do not make their way into the public realm. Many journal 

332 Bruce, “Making Analysis More Reliable,” 151. 

333 Ibid., 144. 

334 John P. Ioannidis, “Why Most Published Research Findings Are False,” PLoS Medicine, 2005, 2(8):e124, 
http://doi.org/10.1371/journal.pmed.0020124 (accessed August 7, 2017). 

335 Bruce, “Making Analysis More Reliable,” 143. 
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articles are hidden behind the paywalls of major publishing companies. But even when open 

access is provided to the public, it does not ensure the accessibility of scientific articles that 

require specialized knowledge to comprehend. Latour contends that science is designed to force 

most people out, so popularizing articles leads to a condition of more readers with fewer 

resources.336 Most people cannot make their way through the defensively layered technical 

articles published in scientific journals. Stacking black boxes (less easily disputable arguments) 

controls the reader’s movement, preventing them from forming other conclusions. The author 

stacks so many black boxes, so many old and unanimously accepted facts, that the reader will be 

left alone if they dissent. This kind of logical fact-writing, according to Latour, limits the 

reader’s response to three possibilities: giving up, going along, or working through. Most readers 

give up, some go along with the author’s argument, and just a few will have the wherewithal to 

re-enact what the authors went through and enter into a laboratory to replicate an experiment. 

Public access to science has historically been a problem. This history surfaces in Steven 

Shapin and Simon Schaffer’s Leviathan and the Air Pump: Hobbes, Boyle, and the Experimental 

Life. This case study in the history of science focuses on the battle between Hobbes and Boyle 

over different solutions to the problem of social order as it relates to the problem of knowledge 

production. Boyle was a vaccuist—believing that the space between molecules is a vacuum— 

arguing for experimentalism, a theory where knowledge is founded on fact. Hobbes was a 

plenist—believing that space is full of matter—arguing for a materialist theory of knowledge 

(demonstrative philosophy) founded on causes. Just like the IC, Boyle and the experimentalists 

proposed fact as the foundation of knowledge. Boyle argued that multiple people needed to 

witness an experiment for it to be considered a fact. He espoused that scientists had to conduct 

336 Latour, Science in Action, 52. 
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experiments in a public space, but Hobbes countered that the Royal Society, where experiments 

were being performed, was not actually public. Instead, Hobbes contended, it was taken for 

granted (as a convention) that witnesses who were professors were more reliable than 

peasants.337 In addition to these implicit social impediments, lack of access arose out of the fact 

that air pumps—new scientific instruments that enhanced the senses, and the emblem of the 

Royal Society experimental program—were expensive and therefore scarce. This led the 

laboratory space to become a restricted public space—a disciplined space controlled by 

competent members.338 “Producing matters of fact through scientific machines imposed a special 

sort of discipline upon the public,” Shapin and Schaffer argue, these “new scientific instruments 

disciplined sensory observation through their control of access.”339 Shapin and Schaffer show 

how science, since its early inception, only offered a restricted form of public access, which was 

controlled both in terms of expertise and instrumentation. 

This historical problem of access applies to scientists and members of the public alike. 

Whereas Bruce argues that scientific arguments are “kept open to further investigation” via 

replicability, this typically requires having access to the same instrumentation. Shapin and 

Schaffer found that only seven air pumps existed in the 17th century, which limited the number of 

scientists who could replicate an experiment requiring a vacuum. Latour discusses this 

continuing problem in contemporary science. As we have seen, replicating an experiment 

typically requires specialized instrumentation. Latour contends that instrumentation is the sole 

determinant of a laboratory: a lab is any place that gathers one or many instruments together. 

337 Steven Shapin and Simon Schaffer, Leviathan and the Air Pump: Hobbes, Boyle, and the Experimental Life, 
(Princeton, NJ: Princeton University Press, 1985), 55. 

338 Shapin and Schaffer, Leviathan and the Air Pump, 38-39. 

339 Ibid., 40. 
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Moreover, Latour proclaims that every laboratory is a counter-laboratory: in order to enter into a 

debate, to replicate an experiment, and either assent to or dissent from a viewpoint presented in a 

scientific article, it inevitably becomes necessary for a scientist to build their own laboratory. If a 

lab is needed, the cost of dissent rises greatly, because a better lab—one that produces less 

disputable claims—becomes necessary for them to be believed.340 

It is significant that Latour describes the scientific process of knowledge production as 

one of controversy and dissent. Bruce sees science as objective, and argues this neutrality is 

ensured via hypothesis generation and testing. But Latour contradicts the notion of science as 

purely objective and neutral. Whereas Bruce sees science as objective, Latour argues that science 

is simultaneously artificial and objective (or real).341 But he contends that facts are exact because 

they are constructed: facts come out of artificial situations. Latour points out that while 

Positivists chose facts as their basic building blocks—as we have seen in intelligence analysis 

since Sherman Kent—facts are anything but basic: they are complex and collectively fabricated. 

Latour’s conception of facts not only contradicts the IC’s notion that they are indisputable, but it 

also supports the reversal of the DIK hierarchy: data, the factual building blocks of intelligence, 

require knowledge to be constructed. Latour argues that scientific facts are fabricated and are 

found in different shapes and stages of completion. They provide massive amounts of 

information when we go back to the place where they are produced, before they have become 

matters of fact, while they are still controversies.342 

340 Latour, Science in Action, 69-79. 

341 Latour, Reassembling the Social, 90. 

342 Ibid., 119. 
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Latour studies controversies in the realm of science in order to go back to the site where 

facts are constructed—and controversies do not typically emerge from neutral evaluations. 

Latour shows some of the ways that controversies are shut down in the process of constructing 

facts, as opposed to being “kept open to further investigation,” as Bruce puts it. When 

controversies flare up, Latour asserts, the literature becomes scientific and technical. Techno-

scientific articles are rhetorical vehicles, he contends, where the rhetoric has become heated 

enough or is still so active that many more resources have to be brought in to keep the debates 

going. Resources enlisted in this process include texts, files, documents, and articles, and they 

are used to force others to transform what was at first an opinion into a fact. This appeal to 

higher and more numerous allies is often called the argument from authority.343 This tactic 

surfaces in Bruce’s critique against the reliance on authority in the Iraq NIE, where he describes 

authority as a weak form of argument that analysts need to justify. But Bruce’s understanding of 

science as neutral and open is contradicted by the use of this tactic in scientific debates: 

arguments from authority are employed precisely to shut down further investigation, rather than 

keeping the discussion open. 

Bruce’s ostensible interest in transparency is encouraging. Public access to intelligence 

methods and procedures is necessary for meaningful oversight of government agencies. But if 

this “access” is implemented in the same way as it has been for scientific methods and 

procedures, the same restrictions, including difficult technical language and lack of access to 

instrumentation, will prevent transparency, much less replicability. With the increasing centrality 

of the role of automating software in the analytic process, public oversight would also require 

343 Latour, Science in Action, 30-33. 
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access to the ICs training data for algorithms.344 On top of all of this, intelligence methods are 

often classified and protected from revelation via FOIA exemptions. Just like science, 

intelligence methods and instruments are currently only open to some—not all—individuals who 

are already operating within the community, and not the general public. But even within the IC, a 

cultural shift would need to happen to allow for scientific development to take place: analysts 

would need to share information and techniques with one another, rather than engaging in 

competition. 

Summary: Epistemologies in the IC 

Overall, the epistemologies of intelligence analysis are primarily inductive and essentially 

empiricist. The traditional data-information-knowledge hierarchy that became apparent through 

the ICs uses of the terms data and information, and which has underpinned the intelligence cycle 

since the 1960s, continues into today. Data are seen as facts that can be used to build 

intelligence—not the other way around. While the intelligence cycle foregrounds the 

construction of finished intelligence, or knowledge, it does not imply the constructed nature of 

facts or data. The desire for omniscience is a continual thread in the ICs analytic epistemology, 

surfacing in collect-it-all programs and their requisite Big Data centers. In all of the above 

accounts, epistemology is seen as central to the knowledge-building process that is intelligence 

analysis. Despite the fact that most accounts of the analytic process reveal its deeply 

philosophical nature, analysts strive to be scientific in their practice and are skeptical of 

344 See Jennifer Gradecki and Derek Curry, “The Crowd-Sourced Intelligence Agency: Prototyping 
Counterveillance,” Big Data & Society 4.1, February1, 2017, DOI: 10.1177/2053951717693259 where this case is 
made. 
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philosophical approaches. Only one out of five authors argued directly against the idea that 

scientific methods can help to improve analysis. 

In the final section of this chapter, the empiricist notion of epistemology that is so 

prevalent in the IC will be countered by two rigorous critiques that simultaneously provide 

alternatives. 

Alternative Epistemologies 

Kitchin’s Data-Driven Science 

The IC’s belief in induction and empiricism, along with the central role that prediction has 

played in their practice, and their desire for information-based omniscience and rigorous 

quantitative techniques, has left intelligence agencies susceptible to a new kind of empiricism 

promised by Big Data analytics as they rush in the direction of data science and artificial 

intelligence to look for solutions to information overload and intelligence failures. Intelligence 

contractor Booz Allen Hamilton is exemplary. Their data products serve both government and 

private sectors, helping clients decide how to advertise, cut costs, improve compliance, and, as 

we learned from whistleblower Ed Snowden, surveil massive troves of data. As previously 

mentioned, Booz Allen describes data science techniques as emerging "naturally" out of their 

work in Business Intelligence and cloud computing.345 Taking up the traditional data-

information-knowledge hierarchy, they define data science as "the art of turning data into 

actions,” where the practice of data science “requires the extraction of timely, actionable 

345 Booz Allen Hamilton, The Field Guide to Data Science, 21. 
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information from diverse data sources to drive data products.”346 In their data science field guide, 

they briefly mention the importance of shifting between deductive and inductive logic, and they 

even seem to allude to a critique of empiricism, arguing that “to do the discovery of significant 

insights that are the hallmark of data science, you must have the tradecraft and the interplay 

between inductive and deductive reasoning.”347 This combination of inductive and deductive 

reasoning produces: 

an environment where models of reality no longer need to be static and empirically 
based. Instead, they are constantly tested, updated and improved until better models are 
found.348 

Nevertheless, Booz Allen argues that “the key” to helping clients is “understand[ing] the data 

you have and what the data inductively tells you” [emphasis added].349 Furthermore, they 

acknowledge that "big data has brought inductive reasoning to the forefront" of the analytical 

process—as if it was not already there.350 For Booz Allen Hamilton, the application of data 

science techniques allows them to inductively uncover meaningful connections in the data, a 

process of discovery that lets the data inductively speak for itself. 

The belief that data ‘speak for themselves’ and the dominance of inductive reasoning are 

aspects of what Rob Kitchin describes as the new empiricism of Big Data. In “Big Data, New 

Epistemologies and Paradigm Shifts,” Kitchin explains that in the new empiricist epistemology 

of Big Data, which “runs counter to the deductive approach that is hegemonic within modern 

science,” it is believed that all the data can be captured (a type of information-omniscience where 

346 Booz Allen Hamilton, The Field Guide to Data Science, 21. 

347 Ibid., 21. 

348 Ibid., 22. 

349 Ibid. 

350 Ibid., 49. 
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there is no need for sampling, because n=all), reasoning is understood to be inductive, and 

“agnostic data analytics” can allow the data to speak for themselves, so theories are not 

developed in advance of running analytics, but only afterwards.351 With Big Data empiricism, 

data are tested to see “whether every relationship revealed has veracity” and are subjected to 

“every form of data-mining technique in the hope that they reveal some hidden truth.”352 

Explaining the data is seen as unnecessary: in pop cultural accounts this is succinctly described 

as ‘correlation is enough’—it is believed that it is no longer necessary to determine causation: 

prediction is more important than explanation.353 Kitchin argues that the empiricist view of data 

science rehashes old empiricist assumptions. These beliefs can also be seen the inductivist logic 

embraced in the IC: when analysts assume that data are raw facts, they can use them to predict 

the future rather than focusing on interpreting them. 

Important for the development of intelligence analysis, Kitchin argues that the empiricist 

epistemology of Big Data is just one of two possible directions for the shifting epistemologies of 

science, social science and the humanities in the era of Big Data. During this shift, Kitchin 

argues, “epistemological tenets, principles and methodology, need to be worked through and 

debated to provide a robust theoretical framework for the new paradigm.”354 It is to the extent 

that intelligence analysts have not worked through their own epistemological principles and 

methods that they will be susceptible to dominant epistemological shifts and arguments coming 

from fields like data science and artificial intelligence, rather than being able to determine their 

351 Rob Kitchin, “Big Data, New Epistemologies and Paradigm Shifts,” Big Data & Society, Big Data & Society 1.1, 
April 1, 2014, DOI: 10.1177/2053951714528481, 4. 

352 Kitchin, “Big Data, New Epistemologies,” 6. 

353 See Chris Anderson’s “The End of Theory: The Data Deluge Makes the Scientific Method Obsolete,” Wired, 
June 23, 2008, for one example. 

354 Kitchin, “Big Data, New Epistemologies,” 10. 
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own development based on the needs of their practice. Kitchin’s alternative to the new 

empiricism of Big Data is the complex methodology of data-driven science. Both the new 

empiricism and data-driven science move away from the theoretical, deductive approach of 

traditional knowledge-driven science, Kitchin explains. But whereas the new empiricism moves 

towards an inductive approach, where data speak for themselves, data-driven science upholds the 

scientific method while combining abductive, inductive and deductive approaches. In data-driven 

science, hypotheses are generated by abduction: a process of logical inference that begins with 

observation and seeks the most likely explanation without being definitive in its conclusions. The 

validity of hypotheses is tested using deductive reasoning. Data are selectively collected, and 

domain-specific knowledge is used to focus on selected relationships that have the potential to be 

significant. Decisions about how to process and analyze data sets are theoretically guided: data 

are not seen to speak for themselves. Like the new empiricism of data science, data-driven 

science seeks to generate hypotheses from the data rather than hypothesizing in advance from 

theory, but "explanation through induction is not the intended end-point.”355 For Kitchin, data-

driven science is a “reconfigured version of the traditional scientific method, providing a new 

way in which to build theory” that marks a significant epistemological change from knowledge-

driven science.356 

Following from the IC’s conceptions of data and information and their explicitly 

articulated analytic epistemologies, intelligence analysts currently adhere more closely to the 

new empiricism of data science than to data-driven science. It is easy to see that this approach 

would be appealing to an analyst who sees their practice as primarily inductive, is skeptical of 

355 Kitchin, “Big Data, New Epistemologies,” 6. 

356 Ibid., 6. 
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theory, overwhelmed with too much information, and looking to analytics as a way to automate 

analysis and prediction. In the ‘collect it all’ strategy used by intelligence agencies, data are not 

selectively collected, as they are in data-driven science, but rather, the IC uses and generates data 

“by every means possible, using every kind of available technology” and processes it with 

“every form of data mining technique in the hope that they reveal some hidden truth.”357 Next 

Generation Information Access (NGIA) software used by intelligence agencies (such as IBM's i2 

Analyst’s Notebook) boasts of its ability to combine both structured and unstructured data from 

many sources, including signals interception and open source information found on the internet. 

Troves of OSINT are processed and analyzed to find hidden patterns. Data are understood to be 

raw facts and meaning is mechanically and objectively found by the analyst or algorithm. Along 

these lines, Kitchen warns that the “empiricist position appears to promote the practice of data 

dredging—hunting for every association or model” in a data set, finding correlations that may 

not be meaningful.358 In the context of intelligence analysis, data-dredging techniques could have 

far reaching effects, for example, erroneously determining that someone is part of a criminal 

network because of associations that seem statistically significant but which are actually false 

positives. It is promising that Booz Allen Hamilton mentions the “common pitfall” that 

“correlation implies but does not prove causation.”359 This is an indication that the IC has not 

gone fully in the direction of the new empiricism of data science, where prediction is seen as 

more important than causation. 

There are other signs of criticality within the ranks of the IC towards Big Data myths. 

357 Kitchin, “Big Data, New Epistemologies,” 5-6. 

358 Ibid., 5. 

359 Booz Allen Hamilton, The Field Guide to Data Science, 49. 
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One example is the SIGINT Philosopher’s critique of the term ‘agnostic’. His critique, that 

agnostic means “without knowledge” rather than simply a type of indifference, is applicable in 

the context of Big Data, where agnostic refers to analytics that are indifferent in the sense that 

they are free of bias, and therefore allow the discovery of hidden meaning so data can speak for 

themselves. This critique leads the SIGINT Philosopher to consider the limits of what is 

knowable: agents need to admit when they do not, or cannot, know something. These limits 

could also be applied to what is knowable via data analytics. However, the SIGINT 

Philosopher’s criticality is tempered by his conclusion that the NSA should strive for a deity-like 

monitoring of the subject, an indication that he is susceptible to another myth of Big Data, the 

notion of boundless knowledge, that somehow all the data can be captured and processed in a 

technologically-driven omniscience. Another moment of critical reflection occurs when Dr. 

James B. Bruce mentions that data are sampled (not all of the data can be collected) and they can 

be fabricated, and especially, that data do not speak for themselves.360 Yet Bruce ultimately 

clings to empiricism and quantification as the solutions for improving intelligence analysis. 

While Bruce does not succumb to the belief that omniscience is possible or that data speak for 

themselves, he does believe that statistical analysis is more accurate, and somehow more 

connected to the truth, than qualitative ways of knowing. While these moments of criticality are 

promising, there is no clear indication, whether from leaked documents or white papers 

describing automated processing technologies, that all members of the IC are on the same page. 

Kitchin’s data-driven science is a feasible alternative to the ICs empiricist epistemology 

because of its potential to appeal to analyst’s concerns. Not only does it move away from the 

theoretically-oriented deduction of knowledge-driven science that analysts are skeptical of, but it 

360 Bruce, “Making Analysis More Reliable,” 142. 
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upholds the scientific methods they value, while simultaneously making room for the complexity 

of a combination of abductive, inductive and deductive approaches in knowledge production. 

Consequently, this alternative may be appealing to analysts who share Kuhns’ perspective. Data-

driven science combines empiricist and rationalist techniques, creating the framework that Kuhns 

argues is necessary to foster self-corrective methods. Moreover, data-driven science techniques 

would help analysts, especially those engaging with Big Data analytics, to develop all aspects of 

their practice, rather than focusing primarily, or solely, on inductive, empiricist techniques. 

While Kitchin’s data-driven science provides critical reflection on techniques and 

assumptions both new and old as well as the potential to integrate and develop analysts’ 

multifarious skill sets, the intense and prevalent skepticism to theory, philosophy, and deductive 

approaches may be a roadblock to its adoption. We can see yet another a clear instance of this 

tendency manifesting when Booz Allen, after describing their applied approach to data science, 

proclaims that: 

Data Science purists will likely disagree with this approach, but then again, they probably 
don’t need a field guide, sitting as they do in their ivory towers! In the real world, we 
need clear and simple operating models to help drive us forward.361 

This distinction between ‘ivory tower’ Data Scientists and ‘real world’ practitioners has a history 

and continuing implications that cannot be overlooked. 

Donald Schön: Technical Rationality and Professional Knowledge 

While it may seem contradictory for analysts in a field so rooted in knowledge production to 

shun the philosophical theorization of knowledge production in favor of scientific techniques, 

361 Booz Allen Hamilton, The Field Guide to Data Science, 28. 
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philosopher of science Donald Schön provides an historical explanation for how this scientific 

worldview developed. In The Reflexive Practitioner: How Professionals Think in Action, Schön 

explains the history of professional knowledge and the origins of “Technical Rationality”: the 

predominant conception of professional knowledge as “the application of scientific theory and 

technique to the instrumental problems of practice.”362 Schön’s exegesis of professional 

knowledge is relevant to the study of intelligence agencies because they have sought to be 

regarded as a major profession, with their own knowledge base, since at least the time of 

Sherman Kent, whose desire to create a: 

realistic epistemology of intelligence analysis…arose in part from Kent's concern for the 
growth of intelligence analysis as a profession and his desire to establish standards and 
systems by which analytical knowledge could become cumulative [emphasis added].363 

In the very first issue of Studies in Intelligence in 1955, Kent argued that intelligence was 

already a "highly skilled profession" rather than just an occupation, with over a decade of 

experience, orderly and standardized practices, organized files of findings and methods for 

improvement, "a feeling of common enterprise and a good sense of mission,” not to mention that 

the IC "do[es] most things the right way almost automatically,” and analysts consider their jobs 

to be careers they can retire from.364 In terms of Technical Rationality, the profession of 

intelligence seems to be regarded by many in the IC as the application of scientific techniques to 

the instrumental problems of public policy. 

Technical Rationality emerges from Positivism, institutionalized in the Modern 

University of the late 1800s, and thus could aptly be called the “Positivist epistemology of 

362 Donald Schön, The Reflexive Practitioner: How Professionals Think in Action, (Basic Books, 1984), 30. 

363 Donald P. Steury, “Introduction,” Sherman Kent and the Board of National Estimates, ed. Donald P. Steury, 
(Center for the Study of Intelligence, 2011), 12. 

364 Sherman Kent, “The Need for an Intelligence Literature,” (Studies in Intelligence, 1955), 35. 
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practice.”365 This scientific worldview, or what Schön calls “The Technological Program,” holds 

that progress can be “achieved by harnessing science to create technology for the achievement of 

human ends.”366 By the late 1800s, Technical Rationality was considered to be conventional 

wisdom and professions were seen as ways to apply science to human progress. Science became 

“the only source of positive knowledge of the world” and metaphysics came to be seen as 

“pseudo-knowledge.”367 In this Positivist paradigm, the distinction between analytical and 

empirical propositions became important: analytical propositions were regarded as tautological 

and could be refuted via internal contradiction, whereas empirical propositions were seen to 

“express knowledge about the world” and could be refuted by “reference to observable facts.”368 

Statements that could not be tested analytically or empirically were seen as meaningless—or 

poetic. Since practical knowledge did not fit into either category, it was framed as a means-end 

rationality in order to treat it scientifically. The “instrumental question about the means best 

suited to achieve one’s ends” could then be tested experimentally, in terms of cause and effect, 

and scientific knowledge could be applied to practice to determine the best means.369 The means-

end rationality of the Positivist paradigm is reflected in the tendency of intelligence analysts to 

be drawn to scientific knowledge to improve their practice. 

Notably, Medicine is the quintessential example of this scientific worldview: it was 

reformed from its medieval incarnation into a profession that used scientific technique to 

365 Schön, The Reflexive Practitioner, 31. 

366 Ibid. 

367 Ibid., 32. 

368 Ibid., 33. 

369 Ibid. 
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“preserve health.”370 Medicine became a model for “instrumental practice” in the late 1800s, 

where diagnosis and treatment came to be seen as a rigorous replacement for “craft and 

artistry.”371 The scientifically-centered curriculum of Johns Hopkins became the model for 

American Universities.372 In light of this, it is no coincidence that Richards Heuer, in his 

ethnography of the CIA, suggested that the mosaic metaphor should be replaced with that of the 

medical diagnosis, which would more accurately represent what analysts actually do and help 

them to become more rigorous.373 Heuer’s medical diagnosis metaphor moves intelligence 

analysis from the realm of “craft and artistry” into that of instrumental practice, or Technical 

Rationality.374 It is easy to see how this shift would be appealing to analysts who have 

internalized the Positivist paradigm and want to move away from metaphysics, poetry, craft and 

artistry and towards a scientifically-oriented, instrumental practice. These distinctions are evident 

in Kuhns’ desire to be seen as a scientist producing rigorous knowledge rather than a pseudo-

scientist, which would presumably produce pseudo-knowledge. The impact of Technical 

Rationality is also discernible in agents’ disavowal of the metaphysical aspects of their practice, 

or those aspects that cannot be scientifically rationalized. 

This Positivist distinction between scientific practice and metaphysical theory has been 

articulated clearly by Bernard Scott in his article “Cybernetics and the Social Sciences” (Figure 

3). In a discussion of cybernetic epistemology, which began as both an art and a science, Scott 

370 Schön, The Reflexive Practitioner, 32. 

371 Ibid., 34. 

372 Ibid., 35. 

373 As discussed in Chapter 1. “Informational Metaphors: The Mosaic Metaphor and the Problem of 
Representation.” 

374 Schön, The Reflexive Practitioner, 34. 
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delineates a constructivist distinction between two types of knowledge: ‘knowing why’ and 

‘knowing how’. Knowing why is a conceptual realm of knowledge involving metaphysical 

assumptions and the development of theoretical interpretations and conceptual systems. 

Intelligence analysts are skeptical of this kind of knowledge. Knowing how, on the other hand, is 

procedurally based, and includes the application of models, methods and procedures. Intelligence 

analysts see themselves operating primarily, if not solely, in this realm. The aversion of analysts 

to epistemological theorization indicates their aversion to, or disavowal of, metaphysics in their 

practice. But this disavowal closes down an entire circuit of knowledge of production, and in 

Scott’s diagram, these processes are clearly interrelated and symbiotic. Scott’s diagram can also 

be mapped onto Latour’s two strands of metaphysics to reveal that analysts who disavow theory 

and metaphysics are actually just confining themselves to the narrow realm of empirical 

metaphysics. 

Figure 3. Scott’s Two Cycles of ‘Coming to Know’ 
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Professional Status Hierarchies 

An important aspect of Schön’s account of the Positivist epistemology of practice is the status 

that professions derive from it. As mentioned previously, Positivism came to dominate American 

universities as they were formed in the late 1800s and early 1900s. As professional schools 

became integrated into universities, they were made to “accept the Positivist epistemology of 

practice” much like a division of labor where scientists and scholars would develop theories to 

be applied by practitioners as the basis of their practice.375 Knowledge was thus divided into a 

hierarchy, with practical knowledge at the bottom and theoretical knowledge at the top: prestige 

and status followed those divisions. Sherman Kent was no doubt aware of these status 

distinctions when he sought to develop not only a way for analysts to pass on knowledge, but 

also a way to achieve the status and authority that comes with professionalization. Kent believed 

that “systematizing intelligence was necessary to establish the authority of the National 

Intelligence Estimate.”376 His interest in creating the CIA’s Center for the Study of Intelligence, 

in the image of Princeton’s Institute for Advanced Study, has been described as “transparently 

elitist.”377 Kent’s interest in prestige has been passed down in a persistent status hierarchy within 

the IC that follows the lines set out by Technical Rationality. 

Ethnographer Bridgette Rose Nolan describes the ICs clear and consistent status 

distinctions. As Kent would have wanted it, the CIA has the highest status, and is regarded as 

375 Schön, The Reflexive Practitioner, 36. 

376 Steury, “Introduction,” 12. 

377 Ibid. 
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having the best analytic skills. The prevailing stereotype is that CIA agents are “Harvard 

educated.”378 The NSA has the second highest status in the IC. They are seen as technically 

capable, military-esque, and oriented towards problem-solving. The FBI, on the other hand, is 

low status. They are criticized for focusing too much on law enforcement. They are seen as 

uncreative and lacking in innovation. The Defense Intelligence Agency (DIA) has the lowest 

status of all of the agencies. They are perceived as being bad at analysis, exhibiting “poor 

tradecraft,” and are understood to be target-oriented.379 They have a reputation for being 

plagiarizers who republish CIA reports, and are seen as less intelligent than other IC members. 

This internal hierarchy demonstrates that intelligence agents want to be seen as good analysts 

who are highly educated and elite. Agencies that focus too much on applied tasks such as law 

enforcement are lower in status than agencies that are seen as creative, highly educated and 

focused on analysis. These distinctions follow the hierarchy of Positivism, wherein the more 

rigorous, theoretically-oriented professions bestow more prestige upon their practitioners than 

those that are applied. 

Not surprisingly, Herbert takes a different approach to analyzing the status hierarchy of 

the IC. He argues that “strategic estimative intelligence or, centralized intelligence” is at the top 

of the hierarchy of methods because it needs to optimize the coordination of various power 

instruments.380 The predominance of centralized intelligence is legitimate, Herbert contends, 

because this difficult field requires a mastery over many areas, rather than a specialization in one 

area. But he explains that it is also this predominance that “feeds the (less legitimate) idea that a 

378 Nolan, “Information Sharing and Collaboration,” 81. 

379 Ibid., 83. 

380 Herbert, “The Motley of Intelligence Analysis,” 661. 
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single professional model can guide all analysis.”381 Increasing the rigor of strategic estimative 

intelligence “does not necessarily embody the full range of professional intellectual virtues or 

provide a good methodological focal point for all analysts.”382 Herbert concludes that in order to 

improve intelligence analysis: 

prescriptive models have to proceed from the bottom-up—from the specialized nature of 
the work analysts actually do—and should reflect the full diversity of intelligence 
analysis rather than its a priori idealization.383 

Herbert avoids the Positivist distinction between science and craft, which leads him to consider 

an alternative: analytic improvements grounded in practice. 

We can see the same orientation in the ‘goals-oriented’, ‘applied philosophy’ of the 

SIGINT Philosopher, who raised questions about the scientific nature of analysis, describing it 

instead as an art of interpretation and even a game of telephone. The SIGINT Philosopher’s 

remarks about philosophy professors who “feel superior to us” indicates that NSA analysts 

regard philosophers as both patronizing and external to their ranks. Not only does this reflect the 

Positivist status hierarchy between theorists and practitioners that Schön has outlined, but it also 

suggests that agents may realize that despite the prestige associated with the use of theoretical 

models, and the desire of agents to see their practice as scientific, deductive theories that are not 

grounded in their practice may not help improve analysis. All of these positions align with 

Schön’s: practitioners need to develop an epistemology that emerges out of their own practice. 

381 Herbert, “The Motley of Intelligence Analysis,” 662. 

382 Ibid. 

383 Ibid., 653. 
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Schön’s Epistemology of Practice 

Schön, who devoted his career to the “notion of being effective in practice,”384 argues that there 

is a type of procedural knowledge “inherent in intelligent action,” in other words “know-

how…in the action” that does not derive from “prior intellectual operation” and which is skillful 

but non-logical and therefore not fully articulable.385 Schön argues that this non-theoretical, 

procedural knowledge has not yet been legitimated in major professions, and a scientific 

worldview continues to prevail. We have seen the predominance of a scientific worldview in the 

IC, but there have also been some articulate heretics who have questioned the primacy of 

inductive, empirical methods and advocated for alternative approaches. Similarly, Schön 

explains that philosophers of science have reconsidered the value of craft, artistry and myth, and 

they can see how professions are negatively impacted by the “Positivist view of science.”386 

Rather than regarding science as a set of theories supported by experimentation, it can also be 

seen as a “process in which scientists grapple with uncertainties and display arts of inquiry akin 

to the uncertainties and arts of practice.”387 

Professional knowledge, according to Schön, “depends on tacit knowing-in-action” that 

can be hard to describe.388 This may help to explain why it has been hard for intelligence agents 

to pass their knowledge on or accumulate it, why Kent’s publication is sometimes regarded as 

384 As described in MIT’s obituary for Schön, http://news.mit.edu/1997/Schön-0917 (accessed August 5, 2017). 

385 Schön, The Reflexive Practitioner, 51-52. 

386 Ibid., 48. 

387 Ibid., 49. 

388 Ibid. 
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ineffective, why Kent failed to establish an epistemology for the IC, and why it is unclear 

whether intelligence analysis is a science or not. Schön explains that while practice may depend 

upon theories, it also relies upon tacit judgments and skills. Knowing can be “implicit in 

action.”389 Schön calls “reflection-in-action” the process by which practitioners critically reflect 

on their implicit knowledge as they try to make sense of puzzling phenomena. He argues that this 

process is “central to the ‘art’ by which practitioners sometimes deal well with situations of 

uncertainty, instability, uniqueness, and value conflict.”390 Reflection-in-action, for Schön, 

transforms the practitioner into a “researcher in the practice context.”391 The practitioner creates 

a “new theory of the unique case”392 and is not “bound by the dichotomies of Technical 

Rationality” between thinking and doing.393 Schön explains that practitioners who regard 

themselves as “technical experts” often do not reflect on their practice and instead are 

“selectively inattentive,” creating “junk categories” and trying to control the situation to maintain 

their “knowledge-in-practice.”394 Uncertainty is threatening to these practitioners and they will 

not admit to it, he argues. 

Kent warned analysts about sounding too uncertain, lest their authority to influence 

public policy be curtailed, an approach which seems to promote overstated, authoritative 

conclusions. More importantly, in terms of selective attention, the problem of cognitive bias in 

analysis surfaced in multiple accounts of analytic epistemology. Herbert argued that cognitive 

389 Schön, The Reflexive Practitioner, 50. 

390 Ibid. 

391 Ibid., 68. 

392 Ibid. 

393 Ibid., 69. 

394 Ibid. 
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biases are a sure indication “that the central methodological challenges of intelligence analysis 

are epistemological.”395 Bruce revealed analysts’ lack of self-reflection in his critique of card 

stacking, or selective attention to evidence that proves a predetermined conclusion.396 He 

concludes that scientific techniques would counteract cognitive biases and result in more reliable 

conclusions. Schön promotes a different solution, however. While he admits that an 

epistemology of practice is not generally regarded as legitimate, Schön contends that it would 

allow professionals to critically reflect on their methods and the types of knowledge they 

produce. He concludes that “reflective inquiry” should replace “technical problem solving” and 

can have its own rigor.397 Reflection-in-action “links the art of practice in uncertainty and 

uniqueness to the scientist’s art of research” and should be developed, encouraged and 

legitimated.398 

An epistemology of practice opens up possibilities for other ways of knowing by 

breaking down distinctions between thinking and doing. It makes critical reflection central to 

techno-scientific practice. In his attempt to build an epistemological foundation for the IC, 

Sherman Kent wanted his CIA publication to allow a single analyst to “in a day encompass the 

accumulated wisdom of man—decades of reflection and action.”399 Perhaps even Kent, who 

perpetuated the status hierarchy of theory and practice and who did as much as possible to turn 

intelligence into a profession, could see the value of Schön’s reflection-in-action. 

395 Schön, The Reflexive Practitioner, 68. 

396 Bruce, “Making Analysis More Reliable,” 147. 

397 Ibid. 

398 Ibid. 

399 Kent, “The Need for an Intelligence Literature,” 36. 
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Conclusion 

Unlike other professionals, intelligence analysts receive little training in critical thinking and 

generally find it hard to articulate an epistemological methodology. However, an investigation of 

terminological usage in the IC and epistemological theories written by intelligence analysts 

reveals persistent epistemological assumptions. Despite a lack of clarity in the definitions and 

uses of data, information, and intelligence, a vagueness which is equally as common in fields 

related to intelligence practices, some common assumptions emerge in how these terms are used. 

Analysts see data as raw, factual, and pre-analytical, as opposed to complex and collectively 

fabricated. Just like data scientists, analysts ascribe to a traditional data-information-knowledge 

hierarchy, where data are raw materials that are processed to produce information, and 

intelligence (the final knowledge product) contains meaning, judgments and prescriptions for 

policy decisions. Analysts’ epistemological theories indicate that analysis involves a great deal 

of a priori, deductive reasoning, yet many analysts focus primarily on a posteriori, inductive 

reasoning. Most authors characterize analysis as scientific, rather than philosophical, and argue 

that scientific methods will benefit analysis. This may leave deductive (and other forms) of 

reasoning unacknowledged and underdeveloped, despite their centrality to the practice of 

analysis. Analysts have many uncritical assumptions about science, as well: believing it to be 

neutral, transparent to the public, and easily replicable, believing quantitative analysis to be more 

rigorous than qualitative methods, and concluding that science is the only epistemological 

approach that features self-corrective techniques. Even when analysts engage in critical 

reflection on their practice—realizing that data do not speak for themselves, or that agents cannot 

know everything—they typically retain some kind of assumption. While vague definitions of 
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data, information, and intelligence may have no significant impact on analysis, it is not enough 

for intelligence analysts to have only a rudimentary epistemological basis for their practice. 

There is every indication that intelligence analysts are moving further in the direction of 

data science, Big Data analytics, and the increasing automation of analysis. The empiricist 

epistemology of Big Data carries with it a myriad of problematic premises that are shared by 

many intelligence analysts—that data are raw, that information-based omniscience is possible 

and desirable, that induction is superior to deduction, that data can speak for themselves if only 

the right techniques are applied, that future events can be predicted based on past data. It is to the 

extent that intelligence analysts have not worked through their epistemological beliefs and 

determined their own principles and methods that they will be susceptible to dominant 

epistemological shifts and arguments coming from other fields, like data science and artificial 

intelligence, that bring their own sets of assumptions. If these epistemological assumptions are 

not attended to, they will not only continue to be perpetuated in analytic practices, but will 

become further embedded in technological processes, where they may remain hidden. 
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PART II: 

CRITICAL COUNTERPOINTS: 

SURVEILLANCE ARTISTS ON INTELLIGENCE PRACTICES 
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PREFACE 

The second half of this dissertation takes another approach to the study of intelligence analysis, 

presenting the critical counterpoints of contemporary artists who have investigated and critiqued 

the surveillance state. The first two chapters demonstrated that an in-depth analysis of key 

definitions and metaphors in intelligence agency documents can reveal the ontological and 

epistemological assumptions that intelligence analysts have about their methods and 

technologies. The next two chapters present the theories, practices, and findings of seven post-

Snowden surveillance artists, derived from in-depth interviews. 

In spite of the fact that secretive intelligence techniques and technologies resist 

transparency and are therefore difficult to study, the seven post-Snowden surveillance artists 

interviewed here are able to produce an abundance of information through the application of a 

plurality of disciplines, mediums, and methods. Their practice-based awareness of the limits of 

different epistemological methods prompts them to remain open to new methods in order to 

investigate secretive phenomena. By constructing artifacts that represent the techniques and 

technologies used by intelligence agencies, artists investigating the surveillance state render the 

assumptions embedded in these systems visible while opening up singular worldviews to 

contestation. Because intelligence analysts use visual representations in their daily practices, 

169 



  

             

       

        

        

        

          

          

              

        

           

        

  

 

  

 

             

         

        
        

 
           

          

           

                                                
               

  

whether it takes the form of visual metaphors, social network diagrams, or surveillance software 

interfaces, critiques of representation can facilitate a productive approach to understanding 

intelligence practices. Critiques of representation can help us grasp dimensions of intelligence 

work that are disavowed and provide a means of investigating analysts’ techniques and 

technologies. The artists interviewed in this dissertation are deeply attuned to this way of 

thinking: an understanding of how representations, as incomplete generalizations, highlight some 

aspects of a phenomenon while omitting others, shape practices and results, and create meaning 

by influencing interpretation, is integral to their work. The domain of artists is the realm of 

metaphor and representation. By applying these techniques to intelligence practices, these post-

Snowden surveillance artists can help us to consider the impact of technical metaphors and other 

forms of linguistic and visual representation on how surveillance is both understood and 

practiced. 

Surveillance Art 

I refer to the artists in these chapters as post-Snowden surveillance artists. The phrase 

‘surveillance art’ was defined by sociologist Andrea Mubi Brighenti in 2010 as 

every contemporary artwork that in some way hints to or deals with topics, concerns and 
procedures that fall within the interest of surveillance studies.400 

As such, surveillance art is a fairly broad term that encompasses many pre-Snowden projects 

such as iSee from Institute for Applied Autonomy and performances from Surveillance Camera 

Players, which deal with prevalent surveillance technologies of the time, such as CCTV cameras 

400 Andrea Mubi Brighenti, 2010, “Artveillance: At the Crossroad of Art and Surveillance,” Surveillance & Society 
7(2): 137. 
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in public space. The projects discussed in this text were developed after the Snowden leaks of 

NSA documents in 2013 and focus specifically on surveillance waged by intelligence agencies 

and private contractors. By using the term surveillance art, I do not intend to imply that my 

findings from in-depth interviews and visual analysis with a select group of artists can be 

generalized to all artists who engage with intelligence surveillance. Yet Brighenti’s definition of 

surveillance art does help to foreground the contributions that artists can make to research about 

surveillance. In this case, artists investigating the surveillance state can contribute to an 

understanding of the techniques and technologies used by intelligence agencies, as well as 

alternative ontologies, epistemologies, and metaphors. 

The seven post-Snowden surveillance artists interviewed and analyzed in this 

dissertation—Derek Curry, Grayson Earle, Simon Farid, Ben Grosser, N. Adriana Knouf, Mark 

Shepard, and Trevor Paglen—have responded to the secrecy of intelligence agencies by using 

leaked information and technical expertise to investigate the techniques and technologies used by 

these agencies. Five interviews took place via a series of questions that were sent via email, and 

two interviews took the form of in person, in-depth interviews (see Appendixes 1 - 8). These 

contemporary artists have engaged with the surveillance state in a variety of ways, including: 

replicating known aspects of open source intelligence processing, algorithmically producing 

information overload using intelligence agency keywords, spoofing GPS data to infiltrate NSA 

datasets, occupying an unused undercover law enforcement identity, filling in blank spots in 

military resumes to investigate classified programs, and intercepting cell phone traffic and 

performing online data mining to highlight the inaccuracies of automated profiling technologies. 

Some critics of surveillance art have argued that artists who replicate aspects of surveillance 

techniques and technologies are merely copying the agencies. While surveillance artists engage 
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with the same kinds of information, techniques, and technologies as intelligence analysts, their 

practices, theories, metaphors, and the artifacts they produce are qualitatively different from 

those of intelligence practitioners. While these artists share some of the same definitions, 

ontologies, and influences, and often appropriate methods of intelligence agencies, they do so 

towards critical, intuitive, and playful ends. 

Dada 

One common thread amongst this selection of artists is a Dadaist sensibility. As an anti-

authoritarian critique of operationalized science and positivism, Dadaism is well suited to the 

techniques and technologies of surveillance. Dada, as an artistic movement, can be traced back to 

World War I. The scale of destruction and death brought about by the first world war was 

unprecedented, and made possible by techno-scientific advancements in transportation, 

communications, and weaponry. The Dadaists regarded the senseless violence and destruction of 

the war as the epitome of rationalist, positivist logic. For positivists, the only true knowledge is 

that of empirical science, which can be instrumentalized or operationalized for human progress. 

Donald Schön describes this ‘Technical Rationality’ as the “harnessing [of] science to create 

technology for the achievement of human ends.”401 The Dadaists aimed to negate techno-

scientific rationality by embracing absurdity, nonsense, irrationality, contradiction, and 

inconsistency. Tristan Tzara’s “Dada Manifesto 1918” critiques notions of universal judgment 

and taste, the bourgeois art market, inductivism and the “power of observation,” progress, 

401 Schön, The Reflexive Practitioner, 31. 
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rationality, science, objectivity and logic, morality, state authority, and class.402 Tzara’s critique 

of rationality is articulated in the manifesto in statements such as 

Logic is always wrong. It draws the threads of notions, words, in their formal exterior, 
toward illusory ends and centers. Its chains kill, it is an enormous centipede stifling 
independence.403 

Connections between logic, illusion, carnage, and servitude are drawn in this passage, which is 

underpinned by an impulse towards freedom and autonomy, reflective of an anarchistic desire for 

self-determination. Accordingly, Tzara reflects the anti-authoritarianism of Dadaism when he 

states that 

I speak only of myself since I do not wish to convince, I have no right to drag others into 
my river, I oblige no one to follow me and everybody practices his art in his own way.404 

The contradictory and inconsistent nature of this statement in a political manifesto was embraced 

by the Dadaists. 

Critical Counterpoints 

My methodological orientation can be described as Dadaist, as well, to the extent that 

Feyerabend’s term epistemological anarchism is interchangeable with Dadaism. For Feyerabend, 

anarchism is characterized by a “diminished concern for law and order”405 and Dadaists are able 

to question things that seem unquestionable—including notions of truth and the “basic function 

402 Tristan Tzara, “Dada Manifesto 1918,” 3. 

403 Tzara, “Dada Manifesto,” 4. 

404 Ibid., 2. 

405 Ibid., 21. 
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of language”—without taking themselves too seriously.406 As mentioned in the introduction, 

Feyerabend’s epistemological anarchism upholds the principle that “anything goes”: researchers 

employ a pluralistic methodology that may break methodological rules,407 and they use a 

counterinductive method to refute existing theories by implementing divergent alternatives.408 

Artists investigating the surveillance state provide these alternatives, making room in their 

practices, definitions, and metaphors to account for complexities, multiplicities, ambiguities, 

aesthetics, and politics. Since one rule of empiricism (the epistemology commonly embraced by 

intelligence analysts) is that there should be agreement between a theory and the data upon 

which it is based, one way to proceed via a ‘counterrule’ would be to develop hypotheses that are 

inconsistent with established theories and ‘facts’. Surveillance artists provide alternative 

hypotheses and methodological counterpoints to the restricted, narrowly positivist worldview of 

intelligence agents. They question whether data are ‘facts’. Their practice-based theoretical 

approaches, which regard theory as necessarily emerging from practice, break down positivist 

distinctions and integrate critically reflexive ways of thinking into practice. Out of their various 

practices emerges a multiplicity of concurrent definitions and theories of ontology and 

epistemology. They are open to combining disparate interdisciplinary methods, which facilitates 

a nuanced understanding of a world that is complex, indeterminate, and in flux. Feyerabend 

argues that counterinduction requires researchers to adopt new conceptual systems to critically 

reflect on established ideas and methods,409 because “prejudices are found by contrast, not 

406 Feyerabend Against Method, 21n12. 

407 Ibid., 23. 

408 Ibid., 29-30. 

409 Ibid., 32. 
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analysis.”410 The second part of this dissertation provides contrast to the first half’s analysis: it 

looks to surveillance artists and other critical thinkers to provide critical counterpoints to the 

logic of the surveillance state. 

410 Feyerabend Against Method, 31. 
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CHAPTER 3 

MULTIPLICITY, RELATIVITY, AND COUNTERINDUCTION IN SURVEILLANCE 

ART 

Artists investigating the surveillance state offer counterpoints to the definitions and theories 

offered by intelligence analysts. This chapter presents the plurality of definitions and theories 

adopted by seven artists who have investigated the surveillance state. After providing an 

overview of their artistic projects, each section features comparisons between surveillance artists 

and the intelligence analysts and surveillance techniques they study, focusing on the definitions 

of data, information, intelligence, and knowledge as well as ontological and epistemological 

theories. Surveillance artists take a critical approach to defining technological terminology and 

provide unconventional and nuanced theories of ontologies and epistemologies. They remain 

open to different methodological combinations, a necessity when attempting to study the 

secretive surveillance state. They enact a counterinductive method, presenting alternative 

definitions and theories that diverge from those of intelligence analysts. These contrasting 

counterpoints provide a means to critically reflect upon, and call into question, the assumptions 

inherent in surveillance techniques and technologies. 
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Artists Investigating the Surveillance State 

ScareMail 

ScareMail is a browser extension that “makes email ‘scary’ in order to disrupt NSA 

surveillance.”411 The project began in 2013, when Grosser used the EPIC FOIA document of the 

DHS key words and used them as a library from which to algorithmically generate short 

narratives that get added on to an email’s signature. Grosser used natural language processing 

(NLP) to replace: 

nouns and verbs from Ray Bradbury’s Fahrenheit 451 with properly formatted and 
conjugated ‘scary’ alternatives taken from the DHS list.412 

The resulting excerpts are not intended to mean anything, but may be interpreted by algorithms 

as threatening (Figure 1). The logic is one of information overload: generate many false 

positives—in this case emails that appear to contain evidence of threats to national security, but 

do not actually contain meaningful information—so that surveillance software, such as PRISM 

and XKeyscore, will sweep up content that appears to be threatening. Adding needles to the 

haystack of information that intelligence agents have to sift through, “forcing them to look at 

nonsense,” results in a Dada-esque approach to questioning mass surveillance.413 Just as the 

German Dada artists saw war as futile and stupid, Grosser argues that governmental surveillance 

technologies search “our digital communications in a futile effort to predict behaviors based on 

words in emails.”414 

411 Ben Grosser, “ScareMail,”, http://bengrosser.com/projects/scaremail/ (accessed June 23, 2018). 

412 Ben Grosser (artist), email message to author, May 4, 2018. See Appendix 1. Ben Grosser Email Interview. 

413 Grosser, “ScareMail.” 

414 Ibid. 
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Figure 1. Screenshot of ScareMail adding “scary” text to an email in Gmail 

NSA Projects 

Grayson Earle takes a playful yet critical approach to surveillance and intelligence agencies in a 

series of projects from 2013 that includes NSA Haiku Generator, NSA Self-Portrait, and 

Terrorist Threat or Harmless Phrase?, as well as his project Poemecia from 2014. NSA Self-

Portrait appropriates the Search for Extraterrestrial Intelligence (SETI) program created by Carl 

Sagan and Frank Drake in order to access the NSA’s webserver (at www.nsa.gov) and repeatedly 

upload a smiling image of the artist written in binary code, which is printed line by line (Figure 

2). The goal of the project is to communicate directly with “the NSA’s PRISM apparatus.”415 

NSA Haiku Generator is an online, interactive project that pulls from a database of DHS 

keywords to randomly, and automatically, construct a 5-7-5 syllable poem when a visitor to the 

415 Grayson Earle, “NSA Self-Portrait,” http://graysonearle.com/nsa-self-portrait/ (accessed June 20 2018). 
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site clicks a button.416 The playful, candy coated aesthetic of the website, adorned with pastel 

colored pixel art, contrasts with the seriousness of the content of the work, including the invasive 

nature of automated online surveillance and the threatening implications of some of the 

terminology on the list, while highlighting the absurd nature of the (mostly) nonsensical poetry. 

Terrorist Threat or Harmless Phrase? is a browser-based game that presents the player with two 

words or phrases, one of which is from the DHS list of keywords for social media monitoring.417 

For each round, players need to choose which of the paired terms is not on the list. Players who 

successfully categorize terms for ten rounds are given the chance to add an erroneous term to the 

game’s database to challenge future players. 

Figure 2. NSA Self-Portrait 

In 2014, for the project Poemecia, Earle travelled to the NSA Data Center in Utah, 

collected ground samples, and cultured the resulting microbial organisms in a lab in NYC. A list 

416 The project exists online at http://nsahaiku.net/ (accessed June 20 2018). 

417 The game can be played at http://nsagame.net/ (accessed June 20 2018). 
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of DHS search terms was transposed on top of the microbes swimming in a petri dish (Figure 3). 

The movement of the microbes was tracked using computer vision on a digital microscope. 

Microbes ‘activated’ keywords when they swam near them, and: 

when enough terms have been activated, a haiku is formed and live tweeted. In this way, 
the microbes themselves act as subversive agents, saturating the Internet with sensitive 
search terms and jamming the surveillance apparatus.418 

Just like Grosser’s ScareMail, there is a Dadaist sensibility in the random process of constructing 

the absurd haikus posted on the NSA Haiku Twitter feed419 that is coupled with the subversive 

intention of information overload, adding attractive hay to haystacks of information that 

intelligence analysts have to sift through. 

Figure 3. Poemecia Installation 

418 Grayson Earle, “Poemecia,” http://graysonearle.com/poemecia/ (accessed June 20, 2018). 

419 NSA Haiku, @nsahaiku, https://twitter.com/nsahaiku (accessed August 2, 2018). 
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Crowd-Sourced Intelligence Agency 

My own artistic research project, done in collaboration with Derek Curry, the Crowd-Sourced 

Intelligence Agency (CSIA) is an online application and interactive artwork that replicates and 

displays some of the known techniques used by intelligence agencies to collect and process open 

source information. The CSIA was created using technical manuals, research reports, academic 

papers, leaked documents, and Freedom of Information Act files. The app consists of several 

components: 1) The Social Media Monitor, a surveillance interface where users evaluate Tweets 

based on their threat to national security. 2) Two Naive Bayes supervised machine learning 

classifiers that automatically label tweets as suspicious or not suspicious. The Agent Bayes 

classifier is trained on a corpus of manually labeled tweets created by researching and simulating 

the process and judgments of intelligence agents. The Crowd-Sourced Classifier is trained on a 

corpus labeled by visitors to Science Gallery Dublin’s SECRET exhibition. Users can review the 

algorithms’ suggestions for accuracy and idiosyncrasies. 3) The Social Media Post Inspector, 

where users can submit text to see if a post is likely to be considered threatening by intelligence 

agencies before sharing it on social media. 4) The Watchlist, where users can target themselves 

and others as subjects of social media monitoring, and which provides automated evaluations 

from our machine-learning classifiers to show how social media posts may be treated by OSINT 

surveillance systems. And 5) a Resource Library that links to documents that informed the 

creation of the app. The CSIA allows the viewer to experience how intelligence analysts view 

social media posts and gives participants first-hand experience with how OSINT processing 

systems process, frame and recontextualize social media posts. Like OSINT interfaces used by 

intelligence agencies and government contractors, the CSIA recontextualizes social media posts 
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by removing them from their original context and reframing them as a potential threat to national 

security (Figure 4). 

Figure 4. CSIA Watchlist Featuring Two Naïve Bayes Supervised Machine Learning Algorithms 

Art for Spooks 

Art for Spooks is an Augmented Reality (AR) book comprised of leaked NSA images and text 

that is algorithmically generated from a corpus of leaked entries from Ask Zelda, a “fake Dear 

Abby” advice column at the NSA.420 Authors N. Adriana Knouf and Claudia Pederson “set out 

to have a conversation” with intelligence agents and they named their project accordingly. The 

420 N. Adriana Knouf (artist) in discussion with the author, May 24, 2018. See Appendix 2. N. Adriana Knouf 
Interview. 
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project began when Knouf immediately started saving the Snowden documents as they were 

leaked. Knouf and Pederson became fascinated by the Ask Zelda column. They realized that 

while journalists did a good job of contextualizing the “textual information” in the documents, 

the imagery was left unexplained. The leaked images and Ask Zelda text became the “data set” 

for Art for Spooks. 

The Art for Spooks conversation takes place through social media platforms, such as 

Flickr, when participants upload data, in the form of images taken via an AR app that are 

automatically “geo-tagged with drone coordinates in Pakistan” in order to “cause the agents to 

see this imagery”421 (Figure 5). Knouf describes this spoofing of GPS coordinates as a way to 

“infiltrate their data sets.”422 Due to Flickr’s mapping feature, uploaded Art for Spooks images 

can be seen “alongside images of people having food, or going to mosque, or walking about, or 

looking at the trees”: some of the images seen alongside those of Art for Spooks include “military 

aged males”423 (Figure 6). Infiltrating the data set implemented the knowledge that intelligence 

agencies are using GPS coordinates to search through photos and that “anyone who was a 

military aged male was a target” for drone bombings. In addition to GPS spoofing, other 

metadata is automatically added to the images, including quotes from theoretical texts about 

surveillance such as Michel Foucault’s Discipline and Punish and Gilles Deleuze’s “Postscript 

on the Societies of Control,” as well as texts about visual analysis such as Salvador Dalí’s 

Conquest of the Irrational. Art for Spooks is a type of interactive fiction where a conversation 

421 Knouf in discussion with the author. 

422 Ibid. 

423 Ibid. 
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with intelligence agents happens when participants activate some of the narrative by posting 

automatically content laden images to social media. 

Figure 5. Art for Spooks Image on Flickr Showing GPS Coordinates in the Metadata 
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Figure 6. Art for Spooks Images Displayed Using Flickr’s Mapping Feature 

Blank Spots on the Map 

Trevor Paglen’s visual and journalistic research into the cartographies of military intelligence, 

fills in ‘blank spots’ where secretive ‘black sites’ operate, and shows glimpses of America’s vast 

intelligence infrastructure. Some of Paglen’s topics of analysis—the state secrets privilege, black 

sites of interrogation and torture, the relationship between information and power, the limits of 

visuality—as well as his methods of investigation, are highly relevant to the current analysis. 

Two examples come from Blank Spots on the Map: The Dark Geography of the Pentagon's 

Secret World. The first example is Paglen’s investigation of air force test pilots who flew 

classified aircraft at Groom Lake between 1970 and 1990, where he develops a technique he 
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calls RESUMINT, or résumé intelligence.424 Beginning with the program notes from a Flight 

Test Historical Foundation ceremony honoring these pilots, Paglen began looking into their 

biographies where he noticed “silences, absences, and unsaid implications” which he likens to 

“blank spots on maps.”425 Another example is Paglen’s investigation of industrial prison 

geographies in the American Southwest. After a preliminary analysis of the United States 

Geological Survey archive, Paglen “hypothesized that the prison’s physical distance from urban 

centers translated into a kind of cultural distance: Their geography translated into secrecy.”426 

Paglen thought there was a “strong connection between geography, secrecy, and extralegal 

violence at the prisons.”427 While looking at maps of the Southwest desert, he noticed his first 

“blank spots on maps”: large areas of land that were unmapped, or at least, these maps were not 

included in the archive. Digging deeper into the United States Geological Survey archive, Paglen 

found that some maps had been removed from the archive. Paglen’s interdisciplinary research, 

investigating ‘blank spots on the map’, appropriates methods and technologies used by 

intelligence agencies to make secretive aspects of military-intelligence infrastructure visible and 

open to analysis (Figure 7). 

424 Trevor Paglen, Blank Spots on the Map: The Dark Geography of the Pentagon's Secret World (New American 
Library: New York, 2010), 70. 

425 Paglen, Blank Spots on the Map, 68. 

426 Ibid., 10. 

427 Ibid. 
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Figure 7. Trevor Paglen’s Photograph of the NSA Headquarters in Fort Meade, Maryland 

False Positive 

Mark Shepard and Moritz Stefaner’s False Positive uses the guise of a corporate network 

provider—Candygram—to engage the public in both the physical and networked spaces of pop 

up shops at media art festivals. The project begins with the use of a known surveillance 

technology—Cell-Site Simulators, otherwise known as International Mobile Subscriber Identity-

catchers, or more colloquially referred to as Stingrays, named after the Harris Corporation 

product used widely in the law enforcement and intelligence communities.428 IMSI-catchers are 

simulated mobile towers that intercept cell phone traffic by forcing cell phones to disconnect 

from legitimate service provider towers by broadcasting signals that are, or appear to be, 

stronger. This man-in-the-middle (MITM) attack exploits vulnerabilities in the Global System 

428 Sam Biddle, “Long-Secret Stingray Manuals Detail How Police Can Spy on Phones,” September 12, 2016, 
accessed July 25, 2018, https://theintercept.com/2016/09/12/long-secret-stingray-manuals-detail-how-police-can-
spy-on-phones/. 
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for Mobile communications (GSM) specification (Figure 8). When a festival-goer came within 

range of the Candygram IMSI-catcher, they would receive a welcome text message from the 

company inviting them to reply with their email address to “get started.” Upon submitting their 

email, the user was asked to “Reply CROSSBEAM” to sign up for a “personal data 

consultation.” CROSSBEAM is an NSA exploit429 and the next text message would explain this: 

“btw: CROSSBEAM is a GSM module capable of collecting voice data.” Each consecutive text 

message from Candygram requested that the user submit NSA exploit names for reply messages, 

including ENTOURAGE, GENESIS, and HOWLERMONKEY. Once a user submitted a term, 

each exploit name was briefly explained (Figure 9). 

Figure 8. False Positive GSM Simulator 

429 Bruce Schneier, “NSA Exploits of the Day,” https://www.schneier.com/cgi-bin/mt/mt-
search.cgi?search=exploit%20of%20the%20day&__mode=tag&IncludeBlogs=2&limit=10&page=1 (accessed 
August 2, 2018). 
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Figure 9. False Positive iPhone App 

Upon receiving a user’s email address, Candygram would “scrape and mine the web for 

information” pertaining to that individual, including images, demographic information, personal 

websites and social media accounts, and use data mining techniques to create a user personality 

profile.430 Personal data consultations took place in a curtained off enclosure within Candygram 

pop up shops with the participant and representative sitting in front of a computer displaying a 

personalized presentation. The representative, adorned in an official-looking white lab coat and 

guided by the computer presentation, pursued a line of questioning that grew increasingly 

speculative as the session progressed, from confirmations of demographic data such as 

430 Moritz Stefaner, “False Positive,” https://truth-and-beauty.net/projects/false-positive (accessed March 15, 2018). 
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employment history, to personal interests, to personality assessments of the individual analyzing 

their online data using the widely-used and highly validated Big Five Inventory (BFI). The data 

visualizations emanating from the computer showing algorithmic associations for a particular 

user were not unlike a Magic 8-Ball, featuring a murky field of overlaid images and words that 

would come in and out of focus. The size of the associative words varied to visually indicate a 

stronger correlation to that user. At the end of their personal data consultation, users were 

provided with guidance on how to protect their private data against online profiling. To further 

disseminate information about data privacy, cryptoparties and workshops also accompanied the 

installations. 

The narrative of the “corporate fiction” surrounding the project culminated in a buyout of 

the Candygram startup, reported to existing customers via an email announcing that the company 

was “acquired by a new joint venture between Google and the GCHQ” and detailing the new 

ways the public-private partnership would allow them to expand their dataveillance services.431 

Shepard and Stefaner’s wry engagement with the typical forms of corporate practice, including 

pop up shops and corporate buyouts, provides a nuanced fictional backdrop against which to 

address dataveillance issues that are often abstract and hard to personalize. By replicating the 

techniques used by corporations and governments to scrape and compile information about 

citizens in order to produce knowledge about them, False Positive provides participants with the 

ability to experience these processes, to learn about the technological limitations of data mining 

and the assumptions that underpin these practices. False Positive, as the title suggests, highlights 

the inaccuracies of automated profiling technologies while “promot[ing] public literacy 

431 Stefaner, “False Positive.” 
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surrounding the sensitivity of our data transactions, and what they can–and cannot–reveal about 

us.”432 

Occupy Mark Stone 

Simon Farid’s intervention, Occupy Mark Stone, assembles information to appropriate an unused 

undercover identity for a law enforcement agent who surveilled environmental activists. Farid’s 

project begins with the story of Mark Kennedy, a police officer who went undercover as Mark 

Stone for the secretive National Public Order Intelligence Unit, a branch of the National 

Coordinator for Domestic Extremism that was established in 1999 to surveil activists. Kennedy, 

assuming the identity of Mark Stone, infiltrated a group of environmental activists, sending 

information back to the intelligence unit to tip the police off about the protestors’ plans. 

In 2009, Kennedy was arrested along with 113 members of the activist group he had 

infiltrated after they tried to break in to a power plant and shut it down. Kennedy had notified his 

unit of the group’s plans to break in to the plant, and was directed to go with the group. All 

charges were dropped against Kennedy, and he offered no explanation why he was treated 

differently than the other activists, which made it clear to many of them that he was as an 

undercover cop. In late 2010, after a four-hour interrogation by the activists he had surveilled, he 

admitted that he was a cop. Shortly afterwards, the UK media began reporting about Mark 

Stone’s undercover identity.433 

This is where Farid’s project begins. Farid first read the story in the Guardian in 2011 and 

became interested in the Mark Stone “shell identity” and the “traces” that fake police identities 

432 The project website can be found at http://false-positive.net/. 

433 IMC UK Features, “Mark Kennedy/Stone exposed as undercover cop,” UK Indymedia, October 24, 2010, 
https://www.indymedia.org.uk/en/2010/10/466705.html (accessed July 12, 2018). 
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“leave behind.”434 Farid found one of Stone’s old email addresses on activist forums and was 

able to take over the account by resetting the password via Yahoo live chat. From there, Farid 

was able to change Stone’s Twitter account password and get his postcode, which was connected 

to a particular street. The electoral register records at Nottingham library allowed Farid to 

determine Stone’s address in Nottingham, for which he was able to get the land registry 

information, which indicated that the property was occupied and therefore could not be 

appropriated by Farid. In a BBC story, Farid found Mark Stone’s passport number, signature, 

and another postcode. Farid practiced Stone’s signature, using it on any identification documents 

he was able to occupy. Farid was not able to find a bank or Facebook account, a National 

Insurance number, primary care physician, or library card. Farid set up a library account and pre-

pay debit card in Stone’s name, using a new address. He was finally able to connect Stone’s 

identity to his body with a British Library card with an image of Farid as photo identification 

(Figure 10). Farid never attempted to travel internationally as Stone. Taking on the identity of 

Stone left Farid feeling vulnerable and paranoid.435 But when he travelled to the Netherlands to 

give a workshop, border agents inspected all three of Farid’s wallets (his own, Mark Stone’s, and 

another alter ego), but since they were looking for drugs, they did not comment.436 Farid and 

Turner regard this as an indication that agencies are not coordinating with one another, but rather 

“focus only or primarily on their own purposes.”437 

434 Georgina Turner, “Photostory,” November 16, 2015, https://prezi.com/f2cns7ur6m-c/photostory/ (accessed June 
12, 2018). 

435 Georgina Turner and Simon Farid (2014), “Being Mark Stone: An Ethnography of Identity Squatting.” Paper 
presented at the 1st Global Conference: Deception, Oxford, Mansfield College, July 17-19, 6. 

436 Turner and Farid (2014), “Being Mark Stone,” 6. 

437 Ibid. 
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Figure 10. Occupy Mark Stone Installation View of Identification Cards and Documents 

Definitional Multiplicity 

The seven post-Snowden surveillance artists interviewed in this chapter provided a variety of 

definitions of data, information, intelligence and knowledge. An overview of artists’ definitions 

can be seen in Table 1. 

Artist Term Definition 
Derek Curry Data - Artifacts that result from a process of collecting and measuring. Should be 

defined on a case-by-case basis. 
Information - Should be defined on a case-by-case basis. Can come without form. 
Knowledge - What you know. Not something computers are capable of. 
Intelligence - The meaning created from the activities that intelligence agencies pursue. 

Grayson Earle Data - What is gathered about people to be used for either surveillance or marketing. 
Information - Encompasses more than data. 
Knowledge - A measure of how much truth one is aware of and can apply. Encompasses 

many things, including intelligence. 
Intelligence - A measure of how much data a state apparatus possesses about a person or 

location. 
Simon Farid Data - ‘One-word answers’ to specific outlined characteristics. 

Information - A more holistic portrait of a target. 
Knowledge - The pursuit of the contextualization of information. 
Intelligence - An effort to bring together data, information and knowledge, with a view to 

being predictive as well as gathering evidence of past actions. 
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Ben Grosser Data - A set of values, numerical or otherwise, collected through procedural methods. 
- Data are not meaningful. 

Information - Situated and contextualized data. 
Knowledge - Information examined and considered through/in practice. Knowledge is 

experiential. 
Intelligence - The instrumentalized interpretation of information. 

N. Adriana 
Knouf 

Data and 
Information 

- Shaped by a series of technical choices including what to store, how to store it, 
and how long to store it. What you choose to record with data is part of the 
frame in which you analyze it later as information. 

Knowledge - Doing something with information. 
Intelligence - Actionable knowledge distilled into bullet points in an intelligence report. 

Mark Shepard Data - Pieces of information. 
- That which is given prior to argument. 

Information - Broader than data in that it can also incorporate facts, evidence, signals, 
opinions, etc. 

Knowledge - Tacit or embodied knowledge: coming to know something through practice. 
Intelligence - Organized data, facts and evidence. 

Table 1. Artists’ Definitions of Data, Information, Knowledge and Intelligence Data and 
Information 

Definition Through Practice 

Most surveillance artists defined data and information as it relates to their practice. Two major 

definitional themes for defining data emerged from the interviews: data are pieces of 

information, and data are a process shaped by technical parameters and choices. Sometimes more 

than one conception is held simultaneously. 

Some surveillance artists admitted that they do not typically define data and information, 

and others refrained from doing so in the broad sense. Farid explains that he “never tried to work 

from a position of clearly defining” data, information, knowledge or intelligence,438 however, 

when prompted, he describes data metaphorically as “‘one-word answers’ to specific outlined 

characteristics,” in contrast to information, which is “a more holistic portrait of a target.” Farid’s 

definition reflects his practice of acquiring data to occupy an unused undercover identity. Curry 

438 Simon Farid (artist), email message to author, April 6, 2018. See Appendix 3. Simon Farid Email Interview. 
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refrains from defining data or information in the broad sense because these concepts “var[y] 

from application to application” and therefore must be defined on a case-by-case basis: 

Whenever you try to collect data you have to define what it is you’re trying to 
collect…depending on what you’re doing, or what you need to know, or what you need 
to measure, you have to decide what is measurable and how you’re going to measure it 
and what is it that you’re going to store and possibly what you’re going to use it for 
later.439 

Curry defines data as “artifacts that result from a process of collecting and measuring.” For 

Curry, sensory input is not necessarily data. Input must first be processed by a computational 

device and stored in a database to be understood properly as data. Curry’s conception of data as 

determined by technical parameters reflects his practice as a programmer. 

Knouf’s orientation to defining data and information also comes from her technical 

practice as a media artist, in addition to her training as an information scientist. Data and 

information are shaped by a series of technical choices including “what to store, how to store it, 

and how long to store it.”440 Knouf argues that the format in which you store data shapes that 

data, a perspective we have seen reflected previously in the work of Räsänen and Nyce,441 who 

argue that for Swedish intelligence agencies, data have already been ‘cooked’ or “processed by 

the work practices, political, practical, and other decisions even before data collection occurs.”442 

Knouf focuses on the impact of databases, which themselves have different forms. For example, 

relational databases store data in tables with key-value pairs managed using Structured Query 

Language (SQL), Extensible Markup Language (XML) databases store XML documents that 

439 Derek Curry (artist) in discussion with the author, May 12, 2018. See Appendix 4. Derek Curry Interview. 

440 Curry in discussion with the author. 

441 See Chapter 2 for an in-depth assessment of Minna Räsänen and James Nyce’s “The Raw is Cooked: Data in 
Intelligence Practice,” Science, Technology and Human Values 38.5 (2013). 

442 Räsänen and Nyce, “The Raw is Cooked,” 655. 
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wrap data in self-defined tags, Resource Description Framework (RDF) databases format data as 

triples or data entities comprised of subject-predicate-objects, and so on. Knouf explains that: 

How you decide to represent things in the database—on the very low-level of the 
database—will really define what sort of questions you are able to ask of your data 
later.443 

Because of Knouf’s experience with database design, she argues that data are best defined not by 

terminology, but by the choices that are made in advance of analyzing the data, the technological 

forms and low-level formats in which the data are stored delimit the shape of the data and 

predetermine how the data can be analyzed. 

Similar to Knouf and Curry, Grosser defines data as a technical process. For Grosser, 

data is “a set of values, numerical or otherwise, collected through procedural answers.” Grosser 

contends that data only become meaningful only when situated in a context. To give meaning 

and context to data, Grosser argues that certain questions need to be answered including: 

1) who collected the data?, 2) why was it collected?, 3) who benefits from the collection?, 
4) what wasn’t collected that could have been?, 5) how was the data collected, 6) how 
much data was collected and why that much?, etc.444 

Information, Grosser explains, “is situated and contextualized data.” Likewise, if data is “situated 

and contextualized, [it] can produce information.” Information is more comprehensive than data, 

and while there is no factual basis for data, information may be factual. This skepticism about the 

factual status of data will become a central aspect of its ontological critique, as will be discussed 

later in the chapter. 

443 Knouf in discussion with the author. 

444 Grosser, email message to author. 
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Not Necessarily Quantitative 

Knouf, Grosser and Curry all take up the position that data is not always quantitative. Knouf 

argues that data is often represented in computational sense, as something stored in a database, or 

“stored numerically in a numerically controlled computer” which implies that data is 

quantitative.445 But Knouf does not think that data is always quantitative. This perspective is also 

seen in Grosser’s definition of data, values which may or may not be numerical. Curry extends 

this critique into the realm of information. Against Galloway’s etymological conception of 

information as “formed data,” Curry contends that “information can come without form.”446 

Curry’s statement moves beyond a technological apparatus, where data or information are not 

necessarily quantitative. He argues that: 

people are able to get information from all sorts of things that don’t involve a calculus of 
some sort. Sensory input doesn’t necessarily work in the data-information 
configuration.447 

Here, Curry does not make a clear distinction between data and information, but he does make it 

clear that mathematical quantification may not always apply to data and information. 

Information can be sensory input, unformed and indeterminate, just as data can; yet sensory input 

is not necessarily quantitative, nor is it necessarily best defined as data or information. 

Curry is not the only surveillance artist that regards data and information as interrelated, 

in fact, five of the seven surveillance artists see them this way. For example, Knouf does not 

define data and information separately because she does not make: 

445 Knouf in discussion with the author. 

446 Curry in discussion with the author. 

447 Ibid. 
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much of a distinction between the two, because the choice of what you record with your 
data is already a part of the frame in which you're going to think about how you're going 
to analyze it later as information.448 

Farid and Earle define data and information in relation to one another. For Farid, information has 

more structure than data, as we move from single words to an entire portrait. Earle often uses the 

terms interchangeably in the definitions. Data is “what is gathered about people to be used for 

either surveillance or marketing,” while information “encompasses more than data.”449 Shepard 

indicates an interconnectivity between data and information when he defines data as “pieces of 

information” and information as “broader than data in that it can also incorporate facts, evidence, 

signals, opinions, etc.”450 Yet Shepard also holds more than one definition of data, defining it 

simultaneously as the more semantically oriented “that which is given prior to argument.”451 

Intelligence and Knowledge 

Intelligence is generally defined by this selection of surveillance artists as something which 

encompasses and interprets data and evidence. For Earle, intelligence is “a measure of how much 

data a state apparatus possesses about a person or location.”452 Shepard describes intelligence as 

“organized data, facts and evidence.” Interestingly, for Shepard, while data is distinct from facts 

448 Knouf in discussion with the author. 

449 Grayson Earle (artist), email message to author, March 6, 2018. See Appendix 5. Grayson Earle Email Interview. 

450 Mark Shepard (artist), email message to author, January 26, 2018. See Appendix 6. Mark Shepard Email 
Interview. 

451 Shepard, email message to author. 

452 Earle, email message to author. 
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and evidence, it is still recognized as the material from which intelligence is produced. Farid 

defines intelligence as 

an effort to bring together [data, information and knowledge], with a view to being 
predictive as well as gathering evidence of past actions.453 

Farid is aware that an important aspect of intelligence analysis is prediction—using the past to 

predict the future. Epistemologically, for Farid, intelligence is grounded in empirical methods of 

evidence gathering. Farid’s emphasis on prediction and empiricism is aligned with the 

intelligence community’s conception of its practice as passed down from the so-called ‘father of 

intelligence analysis’, Sherman Kent.454 

Curry sees intelligence as “the meaning created from the activities that [intelligence 

agencies] pursue,” in other words, the 

sum total of…the things they collect combined with what they think they mean, and how 
they think they can be applied—which may or may not be true.455 

Intelligence encompasses the collection, interpretation, and use of data and information. 

Importantly, for Curry, there are many steps in the process of creating intelligence that may stray 

from fact, including producing and interpreting data. A concern for errors in the intelligence 

process is reflected in Knouf’s definition of intelligence as “actionable knowledge,” 

“distill[ed]…into bullet points” in an intelligence report.456 This process of distillation may cause 

problems for critically analyzing data and information within the intelligence community. Knouf 

hopes that policy makers who read intelligence reports think about “what database was used, 

which might affect what could have been stored,” thus impacting the data representation, but she 

453 Farid, email message to author. 

454 See Chapter 2 for a detailed analysis of Kent’s writings about intelligence estimation. 

455 Curry in discussion with the author. 

456 Knouf in discussion with the author. 
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has not been able to speak to anyone in the intelligence community to find out this happens or if 

the report remains a black box, sealed and undisputed.457 

For artists investigating the surveillance state, knowledge is often seen as an active 

process that encompasses data, information and intelligence. Curry defines knowledge using its 

etymological root in the Greek term “gnosis”: knowledge, very broadly speaking, is “what you 

know.”458 For Earle, knowledge encompasses “many things, including intelligence.”459 Similarly, 

Farid describes knowledge as building on and encompassing information: “the pursuit of the 

contextualization of information.”460 Knouf, Shepard and Grosser all define knowledge as 

practice-based. For Knouf, knowledge is “doing something with information.”461 For Shepard, 

knowledge is “tacit” or “embodied,” a process of “coming to know something through 

practice.”462 Grosser also focuses on the active and embodied nature of knowledge, describing it 

as “experiential, information examined and considered through/in practice.” Grosser details some 

of the process of knowledge creation: beginning with information, knowledge can be produced 

when information is “considered, experienced, and challenged.”463 

457 Ibid. Bruno Latour, Science in Action: How to Follow Scientists and Engineers Through Society. (Cambridge: 
Harvard University Press, 1998), 23. 

458 Curry in discussion with the author. 

459 Earle, email message to author. 

460 Farid, email message to author. 

461 Knouf in discussion with the author. 

462 Shepard, email message to author. 

463 Grosser, email message to author. 
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Interrelated, Not Necessarily Interchangeable 

While this group of surveillance artists tend to see data, information, intelligence and knowledge 

as interrelated terms, they are divided on whether or not these terms should be used 

interchangeably. Farid sees a need for distinctions between the terms data, information, 

knowledge and intelligence, and thinks it is a mistake to use these concepts interchangeably. He 

describes this lack of definitional clarity as a weakness of intelligence agencies that allowed him 

to occupy Mark Stone’s identity: agents misunderstood decontextualized data as “narrative-

contextual-knowledge” which led to agents to feel like they had intelligence on Farid when they 

did not. Grosser takes up a similar position and “advise[es] against using these words 

interchangeably.” 464 He is most concerned with what he sees as the “misuse” of the term data, 

arguing that “data is not information. Data does not provide meaning.”465 

Curry, on the other hand, takes up a Wittgensteinian position, explaining that he is open 

to the idea of using the words data, information, intelligence and knowledge interchangeably, 

seeing it as a language game. For Wittgenstein, the concept of ‘language games’ itself is a 

multiplicity that encompass the learning of language through naming, ostension (definition by 

pointing), and the use of language.466 Examples of language games given by Wittgenstein range 

from giving and obeying orders, to describing an object, to speculating about an event. 

Wittgenstein ultimately argues for family resemblances rather than strict definitions: because 

words can be used to mean different things, what matters is how a word is used in a specific 

464 Grosser, email message to author. 

465 Ibid. 

466 Ludwig Wittgenstein, Philosophical Investigations, (Oxford: Basil Blackwell Ltd., 1958), 5-11. 
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context. Curry mentions one context in which problems may arise as a result of definitional 

imprecision. He argues that research papers should be “very specific” when defining terminology 

for the reader: for example, an article about AI should define intelligence precisely. Yet he 

argues against the wholesale restriction of definitions, seeing it as a form of “digital correctness,” 

and arguing that a better solution might be to refrain from using the terms data, information, 

knowledge and intelligence when “talking about technical processes,” which he acknowledges to 

be strange, because “they were technical terms to begin with.”467 

Curry’s sentiments about terminological baggage and definitional precision are shared by 

STS theorists John Law and Annemarie Mol. Law suggests using the words “gatherings” and 

“presences” rather than previous terms like “statement” or “representation” to expand notions of 

what can be encompassed by methods of depiction to include texts, maps, visual imagery, 

bodies, machines, ceremonies, demonstrations, conversations, and allegories (to name a few) 

while avoiding baggage pertaining to methodological coherence.468 Law introduces the term 

gathering as “a way of avoiding discourses about coherence or consistency” and to open up 

methodological ideas beyond restrictive conventions.469 Mol makes a distinction similar to that 

of Curry, between the contexts of medical journals and medical practice. Her focus is on the 

ontological, but the point is homologous. Mol explains that while publications strive to produce 

universal knowledge that “can travel widely” and thus require ontological similarity in their 

objects of analysis, medical practice does not require ontological consistency to effectively treat 

467 Curry in discussion with the author. 

468 John Law, After Method: Mess in Social Science Research, (Taylor & Francis e-Library, 2004), 145-146. 

469 Law, After Method, 153. 
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patients.470 Mol argues that ontological variation in practice, while it may seem incoherent, does 

not detract from the “scientificity” of medical practice, but instead “is more likely to contribute 

to the rich, adaptable, and yet tenacious character of medical practice.”471 

Like Mol, Curry makes a distinction between practice and theorizing about practice. He 

argues that definitional clarity is not necessary during practice, but becomes important upon 

reflection, when considering what was produced, when comparing it to similar work, and when 

communicating ideas in writing. Engaging directly with something as a practitioner does not 

require Curry to define or “nail things down”: “one of the really valuable things about having a 

material practice as an artist is that I don’t use language,” he explains. Curry’s ultimate position 

is that if the goal is “to make something new…it’s best to jettison as much language as 

possible.”472 

The artists and theorists discussed in this section find that a lack of terminological clarity 

does not impede practice. This may help to explain why both surveillance artists and intelligence 

analysts—as technical practitioners—tend not to pin down terminology that is centrally 

important to their practice with precision. As we saw in Chapter 2, one intelligence analyst, 

Matthew Herbert, argued against refining terminological clarity using Wittgenstein’s notion of 

family resemblances.473 Herbert argued that finding commonalities amongst different types of 

analysis—"analytic families”—would be more clarifying than proposing a singular, unifying 

definition of intelligence analysis. In the IC, however, Herbert appears to be alone in his position 

470 Annemarie Mol, The Body Multiple: Ontology in Medical Practice, (Durham, N.C.: Duke University Press, 
2002), 114. 

471 Mol, The Body Multiple, 115. 

472 Curry in discussion with the author. 

473 Matthew Herbert, “The Motley of Intelligence Analysis: Getting Over the Idea of a Professional Model,” 
International Journal of Intelligence and CounterIntelligence 26, no. 4 (2013): 664. 
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on the utility of vagueness. Whereas surveillance artists either present a multitude of specific 

definitions of key terminology, or theoretical arguments for why they do not need to define 

terminology in their practice, at least one intelligence analyst, Michael Warner, has argued that 

refining terminology is a means for improving practice.474 Definitional vagueness is common in 

fields related to intelligence practices, and in the written work of intelligence analysts 

themselves. But the surveillance artists presented here, even if they do not define terminology in 

a broad sense, do provide multiple definitions of data, information, intelligence and knowledge, 

when asked. These definitions tend to be practice-based, and sometimes artists hold more than 

one conception simultaneously. Most importantly, the ontologies revealed through artistic 

definitions of data, information, intelligence, and knowledge indicate that artists are highly 

critical of the assumptions that were found to be held by intelligence analysts in Chapter 2, 

especially the notion that data are raw, indexical traces. 

Ontologies of Data, Information, Intelligence, and Knowledge 

While data are understood by some of these surveillance artists ontologically as entities, they are 

never understood to be raw or factual. Data’s lack of factual status does not preclude many of 

these artists from subscribing to the Data-Information-Knowledge-Wisdom (DIKW) hierarchy, 

yet they do not adopt this framework uncritically. They critique the DIKW hierarchy from 

various angles, including questioning received assumptions about the relationships between data, 

information, and facts, as well as the belief that data can be removed from the world, stored and 

assembled. Through their reflections on the definitions and relationships between data, 

474 Michael Warner, (2002) “Wanted: A Definition of Intelligence,” Studies in Intelligence 46.3. 
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information, knowledge, and intelligence, two alternative theories of ontology emerged: 

ontological relativism and ontological multiplicity. If the ontological critiques and alternatives 

offered by surveillance artists were integrated into intelligence analysis, it would result in a 

radical shift, changing both the conception of analysis and the practice itself. 

Data as Entities and Processes 

As we have seen, some artists investigating the surveillance state describe data in ways that 

indicate their status as entities. Grosser and Farid refer to “pieces of data,” while Shepard 

describes data as “pieces of information.” Yet even when artists investigating the surveillance 

state describe data as entities, they do not only see them this way. They also see them 

simultaneously as discursive signs and the result of technical processes. Shepard has a 

multifaceted conception of data, for example, encompassing the semantic and rhetorical 

functions of data. Other surveillance artists simultaneously see data as a process, shaped by 

technical choices. Grosser asks socio-technical questions about how and why data was collected, 

for whom, and how much. Curry emphasizes data’s constructed nature by describing data as 

“artifacts” shaped by conceptions of what is measurable, decisions about what to measure, what 

to store, and what it will be used for. Knouf sees data as shaped by the database format in which 

it is stored, as well as technical choices of “what to store, how to store it, and how long to store 

it.”475 

475 Knouf in discussion with the author. 
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Data are Not Facts 

Surveillance artists do not regard data as raw, uninterpreted, indexical traces of the world. For 

Curry, data are generated, constructed, produced through a technological apparatus and may or 

may not reflect reality. He argues that while data can “have a one-to-one correlation to events in 

the world” it is possible to “collect data that don’t have any correlation to the events or objects 

that they were meant to correlate to.” He gives the example of intelligence agencies collecting 

and analyzing social media metadata, explaining that the data: 

obviously were generated by something. Sometimes it can be completely erroneous. 
When you look at the geographical data, sometimes when I’ve tried to plot it on a map, it 
ends up somewhere in the middle of the Atlantic Ocean, which is obviously not true.476 

Because data are generated through a technological apparatus, they can be falsified, intentionally 

or not. The Crowd-Sourced Intelligence Agency, False Positive, and Art for Spooks all indicate 

these problems within the projects themselves. 

The Crowd-Sourced Intelligence Agency shows participants first-hand how algorithms 

can (mis)interpret social media posts as threats. Through the process of building machine-

learning classifiers resembling those used by intelligence agencies, we realized that what 

constitutes suspicious behavior from an algorithmic standpoint is very different from that of 

human judgment. Algorithms can only seek out statistical correlations in data sets, they cannot 

determine causality. Any errors in a training corpus will simply be replicated. This finding is 

supported by examples of intelligence analysts misinterpreting social media posts. For example, 

during the trial of Dzhokhar Tsarnaev, the man convicted of bombing the Boston Marathon in 

2013, the FBI presented posts from Tsarnaev’s Twitter account as evidence that he was planning 

476 Curry in discussion with the author. 

206 



  

              

          

            

               

              

           

            

          
      

 
        

       

              

         

             

             

        

          
        

 
           

                                                
           
  

     
 

          
        

 
      

 
  

the attack. Many of the posts identified as evidence of a threat were actually song lyrics, slang, or 

jokes.477 Jokes from the television show Key and Peel were presented as evidence of 

wrongdoing. One of Tsarnaev’s tweets said he was ‘mad cooked,’ which is slang for being high, 

but with hindsight bias, it was cited as evidence that he was planning to make a pressure cooker 

bomb. Because the FBI had sufficient evidence to link Tsarnaev to the crime, they seem to have 

assumed that his Twitter posts would indicate his intentions. Through this process we realized 

that if social media posts from known terrorists are included in an algorithm’s training corpus: 

we can expect to find Twitter users who have similar taste in television and music being 
algorithmically identified as threats to national security.478 

False Positive narrativizes the way that algorithmic speculation can come to erroneous 

conclusions by analyzing data, assuming the data corresponds to something meaningful in the 

world, and then speculating on what that data means. For Shepard, data are far from raw, factual 

traces, and are instead situated and contingent. Shepard separates out notions of fact and 

evidence from that of data when he argues that the “semantic function of data is explicitly 

rhetorical, whereas fact and evidence are less so.”479 Shepard argues, along the lines of historian 

Daniel Rosenberg, that conceptions of data are historically situated and mutable: 

Our understanding of ‘data’ has evolved over the past three centuries in relation to 
scientific and cultural shifts, especially in relation to notions of fact and evidence.480 

Shepard looks back to the 18th century, a time in which data, according to Rosenberg: 

477 Nicky Woolf, “Boston Marathon Bomb Trial: FBI Agent Mistakes Grozny for Mecca in Twitter Photo,” March 
10, 2015, https://www.theguardian.com/us-news/2015/mar/10/fbi-testimony-boston-marathon-bomb-trial-dzhokhar-
tsarnaev (accessed March 18, 2018). 

478 Jennifer Gradecki and Derek Curry, "Crowd-Sourced Intelligence Agency: Prototyping Counterveillance," Big 
Data & Society 4, no. 1 (2017): 5, doi: 2053951717693259. 

479 Shepard, email message to author. 

480 Ibid. 
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went from being reflexively associated with those things that are outside of any possible 
process of discovery to being the very paradigm of what one seeks through experiment 
and observation.481 

Understanding that data have not always been connected to the scientific process and seen as 

evidence provides room for critical reflection upon the meaning of the terminology and how data 

can be used, which becomes especially important when argumentation is supported by 

algorithmic processes that lack transparency. 

In Art for Spooks, Knouf and Pederson call into question the factual status of data by 

showing how metadata can be intentionally changed so that GPS coordinates reference drone 

warfare rather than providing an indexical trace of reality. From her training in information 

science, Knouf was taught, along the lines of Shannon and Weaver, that data is the “rawness of 

the world” and “information is “how you take meaning” from data.482 Yet she does not subscribe 

to these definitions, or a simplistic belief that data are raw and connected to the world as an 

indexical trace. When asked if data represents facts in the world, Knouf evokes Latour and Law 

when she articulates her ontology as one in which there is an external world that we gain access 

to via sensory perception aided by measuring and inscription devices. Facts are not discovered in 

this external world, but “created through…inscription practices,” Knouf explains.483 Law 

articulates this worldview when he explains that “there is a world out there and...knowledge and 

our other activities need to respond to its ‘out-thereness’.”484 For Law, this ultimately means that 

methods need to be capable of registering the complexity and flux of the world. Latour, on the 

481 Daniel Rosenberg, “Data Before the Fact,” in “Raw Data” is an Oxymoron, ed. Lisa Gitelman, (Cambridge, MA: 
MIT Press, 2013), 74. 

482 Knouf in discussion with the author. 

483 Ibid. 

484 Law, After Method, 7. 
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other hand, elaborates the concept of inscription devices in relation to the construction of facts in 

the laboratory and scientific texts. Inscription devices support scientific arguments with visual 

sets of inscriptions, the scientist acts as the spokesperson for the laboratory instrument, which 

produces the final layer of argumentation in the literature: to dissent against an authoritative 

argument requires replicating a laboratory set up in order to enter into the debate.485 In Latourian 

terms, then, one important aspect of the Crowd-Sourced Intelligence Agency, False Positive, and 

Art for Spooks is that they replicate the form and content of inscription devices in order to 

contest the authoritative arguments and justifications for surveillance that are presented by 

intelligence agencies and to highlight the ways that data are constructed by instruments and 

therefore may or may not reflect reality or suffice as evidence of wrongdoing. 

Farid’s skepticism of the factual nature of data comes from his experience of 

manipulating it. In Occupy Mark Stone, Farid explains how he was “very conscious of a gap 

between data and ‘facts’” which, he argues, “probably came with my experience of generating 

false data for the project.”486 While making OMS, Farid found that while data “testified to” 

things he had done, it did not “reflect thought or intention,” and therefore could not “reflect the 

truth about what [his] actions were doing.” This lack of reflection becomes particularly relevant 

when “one takes care to be deceptive,” Farid argues.487 For Farid, while data may be an indexical 

trace, indicating actions that have been taken, that trace does not indicate intention: data does not 

transparently correspond to the world, revealing something meaningful about it, because it 

inherently lacks context. 

485 Latour, Science in Action, 63-79. 

486 Farid, email message to author. 

487 Ibid. 
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Earle does not see data as factual, either. Data, he contends, can only help us to 

approximate the truth, whereas knowledge is necessarily tied to truth, as “a measure of how 

much truth one is aware of and can apply.”488 Earle’s critique of the factual status of data is 

evident in both NSA Haiku Generator and Poemecia, where an automated process of combining 

threatening search terms produces (mostly) nonsense poetry that is meant to be swept up in 

algorithmic surveillance, adding more meaninglessness to the information overload caused by 

mass surveillance. Grosser’s ScareMail functions in much the same way, questioning the 

meaning and truth value of mass collected data by pointing out the futility of an automated 

surveillance system that could misconstrue randomly inserted DHS keywords as indicative of 

threats to national security. 

DIKW Hierarchy 

Data’s lack of factual status does not prevent most of the post-Snowden surveillance artists 

interviewed in this chapter from subscribing to the Data-Information-Knowledge-Wisdom 

hierarchy, which they characterize in terms of increasing context, meaning, and organization as 

one moves from data to information to knowledge. This framework is not adopted uncritically, 

however, and doubts about the factual status of data become one of the main critiques of the DIK 

hierarchy. In addition, the notion of practice-based knowledge that is common amongst 

surveillance artists calls into question one of the core assumptions of the DIKW hierarchy—the 

ontology of data as entities that can be removed from the world, stored and assembled. 

488 Earle, email message to author. 
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The DIKW hierarchy is implied in descriptions that feature an increase of meaning and 

context as one moves from data to information to knowledge. This is evident in Farid’s 

definitions—data are one-word answers, information is a more wholistic portrait of a target, 

knowledge is the contextualization of information. In these definitions, Farid evokes a 

hierarchical relationship between data, information, and knowledge, where each step along the 

way, more development and context is gained. It is also present in Grosser’s explanation that if 

data are “situated and contextualized” they might produce information. For Grosser, data do not 

have meaning, information is situated and contextualized data, and knowledge is a process of 

examining information. Yet Grosser implies that moving up the hierarchy does not always result 

in the production of meaning. And since Grosser sees knowledge as practice-based, this may call 

into question one of the foundations of the DIKW hierarchy—the notion that data and 

information are entities that can be accrued, stored, and built upon—which will be discussed at 

length later in this section. Similarly, while Knouf sees a “directionality…from data to 

information to knowledge to intelligence,” thus subscribing to the DIKW hierarchy, she argues 

that this movement is not “unidirectional,” and she warns that there are “probably many 

situations where some issue in data representation is going to lead to faulty intelligence.”489 

Curry emphasizes data’s constructed nature by describing data as “artifacts” shaped by 

conceptions of what is measurable, decisions about what to measure, what to store, and what it 

will be used for. The term “artifact” could indicate an ontology in which data are entities, but 

Curry’s conception of data as constructed rather than discovered is one way that he does not 

subscribe to the DIKW hierarchy. Because data are constructed, and may not be factual, they do 

not necessarily lead to meaningful information. Curry references the DIK hierarchy when he 

489 Knouf in discussion with the author. 
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states that “most people think that information is something that data is the raw material for.”490 

Curry’s constructed data artifacts resist the notion of data as raw material. But he explains one 

setting where scientists have “complete control over the data” including how it is created and 

manipulated—a laboratory setting, where data such as the boiling point of water or the flash 

point of a chemical substance can be measured—which may create the conditions that could 

allow for information to be produced. Curry warns that it is dangerous to assume that data 

always produces information, likening it to assuming that “anytime you see a bunch of words 

there is something meaningful there. The Dadaists would strongly contest that.”491 

There are many ways in which Curry does not subscribe to the DIK hierarchy. Data does 

not always lead to information, and knowledge is not necessarily related to data or information. 

Curry argues that people can know things without collecting and processing data. We have 

already seen this in his discussion of how “sensory input doesn’t necessarily work in the data-

information configuration.”492 Discussing this in the context of computationalism, where the 

human brain is understood to function like a computer, he argues that sensory input is not 

necessarily data. Input must first be processed by a computational device and stored in a database 

to be understood properly as data. Curry uses a restricted, technical definition for the term data, 

and argues that coming to know something does not necessarily require data collection in this 

technical sense. Curry argues that when: 

talking specifically about what computers do, the relationship between data and 
information might be a direct result of the program that you’re running. But knowledge is 
not something that computers are capable of.493 

490 Curry in discussion with the author. 

491 Ibid. 

492 Ibid, 

493 Ibid. 
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This is another place where the DIK hierarchy breaks down for Curry. He sees the use of the 

term intelligence, when applied to computers, as another language game, in the Wittgensteinian 

sense. To apply the concept of intelligence to something that computers are capable of, for 

example Artificial Intelligence, requires a redefinition of the term intelligence because computers 

are not yet capable of what the human mind is capable of. 

Earle takes up a position in relation to the DIKW hierarchy that is different from any of 

the other interviewed surveillance artists. He argues that it would be ideal if intelligence agencies 

used the DIKW hierarchy, but what they actually use is an inversion of that hierarchy, resulting 

in a “reversal of the labor that converts knowledge into information.” Earle describes his artistic 

practice, along with other artists doing similar work, as using information to produce knowledge 

and artifacts to produce intuition. But Earle contends that when professions are instrumentalized, 

the state uses knowledge to produce information: “artists are turned into advertisers, 

psychologists are turned into scholars of consumptive patterns.” This hierarchical reversal 

represents a move away from wisdom and towards data, which becomes overvalued. 

Shepard provides the most material for a critique of the DIKW hierarchy, even while he 

generally subscribes to it, describing it as a process in which: 

each step up the pyramid involves some form of organization or interpretation, so 
information is organized or interpreted data, knowledge is organized/interpreted 
information, and so on.494 

Shepard references critiques of the DIKW hierarchy from information ethicist Rafael Capurro 

and information scientist Birger Hjørland, who shift the ontology of information from entities to 

interpreted signs, thus questioning the relationship between information and fact, as well as 

pragmatist philosopher John Dewey, who argues that knowledge is not built from bits of accrued 

494 Shepard, email message to author. 
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information, but is an active, interconnected process that impacts the world as it studies it. These 

critiques are worth exploring in more detail, because they provide a well-articulated basis for 

questioning the DIKW hierarchy that is inherent in the practices and technologies of intelligence 

analysis and because these critiques are echoed in various ways by the artists who investigate the 

surveillance state. 

Capurro and Hjørland: Information as a Sign 

In “The Concept of Information,” information ethicist Rafael Capurro and information scientist 

Birger Hjørland engage in an historical analysis of the "epistemological concept of information" 

as it developed over half a century in disciplines relevant to information science, including: 

biology, psychology, physics, and natural science.495 Across disciplines, Capurro and Hjørland 

find that: 

the most important distinction in the concepts of information is the distinction between 
information as an object or a thing (e.g. number of bits) and information as a subjective 
concept, information as a sign, i.e. as depending on the interpretation of a cognitive 
agent. 496 

Shannon and Weaver, they contend, were not clear whether information is a “substance or…a 

sign.”497 Conceiving of information as a sign, Capurro and Hjørland contend, shifts our attention 

to “release mechanisms,” which vary across disciplines.498 Different definitions of information, 

they argue, can be distinguished by different conceptions of “’the release mechanism’ (or 

495 Rafael Capurro and Birger Hjørland, “The Concept of Information,” Annual Review of Information Science and 
Technology, ed. B. Cronin, Vol. 37 (2003) Chapter 8: 343. 

496 Capurro and Hjørland, “The Concept of Information,” 396. 

497 Ibid., 367. 

498 Ibid., 376. 
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‘information processing mechanisms’), the selectors or interpreters.”499 Because there are 

different release mechanisms in biological and cognitive processes, cultures and technologies, 

Capurro and Hjørland argue that “information can and should thus be studied within a network 

of different disciplines.”500 

Capurro and Hjørland explain that the interdisciplinary concept of information has 

historically been “closely connected to views of knowledge.”501 In engineering and the natural 

sciences, information is predominantly seen as “something existing independent of an observer” 

rather than a “theoretical construct.”502 This has led, they contend, to a “severely neglected 

connection between theories of information and theories of knowledge” in Information 

Science.503 The neglect of epistemology due to a lack of consideration of connections between 

theories of information and knowledge is also found in intelligence analysis, which was 

discussed in Chapter 2. 

Ultimately, Capurro and Hjørland question the DIKW hierarchy by critiquing the status 

of information as entities and the connection between information and facts. Addressing ethical 

concerns, Capurro and Hjørland argue that: 

to the extent that information is seen or presented and legitimized in terms of its supposed 
factual content, it authorizes a picture of the world — rather than inviting debate on the 
construction and relevance of the picture. Conversely, insofar as information is treated as 
a product of specific world-constructing activities, it invites discursive inquiry as to its 
meaning and relevance.504 

499 Capurro and Hjørland, “The Concept of Information,” 376. 

500 Ibid. 

501 Ibid., 355. 

502 Ibid., 367-370. 

503 Ibid., 355. 

504 Ibid., 387. 
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Shifting from the notion of information as a factual entity to its constructed nature opens up a 

place from which to critique assumptions about the nature of information and knowledge. This 

approach echoes the critiques of Science, Technology and Society (STS) theorists, who 

investigate the social construction of facts. This critique is also central to surveillance artists’ 

discussions of the constructed nature of data. Capurro and Hjørland’s concern over the 

presentation of information as closed facts resulting in an authoritative “picture of the world” 

applies to intelligence agencies, as well, as they focus on a restricted set of methods and 

foreclose upon alternative ways of seeing and knowing. Artists investigating the surveillance 

state provide much needed alternatives to this singular picture through their practice-based 

critiques. 

Dewey: Knowledge as Practice 

Shepard references pragmatist philosopher John Dewey’s critique of the DIKW hierarchy, which 

shifts the ontology of data and information from entities into an active process. Dewey outlines 

his pragmatic theory of knowledge in Democracy and Education (1916), critiquing the dualisms 

assumed by previous epistemological theories—between theory and practice, knowing and 

doing, passivity and activity, mind and body, intellect and emotions—arguing that these 

dichotomies are false and rooted in class divisions, where the working class uses their bodies to 

gain "material sustenance" and are therefore associated with empirical, utilitarian knowledge and 

the upper class, free from “economic pressure, devotes itself to the arts of expression and social 

direction” and are associated with pure or rational knowledge.505 Whereas previous theories of 

505 John Dewey, Democracy and Education: An Introduction to the Philosophy of Education (New York: 
Macmillan, 1916), 195. 
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knowledge understood knowledge to be passive, external and objective, isolated from the world, 

and regarded learning as active, internal and subjective, Dewey promotes the concept of 

continuity, where the goal of a pragmatic way of knowing is “to maintain the continuity of 

knowing with an activity which purposely modifies the environment.”506 Knowledge, he 

contends, allows us to both “adapt the environment to our needs and to adapt our aims and 

desires to the situation in which we live.”507 It helps us to understand the complexity of the world 

“by conceiving the connection between ourselves and the world in which we live.”508 For 

Dewey, knowledge is not isolated from the world, as “the activity of a mere onlooker or 

spectator of the world,” but is a “mode of participation” with the world that we are dependent 

upon. 509 

It is Dewey’s conception of knowledge as continuous with the rest of the world that resists 

the ontology of entities of information and thus the DIKW hierarchy. In pragmatist philosophy, 

knowledge is not constructed out of external bits of information that can be accrued: the process 

of coming to know something is imbricated with—and changes—that which it studies. Dewey’s 

conception of the connectivity of knowledge to the world, the ability of knowledge to change the 

“moving scene in which we are implicated,” stands in stark contrast to the popularly used 

intelligence analysis metaphors of the puzzle and the mosaic, which foreclose on the role of 

interactivity between the world and the analyst.510 The notion of intelligence or knowledge 

construction that is promoted by the mosaic and puzzle metaphors constitutes an accumulation of 

506 Dewey, Democracy and Education, 200. 

507 Ibid. 

508 Ibid. 

509 Ibid., 196. 

510 Ibid., 199. 
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data and information that represent facts in the world that can be stored and processed by 

algorithms and human analysts. Something akin to Dewey’s characterization of knowledge 

production has already been suggested as a more apt way to describe the analytical process from 

within the intelligence community. In 2005, Gregory F. Treverton, then Acting Director of RAND 

Corporation's Intelligence Policy Center, criticized the often-used puzzle metaphor of intelligence 

analysis for implying that intelligence agents do not impact the world that they analyze, arguing 

that 

the ‘puzzle’ metaphor should not lead to the fallacy that U.S. actions do not matter with 
the threat of terrorism. In a real sense, we ‘co-create’ the threat with our enemies.511 

Treverton’s warning, discussed at length in Chapter 1, indicates that intelligence gathering is more 

aptly characterized by the pragmatic theory of knowledge, which acknowledges the influence that 

analysis has on its object of study, and does not assume that a static image of the world can be 

constructed, or reconstructed, using collected and stored bits of information, like the pieces of a 

puzzle or a mosaic. 

Ontological Alternatives 

The philosophical shift implied by a pragmatic theory of knowledge is not the only ontological 

alternative presented by artists investigating the surveillance state. Through their reflections on 

the definitions and relationships between data, information, knowledge, and intelligence, two 

additional alternative theories of ontology emerged: ontological relativism and ontological 

multiplicity. 

511 Gregory F. Treverton, “Making Sense of Transnational Threats: Workshop Reports,” National Security Research 
Division, (RAND Corporation, 2005), 1. 

218 



  

  

 

          

        

              

            

     

         

        

         

      

  

 

  

 

           

          

            

           

          

                                                
     

 
  

 
                

Ontological Relativism 

In response to the question of whether the terms data, information, intelligence, and 

knowledge could be used interchangeably, Curry references the theory of ontological relativism. 

He argues that definitional problems in the field of cybernetics—a field that is relevant to the 

analysis of intelligence agencies, especially as it pertains to the use of Artificial Intelligence in 

automated intelligence processing—arose out of an “interdisciplinary exchange between 

engineers and psychologists” who both “tried to appropriate the terms for their own uses.”512 

When researchers from one discipline read research from another discipline, they interpret 

terminology from “within their own discipline,” Curry contends, describing this as “a type of 

interdisciplinary ontological relativism,” building on the linguistic philosophy of Willard Van 

Orman Quine.513 

Ontology is Multiply Relative 

Ontological relativity, as Quine phrases it, is rooted in a naturalistic and behavioral notion of 

language and meaning, which is shared by both Dewey and Wittgenstein. Quine argues that we 

learn how to pronounce a word by modeling it, and that we are communicating about a particular 

object based on the “overt behavior” of the person we are trying to communicate with.514 

Learning language is a process of ostension (as we have seen with Wittgenstein) and 

512 Curry in discussion with the author. 

513 Ibid. 

514 W.V. Quine, “Ontological Relativity,” The Journal of Philosophy 65, no. 7 (April 4, 1968), 186. 
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“conditioning, or induction” where the characteristics of a term are taught through many concrete 

examples: correct uses of the term are reinforced and incorrect uses are extinguished.515 

Language is learned and meaning is communicated through behavior. In contrast to what Quine 

refers to as the “mentalistic myth of the meaning museum,” which assumes that meanings are 

categorically connected to objects in the mind of the communicator, the naturalistic and 

behavioral view of language and meaning results in the loss of certainty about authoritative 

meanings and interpretations.516 

Learning what someone else means by seeing them point to something and state a term 

does not mean that your translation of what they mean is correct, Quine contends, because how 

the world is divided up cannot be taught by ostension. In studying, and attempting to translate, 

another culture’s language, the linguist develops “analytical hypotheses,” abstracting out 

“particles and constructions” from sentences and mapping them onto their own language.517 In 

this process, a linguist’s ontology impacts the decisions they make during translation. If a rabbit 

is understood to be a “relatively homogeneous object, moving as a whole against a contrasting 

background,” then pointing to a rabbit will lead the linguist to interpret the word as having those 

characteristics, rather than those of rabbithood, a rabbit stage, or an undetached rabbit part.518 

Meaning, therefore, cannot be definitively translated or understood. What is being referenced 

cannot be determined via behavior: meaning is inscrutable and unknowable—and so is ontology. 

Quine explains that interpretation using the homophonic rule—in which terminology is 

pronounced the same, but has a different meaning—can be used to “reconstrue” what others say 

515 Quine, “Ontological Relativity,” 188. 

516 Ibid., 187. 

517 Ibid., 190. 

518 Ibid., 191. 
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in a way that “compensates for the switch” between two different ontologies.519 In order to 

understand how to interpret or reinterpret “the objects of a theory,” Quine contends, we need to 

first understand the theory’s “background theory” and its “inscrutable ontology.”520 Quine likens 

this paradox to a riddle where two people might see the same material objects differently: in 

“complementary colors” or “upside down.”521 

Ontology is both "multiply relative"522 and “multiply meaningless apart from a 

background theory,” according to Quine.523 Theories cannot be “fully interpreted, except in a 

relative sense”: the interpretation of a theory happens “relative to our own words and relative to 

our own over-all home theory which lies behind them.”524 When interpreting a theory, 

“paraphrase in some antecedently familiar vocabulary…is our only recourse.”525 In addition to 

being restricted by our native language and vocabulary, we can only clarify the ontology or 

“universe of a theory” by providing a “background theory,” a kind of "manual of translation" 

from one theory to another.526 Quine refers to this as a “proxy function” of “mapping one 

universe” onto another, reducing one ontology to another, in whole or in part. Background 

theories provide a frame of reference to answer questions about a theory, because the intended 

translation of a theory cannot be clarified from within the theory itself. Quine argues that a 

519 Quine, “Ontological Relativity,” 199. 

520 Ibid., 202. 

521 Ibid. 

522 Ibid., 212. 

523 Ibid. 

524 Ibid., 202. 

525 Ibid., 204. 

526 Ibid., 205. 
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theory must be “relativized” to a background theory, otherwise ontology is meaningless, and 

relativization is multiple: there is relativity both “to the choice of background theory” and “to the 

choice of how to translate the object theory into the background theory.”527 Moreover, translating 

one ontology into another requires a background theory that is capable of encompassing multiple 

ontologies in an “inclusive universe.”528 So for Quine, in order to understand a theory, it must be 

translated in relation to a background theory that can encompass multiple ontologies (at least the 

ontology of the theorist and the translator), although the ontology of the other cannot really be 

known. Attempting to explain the correct interpretation of a theory from within a theory is 

impossible, and interpreting a theory from without is complicated by the fact that the author’s 

ontology must be translated into the interpreter’s ontology, a problem that is exacerbated when 

concepts are translated from other cultures, languages—or disciplines, as Curry contends. 

Interdisciplinary Ontological Relativism 

Curry interprets Quine’s theory of ontological relativism to mean that we always interpret other 

culture’s languages “in terms of our own metalanguage, so the object language of the culture 

being observed is translated into the metalanguage,” which means that we are “never actually 

going to understand the ontology of the other culture.”529 Curry applies ontological relativism to 

interdisciplinary discussions, arguing that researchers always interpret theories and concepts 

from other disciplines into the background theory originating from their own discipline, which 

527 Quine, “Ontological Relativity,” 212. 

528 Ibid., 205. 

529 Curry in discussion with the author. 
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contains epistemological and ontological assumptions. While Curry suggests that researchers are 

never really going to understand the ontology of another discipline, he argues that 

interdisciplinary researchers must recognize this issue if they want to “generate new 

knowledge.”530 

Curry takes the position that every discipline has its own epistemology, and sometimes its 

own ontology, both of which need to be considered at the start of any interdisciplinary research 

project: researchers need to understand their own ontology and those of other researchers, as well 

as “what constitutes knowledge,” how knowledge is created, and “the epistemological 

foundations for truth.”531 While Curry acknowledges that this process would take longer at the 

outset of research, he contends that it would create a more solid foundation for understanding the 

knowledge that is ultimately produced. Curry notes that his position on the difficulty of 

translating across disciplines has been articulated by other theorists, including Norbert Wiener in 

Cybernetics, Donald Schön in The Reflexive Practitioner: How Professionals Think in Action, 

and Philip Agre in Computation and Human Experience. Curry roots this discussion in the 

concept of ontological relativism, and expands it into other disciplines, including the 

interdisciplinary realm of intelligence analysis. 

Ontological relativity has huge implications for intelligence analysts, who have inherited 

a desire to establish authoritative interpretations of data and information in order to influence 

policy. In Chapter 2, the impact of Sherman Kent’s empiricist logic on contemporary analysis 

was outlined. Kent, the progenitor of US intelligence analysis, established an institute and a 

530 Curry in discussion with the author. 

531 Ibid. 
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journal to accumulate a knowledge-base in the intelligence community.532 In Kent’s foundational 

essay on the epistemology of intelligence analysis, “Estimates and Influence,” he argues that in 

order to influence policy—a central goal of intelligence agencies—analysts should strive for 

omniscience and believability. Despite the fact that intelligence reports require at least some 

amount of estimation, or “what you do when you do not know,” Kent contends that analysts 

should strive to sound more certain than they actually are, as if their estimations are facts.533 

Kent uses a pyramid metaphor, literalizing the DIKW hierarchy, to describe the process of 

prediction in intelligence analysis where the base is made up of “indisputable facts” or “solid 

information” and analysts must "reason [their] way up the pyramid toward the top" using 

deductive methods.534 While speculation and interpretation are central aspects of the analytical 

process, Kent dismisses these aspects of the practice, arguing that any educated person can 

“deduce rigorously,” but intelligence agents provide policy makers with an objective collection 

of unadulterated facts—facts that arrange themselves “with an absolute minimum of 

manipulation on our part”—rather than providing interpretations.535 Kent’s point of view is 

significant because it lives on in the subsequent writing of intelligence analysts. 

Quine’s naturalistic and behavioral view of language and meaning, which forecloses 

upon authoritative meanings and interpretations, calls into question Kent’s base assumption that 

intelligence reports can ever simply be a collection of uninterpreted facts, underpinned by no 

worldview. As artists investigating the surveillance state have revealed, there are a series of 

532 Central Intelligence Agency, “Studies Archive Index,” https://www.cia.gov/library/center-for-the-study-of-
intelligence/kent-csi/index.html (accessed August 1, 2017). 

533 Sherman Kent, “Estimates and Influence,” in Sherman Kent and the Board of National Estimates, ed. Donald P. 
Steury, (Center for the Study of Intelligence, 2011), 56. 

534 Kent, “Estimates and Influence,” 56. 

535 Ibid., 57. 
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rounds of interpretation before the policy maker receives an intelligence report. Even before 

arriving at the analyst, data is shaped by how the world is divided up ontologically and how it is 

captured into a database, which is shaped by the worldview and background theory of the 

practitioner who built the data collection instrument and implemented the ends to which the data 

was intended to be used. From there, the analyst uses data and information which are already 

interpreted to construct a report on a particular situation. The language of the analyst is 

interpreted by policy makers, as well as other analysts who read previously written intelligence 

reports to form part of their background understanding of a topic. This multiplicity of 

interpretations that takes place between data collection, processing, reporting, and briefing, when 

considered in light of Quine’s skepticism of authoritative interpretations, calls into question one 

of the core tasks of intelligence analysts. If multiple steps of interpretation are built in to the 

analytical process, then intelligence analysts are not simply providing policymakers with a 

collection of uninterpreted facts. 

Ontological Multiplicity 

Whereas Curry, via Quine, holds that ontology is multiply relative, Knouf, via Annemarie Mol 

and John Law, holds that ontology itself is multiple. Quine takes up a similarly meta-ontological 

point of view when arguing that translating one ontology into another requires a background 

theory that is capable of encompassing multiple ontologies. More recently, ontological 

multiplicity has been articulated in Mol’s The Body Multiple: Ontology in Medical Practice and 

Law’s After Method: Mess in Social Science Research, which references Mol’s work 

extensively. 
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Mol analyzes how atherosclerosis is enacted through a series of practices in the medical 

context: each context brings a variation on what atherosclerosis is. This ontological variation 

does not hinder the process of treatment, however. Mol argues that: 

a shared, coherent ontology is not required for treatment and prevention practices. 
Incompatibilities between objects enacted are no obstacle to medicine's capabilities to 
intervene—as long as the incompatible variants of an object are separated out.536 

Mol traces how medical practitioners separate out incompatible variations of atherosclerosis via 

different forms of distribution: the object of atherosclerosis shifts from the moments of 

diagnosis, treatment, stages of progression, and in response to the treatments that are possible at 

any given point in time. Mol argues that it is precisely this dispersal of distinct practices over 

disparate sites, all within a medical context, that prevents conflicts from arising from ontological 

variations. 

Drawing on Mol’s work, Law argues that ontology stems from practice: “different 

practices tend to produce...different realities.”537 Methodological practices “not only describe but 

also help to produce the reality that they understand."538 The shifting ontologies that emerge 

from different practices, which may even encompass the same object, adds even more 

multiplicity to the notion of ontological relativity. Ontology is multiple and it is multiply relative. 

An interdisciplinary researcher must be capable translating between their native discipline and 

one that is unfamiliar, while both of these disciplines have multiple ontologies that are enacted 

through different sets of methods and practices. But rather than seeing the complexity of 

ontological multiplicity as an impediment, Knouf regards it as empowering, explaining that 

536 Mol, The Body Multiple, 115. 

537 Law, After Method, 13. 

538 Ibid., 5. 
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because “ontologies can be created,” “we can choose what being exists in this world.”539 Knouf 

sees the role of the artist as showing how ontologies can be created. 

The complexity of ontological multiplicity may better reflect the intricacies of the world 

than notions of singular ontologies or interpretations. Law argues that realities (note the 

multiplicity of the term) are not simple, but rather “excessive and in flux, not themselves 

definite” and as a result, researchers need “modes of knowing...that do not produce or demand 

neat, definite, well-tailored accounts” if they hope to reflect the states of the world.540 Because 

practices simultaneously describe and produce reality, methods need to be carefully chosen 

because they will impact both epistemology and ontology. Law contends that “while standard 

methods are often extremely good at what they do, they are badly adapted to the study of the 

ephemeral, the indefinite and the irregular,” characteristics which describe much of the flux of 

experience.541 This is why Law argues against the "methodological hegemony" which carries 

"Euro-American assumptions" that tell practitioners how to see and investigate.542 

The impact of methods on epistemology may explain why intelligence agencies, rooted as 

they are in rigid military and scientific traditions, including their bureaucratic and 

methodological processes, struggle to predict behaviors via an analysis of complex social 

interactions. As discussed in Chapter 2, intelligence analysts strive for methodological 

standardization, typically arguing for a wholesale adoption of empirical methods and a disavowal 

of non-scientific methods. Moreover, the form of the intelligence report itself demands neat, 

precise, highly tailored accounts of situations, which may contribute to the struggles that 

539 Knouf in discussion with the author. 

540 Law, After Method, 14. 

541 Ibid., 4. 

542 Ibid., 4-5. 
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intelligence analysts have with coming to know complexity, flux and the indefinite. Requiring 

certainty and exactitude when dealing which the magnitude and complexities of social activities 

in both real and virtual space leaves no room for the unexpected or unknown. If we apply Law 

and Mol’s notion of multiple ontologies—seeing the world as inherently indefinite and in flux— 

any attempt to predict future actions on this basis comes to seem questionable, at best. One of the 

foundations of intelligence analysis—the ability to predict human action, is called into question 

by the notion of multiple ontologies, while simultaneously providing a means for coming to 

know the world as it actually is, in all of its complexity and flux. 

Law articulates an ontological worldview that would radically alter intelligence practice 

if it were adopted, where the world, rather than being singular and stable as it is conceived of in a 

Euro-American ontology, is instead “an unformed but generative flux of forces and relations that 

work to produce particular realities.”543 Law articulates the distribution of agency in the Euro-

American ontology, which makes a distinction between human and non-human. "The human, the 

subject, and the social,” he explains, have the "capacity for action" in this worldview, whereas 

"the non-human, the object, and nature" are passive and predictable so "how they act can be 

(more or less, and sometimes statistically) predicted and indeed (or so it is hoped) controlled.”544 

If we apply Law's assessment of the Euro-American, scientistic ontology to intelligence analysts, 

as they try to predict the behavior of their “targets,” the subjects of surveillance are treated as if 

they are non-human. If targets were regarded as fully human, they would be afforded more 

autonomy and would be regarded as less reducible to prediction. To the extent that human 

behavior is regarded categorically as predictable, it is dehumanizing. Since a central part of 

543 Law, After Method, 8. 

544 Ibid., 133. 
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intelligence analysis is estimation or prediction, if subjects of surveillance were treated as 

complex human beings embedded in the flux of the world, rather than reduced to the status of 

predictable, non-human phenomena, prediction would seem less plausible and the focus of 

analysis would necessarily shift. 

Multiplicity and Relativism in Ontologies 

Artists investigating the surveillance state have multiple definitions and ontologies about data. 

Sometimes they have multiple conceptions that they shift between when reflecting on the 

different contexts in which data is created and used. But they never understand data to be raw, 

indexical traces. This is because the work of surveillance artists sometimes involves the 

fabrication and manipulation of data. While surveillance artists tend to see the relationship 

between data, information, and knowledge as hierarchical, they are hesitant to commit to this 

singular worldview, and critique the underlying assumptions of this model: that ‘raw’ data can be 

removed from the world and assembled into information and knowledge. Instead, surveillance 

artists question the rawness of data, and some of them understand data and information from a 

pragmatist point of view, as part of an active process of knowledge construction that is 

continuous with the world, which impacts the world—including data—as it is analyzed. 

The notion of ontological relativism, which disputes the ability to come to singular, 

authoritative meanings and interpretations, calls into question an inherited belief in the IC: that 

an intelligence report is a collection of uninterpreted facts. Intelligence analysts often see 

themselves as tasked with providing policymakers with a collection of facts rather than 

interpretations: in this conception of intelligence analysis, the multiple steps of interpretation that 
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are built in to the analytical process—from collection to processing, reporting to briefing—are 

left unacknowledged. 

Ontological multiplicity, on the other hand, which emerges when different practices study 

the same phenomena, reveals how practices determine realities. Under the theory of ontological 

multiplicity, actors in the world cannot be seen as reducible to statistics and therefore 

predictable, instead they become fully human, indefinite, and in flux. In this way, another one of 

the core functions of intelligence analysis—predicting threats to national security—is called into 

question by artists investigating the surveillance state. 

Counterinductive Epistemologies 

In accordance with their nuanced conception of ontologies, artists investigating the surveillance 

state bring a critical, open-minded perspective to epistemology. Surveillance artists are aware of 

the limits of different methodologies, and seek to remain open to different combinations of 

techniques in order to study secretive techniques and technologies that resist analysis. Unlike 

intelligence analysts, who maintain a distinction between theory and practice, surveillance artists 

generally describe their epistemological methods in terms of embodied knowledge or practice-

based knowledge. Knowledge is seen as an active process, something that impacts that which it 

studies, rather than just an arrangement of data and information or an application of abstract 

theories to the world. Because of their epistemological orientations, surveillance artists regard 

methodology as something to critically reflect upon. 
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Anarchistic Knowledge: Epistemology as Metaphor 

With the Crowd-Sourced Intelligence Agency, Curry sees data and information as “a material for 

the artwork” and the knowledge produced by the work “becomes something to examine.” Similar 

to how I have described my approach to this dissertation, Curry describes his artistic research 

method as “epistemological anarchism, or a type of pragmatism” in line with the trial and error 

approach of Franklin Delano Roosevelt more than the systematic approach of William James. 

Feyerabend’s counterinductive method is not premised on an argument against induction, but 

rather holds that “all methodologies, even the most obvious ones, have their limits.”545 Along 

these lines, Curry argues that: 

epistemologies are like metaphors, they are frameworks for giving you a place to start, 
but nothing more than that, they are interchangeable, replaceable and modifiable.546 

Metaphors, as Lakoff and Johnson have argued, limit our understanding of a phenomenon.547 

From an epistemologically anarchist point of view, the inherent limitations of every method 

makes it necessary to be open to any method that might help you to understand a phenomenon. 

Inspired by Bruce Nauman’s quote that “the point where language starts to break down as a 

useful tool for communication is the edge where poetry or art occurs,”548 Curry seeks to apply 

this approach to knowledge. He argues that there are points where knowledge ceases to be useful 

when applied to the world, and explains that, since “we know more things now than we ever did 

in history…apparently knowledge isn’t all that useful because we still have a lot of problems”: 

545 Feyerabend, Against Method, 32. 

546 Curry in discussion with the author. 

547 The impact of metaphors on intelligence analysis is discussed at length in Chapter 1 via Lakoff and Johnson. 

548 Christopher Cordes, Bruce Nauman: Prints 1970-89: A Catalogue Raisonne, (New York: Left Coast Books, 
1989), 43. 
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he suggests that “maybe…part of the problem is we put too much emphasis on what we know – 

we have all this information, but maybe that’s not the solution.”549 Ultimately, Curry sees the 

role of the artist as epistemological provocateur, questioning assumptions about what is 

knowable and how things can be known, arguing that 

when there is some ambiguity there, that’s when you have art, because you have people 
reexamining things that they think they understand and looking at it in new ways.550 

For Curry, the artist helps people to know the world in different ways. 

Observational Knowledge 

Paglen does not identify with Feyerabend’s epistemologically anarchist approach—‘by any 

method necessary’—but he does see his practice-based methodology as open-ended: “ideally a 

unique methodology to each project organically emerges from the empirical work,” he 

explains.551 While Paglen uses interdisciplinary methods from geography, journalism, 

astronomy, art, and visual studies, his epistemological approach focuses primarily on the 

empirical method of observation. In his 2013 presentation at the Chaos Communication 

Congress entitled “Seeing the Secret State: Six Landscapes,” Paglen states 

I have a very empirical practice, meaning I go out into the world, do things, and I spend a 
lot of time running around looking at stuff.552 

549 Curry in discussion with the author. 

550 Ibid. 

551 Trevor Paglen (artist), email message to author, January 31, 2018. See Appendix 7. Trevor Paglen Email 
Interview. 

552 Trevor Paglen, “Seeing the Secret State: Six Landscapes,” Presentation, 30C3 Chaos Communication Congress, 
2013, Hamburg Germany, https://www.youtube.com/watch?time_continue=1&v=j56s46e97Lo (accessed February 
20 2018). 
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He is concerned with vision and invisibility, what can and cannot be seen, and he seeks out the 

places where visuality begins to break down. After reading between the lines of documents such 

as FOIA files, military brochures, and legal filings, Paglen engages his subjects visually, whether 

he analyzes the symbolism of ‘black project’ uniform patches or repurposes astronomy lenses to 

take photographs of faraway military ‘black sites’. 

Paglen is careful to exercise caution in both his analysis and conclusions. When dealing 

with incomplete information and determining a “possible conclusion” he stresses the importance 

of having the “intellectual self-discipline to not fill in gaps with things that you imagine.”553 For 

example, Paglen investigated a classified satellite named PAN (Palladium at Night), combining 

information from brochures and telescopic observation with his knowledge of military protocols. 

Paglen began with the knowledge that the military always announces when they launch a 

rocket—even if it is a classified mission—so their actions are not interpreted by other countries 

as an escalation of war. PAN showed up in the military launch manifest as a classified satellite 

with no associated military or National Reconnaissance Office (NRO) number. Because PAN 

had no associated number from either of these agencies, Paglen deduced that it was being 

launched by another government agency. A Lockheed Martin brochure indicated that PAN was a 

communication satellite. Knowing this, Paglen tried to deduce who, outside of the NRO, NSA, 

and the military, might “want a whole lot of bandwidth over the Indian Ocean.” This lead him to 

the CIA, which always engages in covert operations. He then tried to deduce why the CIA might 

want a communication satellite positioned in the Indian Ocean, and theorized that since the 

satellite could facilitate “40 simultaneous drone missions,” the CIA would have a use for the 

spacecraft in their drone assassinations in countries such as Pakistan and Yemen. But continuous 

553 Paglen, email message to author. 
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observation of PAN showed the satellite engaging in unusual behavior—“moving around the 

geostationary belt and parking itself within clusters of other communications satellites”—a 

practice that is typically avoided because it would reduce the life of the spacecraft. After piecing 

together information from brochures, applying his knowledge of military practice, and observing 

the movement of the satellite with a telescope, Paglen ultimately concluded that he does not 

know what PAN is. Rather than seeking an authoritative conclusion, Paglen’s ability to admit 

that he does not know something helps to establish the limits of epistemology. This orientation 

keeps surveillance artists open to new methods. 

Other Ways of Knowing 

Ultimately, Paglen describes his working process as an attempt to “learn as much about 

something as possible and try to see it in as many ways as [he] can.”554 Relatedly, Knouf tends to 

“dive in deep” to her subject matter, whether the focus is intelligence agencies, financial 

economics, or drone operation, in order to learn the terminology of people in that field, and to the 

extent that it is possible, to come to “learn how they see the world.”555 Then Knouf translates 

what she learns from her investigations into another form—an augmented reality book, an online 

application—specifically for non-experts who do not have the time or the interest to research 

these specialized fields on their own. Knouf values the development of a nuanced position, 

especially when dealing with controversial issues like surveillance or risky financial instruments, 

and arguing that “the only way you get nuance is by understanding other people's 

554 Paglen, email message to author. 

555 Knouf in discussion with the author. 
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epistemologies.”556 With Art for Spooks, Knouf set out to get into “the mindset of an analyst at 

the agencies.”557 This process is strikingly similar to the process that I undertook when creating 

the training corpus for the CSIA algorithm Agent Bayes, which I began by reading ethnographic 

reports and leaked documents in order to understand and replicate the practices and judgments of 

intelligence agents as closely as possible while categorizing tweets as threatening or non-

threatening in terms of national security. In all of these examples, contemporary surveillance 

artists seek to understand the worldviews and ways of knowing of the actors that they study. 

Embodied Knowledge 

Like Curry, Shepard is “less invested in seeing [his] work as producing data” and instead focuses 

on “its epistemological implications.”558 Shepard explains that his work 

produces meaning through the (primarily qualitative) affect brought about with an 
observing/participating subject by organizing data and information in specific ways.559 

While data and information are central to the creation of the work, the focus is on how 

qualitative affect impacts the ways that data and information produce knowledge. 

Accordingly, Shepard characterizes his practice as one of “embodied knowledge” or 

“tacit knowledge, coming to know something through practice…that often eludes writing or 

speaking about it.”560 Shepard attributes his epistemological orientation to ordinary language 

556 Knouf in discussion with the author. 

557 Ibid. 

558 Shepard, email message to author. 

559 Ibid. 

560 Ibid. 
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philosopher Gilbert Ryle’s concept of “know-how” as opposed to “knowing-that.” In “Knowing 

How and Knowing That,” Ryle, an ordinary language philosopher, discusses several concepts of 

intelligence, arguing that intelligence can be exhibited both in thought and practice: thinking has 

an impact on practice, and intelligence must be performed. Interestingly, Ryle’s concept of 

intelligence may be shaped by the fact that he performed intelligence work for the Welsh Guards 

during WWII.561 

Ryle explains that “knowledge-how cannot be built up by accumulation of pieces of 

knowledge-that.”562 Instead, knowing how to do something requires the application of “rules of 

inference to the propositions considered.”563 In alignment with Dewey’s epistemological theory, 

Ryle sees knowledge as an active process, rather than a collection of passive entities, arguing 

that 

effective possession of a piece of knowledge-that involves knowing how to use that 
knowledge, when required, for the solution of other theoretical or practical problems.564 

Against the positivist hierarchy (and dualism) of theory over practice, Ryle contends that 

knowing how to do something necessarily precedes theorizing about it and is the basis for that 

theorization: “we could not consider principles of method in theory unless we or others already 

intelligently applied them in practice,” he contends.565 For Ryle, a scientist is “primarily a 

knower-how and only secondarily a knower-that”: truths cannot be discovered without 

561 Ryle was recruited to do intelligence work for the Welsh Guards during WWII: 
https://www.philosophybasics.com/philosophers_ryle.html (accessed May 23, 2019). 

562 Gilbert Ryle, “Knowing How and Knowing That: The Presidential Address,” Proceedings of the Aristotelian 
Society, New Series 46 (1945 - 1946), 14. 

563 Ryle, “Knowing How and Knowing That,” 14. 

564 Ibid., 16. 

565 Ibid., 12. 
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knowledge of “how to discover.”566 Possessing knowledge about something (possessing 

knowledge-that) does not mean that that knowledge can be applied to answer a question—that 

requires knowing-how. “Principles of inference” are exhibited via the performance of “valid 

inferences and in the avoidance, detection and correction of fallacies.”567 So knowledge, or 

know-how, is active and must be performed: it is also difficult to put into words and must be 

shown via its performance. Experts in the fields of math, philosophy, tactics, science, and literary 

style, Ryle contends, “cannot tell us what they know, they can only show us what they know by 

operating with cleverness, skill, elegance or taste.”568 Know-how is the crux of intelligence 

analysis, which may partially explain the commonplace impulse of intelligence analysts to focus 

on practice and disavow theory. Importantly, Ryle’s epistemological configuration is not 

underpinned by the positivist dualism of theory versus practice. Theory should come out of 

practice, he contends, rather than from outside of it, as the practitioner reflects on their process. 

Chapter 2 showed that intelligence analysts subscribe to the positivist dualism of theory versus 

practice. Eschewing theory as something from outside of the field, analysts have difficulties 

articulating their epistemological methodology or reflecting on the assumptions that they inherit 

from the methods of other disciplines. Ryle’s concept of embodied knowledge, espoused by 

artists like Shepard, provides a model for practice-based theory, which integrates theoretical 

reflection into practice rather than renouncing it as extraneous. 

566 Ryle, “Knowing How and Knowing That,” 16. 

567 Ibid., 7. 

568 Ibid., 15. 
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Ontological Shift Through Experiential Knowledge 

Similar to Shepard and Ryle, Grosser’s orientation to a practice-based epistemology is 

epitomized by his statement that “knowledge is experiential, information examined and 

considered through/in practice.”569 Grosser aims to provide users with an experiential basis for 

understanding how software systems work. He describes his working method as “software 

recomposition,” arguing that: 

By changing how a system works (and what it produces), my recomposed systems 
(Gmail in this case) can reveal not only how those systems are engineered, but how they 
engineer their users in turn.570 

At the core of his work, Grosser regards software systems as “fluid spaces of manipulation and 

experimentation” rather than “fixed spaces of consumption and interaction” and he seeks to 

enable the same shift in ontology for the user.571 Once software systems are regarded in terms of 

how they are designed, and the ends for which they are engineered, it becomes clear that they 

can be redesigned to achieve different ends. Another world is possible, Grosser implies, and we 

can choose what we design: an ontological shift that connects his aims to that of activist 

movements and post-Snowden surveillance artists alike. 

569 Grosser, email message to author. 

570 Ibid. 

571 Ibid. 
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Epistemological Activism 

Some artists investigating the surveillance state explicitly identify their epistemological 

orientation as coming out of activism and necessarily tied to politics. As such, these artists strive 

to articulate alternatives to current modes of operation. Earle, for example, takes a playful and 

intuitive approach to his process, “pok[ing] fun at what knowledge we think we can gain from 

something like state intelligence.”572 Like the epistemological anarchism of Feyerabend, Grayson 

does not take notions of authoritative knowledge very seriously. In his critique of the relationship 

between data, information and knowledge, Earle takes up a politically anarchist position, citing 

Emma Goldman’s theory of Mutualism as an alternative to the current labor economies 

surrounding data, arguing that if the model of Mutualism were applied: 

communities would have access to productive tools and cooperatives would emerge and 
create solidarity economies.573 

This model, for Earle, represents an inversion of how intelligence agencies currently operate: 

data, information, and intelligence would become open source and would be shared. Knouf and 

Curry also operate in this way, drawing on open source, information activist values rather than 

adhering to information classification schemes. 

Farid’s connection to activism is clear in both his methods—occupying and squatting— 

and his aims—to seek out “room for an alternative creative impulse.”574 With OMS, Farid 

became concerned that his practice was “too close a mirror” to the agencies he was studying, 

572 Earle, email message to author. 

573 Grayson Earle, email message to author, May 8, 2018. See Appendix 8. Grayson Earle Follow Up Email 
Interview. 

574 Farid, email message to author. 
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which left little room for creative interventions in a practice where agencies fully determine the 

terrain. This led Farid into his most recent line of work, which deals playfully with his position 

as a security guard, a type of “overt frontline surveillance work,” as he engages in covert 

interventions—which need to be kept secret.575 In this new clandestine work, Farid considers 

“metaphysical thoughts about the solitary body in time, covert creativity, worker solidarity”: 

concepts that are quite foreign to the intelligence community, but which come out of Farid’s 

experience of working from within it.576 Throughout all of Farid’s work, his practice exists 

within the institutions that he critiques, whether he uses intelligence techniques to occupy the 

unused territories of undercover identities, or he critiques surveillance from within via secretive 

invigilator performances, Farid’s work, informed by activist techniques, suggests alternative 

ways of enacting these institutions. 

Counterinductive Epistemologies 

Artists investigating the surveillance state contribute in various ways to epistemological critiques 

of intelligence analysis: they try to see things from many perspectives, understand other 

epistemologies while reflecting on their own, and consider alternative ways of knowing. Because 

surveillance artists attempt to study secretive techniques and technologies, they are keenly aware 

of the limits of different epistemological approaches, which prompts them to remain flexible and 

open to new methods in order to investigate the surveillance state. Through the notion of 

embodied knowledge, surveillance artists conceptualize a continuity between theory and 

575 Farid, email message to author. 

576 Ibid. 
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practice, where theory is regarded as something that comes out of practice, rather than from 

outside of it. Artists investigating the surveillance state engage in a counterinductive process, 

pursuing divergent alternatives as a means to critique existing frameworks and call them into 

question, while also suggesting new approaches. The counterpoints provided by surveillance 

artists provide a juxtaposition that reveals assumptions and prejudices in intelligence techniques 

and technologies. 
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CHAPTER 4 

CRITICAL TECHNICAL COUNTER-NARRATIVES OF THE SURVEILLANCE 

STATE 

This chapter continues an in-depth analysis of surveillance artists in comparison with intelligence 

analysts, focusing on their practices and metaphors. Surveillance artists have different aims, 

influences, and results than intelligence agencies, and contribute a set of alternative metaphors 

for surveillance practices. By replicating aspects of surveillance techniques and technologies in 

order to provide the public with first-hand experience, and by providing alternative theories and 

representations for intelligence practices, artists investigating the surveillance state produce 

counter-narratives to the singular, authoritative narrative about surveillance that is presented by 

the intelligence community. They represent the surveillance state in ways that make room to 

account for complexities, multiplicities, ambiguities, aesthetics and politics. The multifaceted 

counter-narratives presented by these seven post-Snowden surveillance artists can help to reveal 

both the impacts and limitations of representation on surveillance practices and technologies. 
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These artists provide a prototype for a critical technical practice, reflecting on their work as an 

integral part of the process, and pulling from a broad range of disciplines, methods, and 

worldviews, in order to construct counter-narratives to habitual ways of thinking. 

The Practice(s) of Surveillance Art 

As we have seen, there are some ways in which conceptions held by surveillance artists resemble 

those of the intelligence agencies that they study, but there are more distinctions than similarities. 

This is especially true when it comes to the aims, influences, and results of art investigating the 

surveillance state. The seven post-Snowden surveillance artists interviewed in this dissertation 

question the authority and validity of singular narratives, methods, epistemologies, definitions 

and ontologies. They demystify intelligence practices and technologies by rendering them 

visible, tangible, open source, open to discussion and interpretation. They replicate surveillance 

technologies in order to seek out assumptions and problems inherent in the systems themselves. 

They raise questions rather than provide answers. Similar to intelligence analysts, artists 

investigating the surveillance state are interdisciplinary, but the range of disciplines that they 

draw from is much more varied, including artists and artistic movements, information science, 

history, and most importantly, philosophy (including linguistic, pragmatic, anarchist, and the 

philosophy of science). Unlike their IC counterparts, artists value intuition, speculation, and 

metaphysics and they pull from disciplines that intelligence analysts tend to devalue, like art and 

philosophy. The results of some of these artistic investigations—realizing the assumptions 

embedded in surveillance technologies and the practices that implement them, the need for 

access to machine learning training corpuses, the potential for false positives, the difficulty of 
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intelligence agencies to collaborate or have meaningful oversight, the gray areas for determining 

keywords in surveillance technologies, the linguistic structures and visual culture of intelligence 

analysts, the way OSINT interfaces recontextualize social media data—surpass mere replication 

of the practices and technologies of intelligence agencies and achieve political, artistic, and 

academic significance. Ultimately, the surveillance artists interviewed in this chapter provide a 

model for a critical technical practice, integrating methods from disparate disciplines and 

reflecting on their technical practices in order to reveal unarticulated assumptions and imagine 

alternatives. 

This is Not Cop Art 

It is worth noting that some surveillance art projects have been derisively called “cop art” 

because they replicate that which they critique. According to new media artist Allison Burtch, 

who coined the term: 

Cop art is a form of surveillance art where you just mimic the oppressor, and I feel like 
I see it a lot with people who make surveillance art where it’s just like, “Hey I stalked 
someone and called it art.” and it’s like no, you’re being a cop. You’re literally copying 
the NSA, you’re not making art.577 

Unfortunately, Burtch does not provide specific examples, other than mentioning a project 

involving stalking (could it be Vito Acconci’s Following Piece?), so it remains unclear which 

artists she would categorize as cop copiers. My position is that the seven artists interviewed in 

this chapter, and others who have similar practices and outcomes, do not fall under this category. 

577 Allison Burtch, “Liberation Technology,” Presentation, STUDIO for Creative Inquiry, Deep Lab Lecture Series, 
Carnegie Mellon University, Pittsburgh, PA, December 8, 2014, http://opentranscripts.org/transcript/liberation-
technology/ (accessed May 2018). 
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While the artistic processes used to replicate the practices and technologies of 

intelligence agencies and contractors, which aim to open them up for critique, may be said to 

mirror the practices they critique, the aims and outcomes of these practices are qualitatively, and 

markedly, distinct. As defined by Burtch, cop art does not distinguish between process, form, 

aims and outcomes, which seems to render the topic of surveillance off limits to practitioners 

who want their work to function as an artistic critique of intelligence techniques and merely a 

copy. Because intelligence agencies do not allow their technologies to be made visible and open 

to contestation, it is an act of dissent to replicate the complex and secretive technologies that are 

already being implemented, so the public can experience them first hand and develop informed 

opinions. The seven Post-Snowden surveillance artists interviewed here displace surveillance 

techniques and technologies into the field of art, affording them with the unique and critical 

attention given to art objects. The outcomes and findings of these artistic investigations exceed 

the simple replication of intelligence agency practices and technologies and contribute to public 

and academic discourse about surveillance. 

Replication Renders Visible 

An anarchist is like an undercover agent who plays the game of Reason in order to undercut 
the authority of Reason (Truth, Honesty, Justice, and so on). 

– Paul Feyerabend, Against Method: Outline of an Anarchist Theory of 
Knowledge 

Artists investigating the surveillance state demystify intelligence practices and technologies by 

rendering them visible, tangible, open source, open to discussion and interpretation. Through a 

process of constructing artifacts that reflect the techniques and technologies used by intelligence 
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agencies, these artists uncover the assumptions embedded in these systems and open up singular 

world views to contestation. 

Shepard describes his artistic process as one of “teas[ing] out the hidden agendas, latent 

biases, and/or assumptions at work” in a given “technology, technique or practice.”578 In False 

Positive, this process happens through a partial replication of data mining and predictive 

techniques used both by intelligence agencies and private companies that process Big Data. By 

presenting these arcane processes to the public, Shepard and Stefaner allow participants to reflect 

on the errors and limitations of automated profiling technologies. With an aim of increasing 

public literacy about data transactions, the intended outcomes of False Positive are distinct from 

those of intelligence agencies. 

Similarly, by replicating some aspects of OSINT dataveillance systems, the CSIA allows 

people to see how their social media posts are being monitored. The project 

provides a visceral heuristic: as CSIA agents (users of the app) monitor their own posts 
and the posts of their friends, they can see how the automated processing changes, 
reinterprets, reframes, and recontextualizes their posts without needing a background in 
data science.579 

Curry describes the artistic outcome of the CSIA as qualitatively different than what an 

intelligence agency produces, “we are trying to create a dialogue when they are trying to pretend 

that there is nothing to talk about.” It is precisely because the CSIA replicates aspects of OSINT 

that it provides firsthand experience with social media monitoring, and allows users to consider 

how they want to navigate social media surveillance. 

With ScareMail, Grosser observed that many participants were hesitant to install and use 

the automated app. To the extent that a potential ScareMail user reflects on whether or not they 

578 Shepard, email message to author. 

579 Gradecki and Curry, "Crowd-Sourced Intelligence Agency," 5-6. 
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would want to install the automated app, and allow themselves to potentially be flagged as a 

threat to national security because of “scary nonsense” attached to their emails, the project 

prompts them to consider “how unseen surveillance might affect one’s ability to communicate 

freely.”580 In this way, ScareMail may help to inform public debates on the mass surveillance of 

private communications. Ultimately, Grosser’s aim is to make work: 

that gets in-between a citizen and their government, that changes the interaction between 
the two so they can see for themselves how they are affected by government surveillance, 
the technology that enables it, and the data share[d] with every interaction.581 

Grosser’s interest in opening up a space for the public to reflect on the impact and functioning of 

surveillance techniques and technologies marks a significant divergence from the aims or 

outcomes of intelligence agency programs. 

While Paglen’s work uses methods and technologies similar to those used by intelligence 

agencies to study the military-intelligence “black world,” Paglen’s focus is on trying to see 

secrecy—something that intelligence agencies do not want to reveal. Like intelligence analysts, 

who focus on empiricism and induction, Paglen relies upon observation and vision, but in the 

process of seeking out what can be seen, he finds the line where visuality breaks down. His 

method of ‘filling in blank spots’ in secretive classified programs resembles the mosaic approach 

to intelligence analysis, but Paglen appropriates this technique to investigate secret prisons, extra 

rendition flights, spy satellites, and drones, to make them accessible to the public from which 

they are hidden. Paglen employs military grade photography technology to take photographs of 

infrastructures that are difficult to gain proximity to, he uses knowledge of defense-industry 

culture to engage in a visual analysis of the symbolism of patches for classified programs, and he 

580 Grosser, email message to author. 

581 Ibid. 
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uses mapping, an imperialist technique of domination used extensively by defense and 

intelligence agencies, to visualize, analyze, and potentially contest those in power. 

Art for Spooks operates in a similar way, furthering the goal of rendering aspects of 

intelligence community culture and techniques visible by ensuring that everything made by the 

artists is open source: the code is publicly available, the content is not classified. Moreover, the 

images in the book are left open to interpretation by the audience, rather than closed down in a 

singular, authoritative narrative. Knouf argues that they are “trying to make a different context” 

than intelligence agencies, “trying to take similar data and tell a different story.”582 Knouf and 

Pederson render their content open source and, as a result, open to analysis and interpretation by 

the public. Art for Spooks also allows the audience to see how intelligence agencies parse data as 

they participate in the process of adding GPS coordinates to image metadata to infiltrate the data 

sets of intelligence analysts, simultaneously compelling intelligence analysts to look at leaked 

images, which they are forbidden to do if they do not have the correct level of clearance.583 

Knouf’s work often translates what she learns through in-depth investigation into another form in 

order to present it to non-experts: her orientation towards the open source and away from 

classification sets her practice apart from those of intelligence analysts. 

Farid has described his practice as closely mirroring “the kinds of information and 

knowledge that an intelligence agency generates.”584 While Farid sees his practice as mirroring 

that of intelligence agencies, he sees the outcome of his work as quite different. He describes the 

documents connecting Mark Stone’s identity to himself as “essentially identical” to those 

582 Knouf in discussion with the author. 

583 Eric Lipton, “Don’t Look, Don’t Read: Government Warns Its Workers Away from WikiLeaks Documents” New 
York Times, December 4, 2010, https://www.nytimes.com/2010/12/05/world/05restrict.html (accessed July 2018). 

584 Farid, email message to author. 
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produced by an intelligence agency, but he characterizes the outcome of his work as distinct. As 

artwork shown in an art exhibition: 

context and viewer-deduced-narrative gave the object, the wallet and documents, a 
meaning, an affect, that operates on a different plane to data and the related other 
terms.585 

Farid also points to his Mapping MI5 project, which analyzes and “connect[s] up, job adverts to 

build a HR map of secretive institutions.”586 The project developed out of the MI5 Surveillance 

Officer Training Workshop in which Farid led participants to read job advertisements from the 

MI5—Military Intelligence, Section 5, the UK’s domestic counter-intelligence and security 

agency—and then “work back from the little information they do offer to work out what the job 

actually entails.”587 Out of the workshop, Farid developed a “tactic to connect up the different 

jobs to get a better view of the structure of MI5.”588 He noticed that many of the job calls 

“mention other job titles that the advertised job works with/under/over” and it occurred to him 

that if he read enough of these job calls, over a long enough timeline, he “might be able to 

eventually map out the whole management structure of MI5, and some indication of the divisions 

of spending within the organization.”589 Despite the fact that Farid’s MI5 mapping project relies 

upon a process that replicates intelligence agency techniques, the project seeks to reveal, against 

the desires of the MI5, the bureaucratic structure of this branch of military intelligence, rendering 

585 Farid, email message to author. 

586 Ibid. 

587 Simon Farid, “Mapping MI5,” Simon Farid Blog, 
http://simonfaridblog.tumblr.com/post/127232613637/staycation (accessed June 15, 2018). 

588 Simon Farid, “Mapping MI5.” 

589 Ibid. 
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it visible and enabling the public to gain some oversight into the inner workings of this secretive 

institution. 

Aims, Influences, and Methods 

In addition to the outcomes of surveillance artists being distinct from those of intelligence 

agencies, the aims, influences, and methods of artists investigating the surveillance state 

demonstrate an open-minded, interdisciplinary approach that provides a critical counterpoint to 

the authoritative practices of intelligence agencies. 

Questions, Not Answers 

Artists investigating the surveillance state question the authority of singular narratives, 

ontologies and methods. This orientation seems to stem from their lack of power and oversight 

over secretive intelligence agencies. Operating with incomplete information, the artists cannot 

provide definitive answers or solutions, but are able to raise important questions about 

intelligence practices and technologies. 

Through the process of making and reflecting on the CSIA, Curry explains that the 

majority of research he found on OSINT systems was “marketing material” rather than 

“legitimate research on how these systems work.”590 Whereas companies describing automated 

590 Curry in discussion with the author. 
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processing technologies seek to provide answers and solutions to problems faced by the 

intelligence community, the aim of the CSIA is “to raise questions and not provide answers.”591 

During the formative early stages of Art for Spooks, Knouf and Pederson kept asking 

“why are these images there?,” “what are they doing?.” The artists do not provide answers to 

these questions, but rather, a concrete means of observing and interacting with these images, 

rendering them open to exploration in an art context. Knouf and Pederson contextualize the 

leaked NSA images in relation to one another by arranging them in the context of a book. 

Through the AR app, they create connections between images found in the archive and related 

symbolism from well-known works of art. Page seventeen of the Art for Spooks book (Figure 11) 

features a leaked NSA image that is a well-known optical illusion, sometimes referred to as the 

rabbit-duck (1892), which is used in gestalt psychology to explore ambiguity and perceptual 

bias. The image provides multiple stable perceptions: whether the viewer sees a rabbit or a duck 

can be shaped by verbal priming or preconceptions.592 The inclusion of this image in the NSA’s 

documents may indicate their concerns regarding the multiciplity of interpretation and 

perception. The ambiguity of the leaked image is heightened through augmentation: when users 

view the gestalt image through the AR app, they see yet another layer of meaning, a collage of 

Jeff Koons' Rabbit (1986) and Roy Lichtenstein's Reflections: Portrait of a Duck (1989). Both 

the duck and the bunny are simultaneously emphasized and additional layers of meaning are 

added via art historical references. Lichtenstein’s appropriated pop cultural images were a 

reaction against Abstract Expressionism and brought everyday, commercial imagery into the 

realm of high art, changing the perception of those images and influencing contemporary artists 

591 Curry in discussion with the author. 

592 Fred Attneave, "Multistability in Perception," Scientific American 225, no. 6 (1971): 66. 
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like Jeff Koons. Koons’ Rabbit sculpture similarly elevates a lowly inflatable toy to the status of 

trophy art with an expensive stainless steel surface that reflects everything surrounding it in an 

endless regress of multiplicity. In Art for Spooks, Knouf and Pederson have taken the same 

approach: the mundane imagery of leaked NSA documents is elevated to the status of art, placed 

on a pedestal, imploring the viewer to carefully reflect on the meaning and function of the NSA’s 

images with an attention to detail that is uniquely afforded to art objects. In this context, the 

ambiguous gestalt image raises questions: is this image part of the NSA’s visual culture because 

they are concerned about their own perceptual biases? Is the image an acknowledgement that 

even when they have visual, empirical evidence they can never really arrive at a singular 

objective conclusion? To ground the mysterious NSA images in the context of art history and 

theory invites a reading of these images using the tools of visual studies, including semiotics, 

social art history, sociological theory, formal analysis, and so on. 

Figure 11. Art for Spooks Augmented Reality Application Superimposing Images 
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Grosser argues that operating from a position of lacking complete information on 

intelligence procedures is not a problem because he is not “trying to solve a problem, to 

determine with certainty anything about NSA surveillance.”593 Curry questions assumptions 

about what is knowable and how things can be known. Through the construction of artifacts that 

piece together information in the public domain in order to replicate aspects of intelligence 

processing systems, Curry’s work raises questions such as “what is this technology really 

doing?” and “are we sure we want this to happen?” 

Speculation 

Continually dealing with incomplete information requires surveillance artists to develop ways to 

deal with speculation. As such, speculation, which is frowned upon in the intelligence 

community, is carefully embraced by artists investigating the surveillance state. Curry describes 

his practice as “speculative when it has to be,” explaining that he does not begin by speculating, 

but “sometimes some sort of speculative judgments are necessary.”594 As we have seen, Paglen’s 

approach to filling in the blanks of incomplete information is to proceed with discretion, so as 

not to “fill in gaps with things that you imagine.”595 Similarly, when dealing with incomplete 

information, Knouf feels that it is important that speculation is restrained. She does not want to 

“put out false information ever, or what I know to be false.”596 She is careful not to conflate 

593 Grosser, email message to author. 

594 Curry in discussion with the author. 

595 Paglen, email message to author. 

596 Knouf in discussion with the author. 
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things and does not “do anything to try and patch up holes” because she is “much more 

interested in working with those holes than trying to create something else.”597 

Shepard revels in incomplete information, seeking out gaps in information because they 

provide a “space for inference, postulation, provocation and incitement that may be plausible but 

not necessarily true.”598 This ability to speculate can help to “destabilize authoritative and 

conclusive statements” that “foreclose on the imaginative/interpretive capacities of the 

observer/participant.”599 Shepard’s artifacts render secretive technologies and practices open to 

imagination and interpretation. False Positive raises questions about algorithmic speculation: 

how much can governments and corporations really know about us from our online data? 

Shepard and Stefaner conclude that they do not know as much as they think they know. This 

orientation towards incomplete information—seeing value in speculation prompted by creative 

interpretation—is strikingly different than intelligence analysts, who see missing information as 

a perpetual problem to solve. 

Intuition and Metaphysics 

Intuition is frequently mentioned by artists investigating the surveillance state, an approach that 

is eschewed by intelligence analysts. Earle seeks to “produce intuition in [his] cultural 

artifacts.”600 Via her references to Dalí, Knouf indicates the value of intuition in the visual 

culture of intelligence agencies, which will be discussed at length in the section on metaphors. 

597 Knouf in discussion with the author. 

598 Shepard, email message to author. 

599 Ibid. 

600 Earle, email message to author. 
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Curry argues that intuitions must not be ignored by intelligence analysis, but rather critically 

reflected upon because “they may be based on things that aren’t part of the situation, but an 

artifact of their own belief system.”601 Curry also connects metaphysics and intuition, arguing 

that it is a mistake for analysts not to acknowledge the metaphysical aspects of the analytical 

process because “intuitions that people have are sometimes the most important part of the 

process.”602 

The metaphysical beliefs of intelligence analysts are well articulated in Law’s description 

of Euro-American metaphysics, which holds that “the real is relatively stable, determinate, and 

therefore knowable and predictable.”603 This metaphysical orientation believes that the world is 

passive (and therefore predictable), and that knowledge is universal, in the sense that what 

applies in one place applies in another. As we have seen in the epistemology of intelligence 

analysts in Chapter 2, Law finds that things that fall outside of Euro-American metaphysics are 

disavowed: multiple realities, indefiniteness, ambiguity, aesthetics, and allegory are rejected and 

the world is seen as separate from the knower of the world, rather than impacted by analysis. 

This kind of metaphysics can be seen in the mosaic metaphor, which assumes that intelligence 

analysts do not impact that which they study. In their quest for avoiding the metaphysical and 

philosophical, analysts have inherited a metaphysics that drives their work to know and predict a 

stable world. This metaphysical orientation can also be seen in the belief that data science 

techniques can be applied to human behavior to extrapolate future actions. 

601 Curry in discussion with the author. 

602 Ibid. 

603 Law, After Method, 144. 
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An alternative metaphysics, also discussed by Law, and implicitly supported by 

surveillance artists, sees the world as “overwhelming, excessive, energetic, a set of undecided 

potentialities, and an ultimately undecidable flux.”604 This metaphysics already surfaces in some 

of the non-dominant metaphors used by intelligence analysts: a sea or tidal wave of information 

indicates a sense of overwhelming excess, energy and flux. This indicates that a more open-

minded approach to metaphysics, like the one we see with surveillance artists, would more 

accurately represent the actual practices and experiences of intelligence analysts. 

Interdisciplinary Influences 

Because artists are more open to metaphysics, intuition, and speculation than intelligence 

analysts, they make room in their practices to account for complexities, multiplicities, 

ambiguities, aesthetics, and politics. This is done partially through their expansive list of 

interdisciplinary references. While intelligence analysts are interdisciplinary, artists investigating 

the surveillance state have a much more expansive range of disciplines, and thus epistemologies 

and ontologies, that they draw from. 

Like intelligence analysts, they look to information scientists, such as Shannon, Weaver, 

Wiener, but also Agre, who adopts a critically reflexive methodology. They reference historians 

such as Rosenburg, and anarchist theorists and activists like Goldman. While linguistic 

philosophy was embraced by one lone intelligence analyst in Chapter 2, some surveillance artists 

are heavily influenced by linguistic philosophers such as Quine, Wittgenstein, and Ryle, and 

artists who are influenced by this orientation, like Nauman. Against the rigidly inductive and 

604 Law, After Method, 144. 
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anti-deductive impulses of intelligence analysts, surveillance artists embrace many philosophical 

orientations, as well, including philosophers of science such as Mol, Latour, Law and 

Feyerabend; pragmatist philosophers such as Dewey; and Schön’s theoretical approach to 

generative metaphors. Unsurprisingly, surveillance artists also look to artistic movements such as 

Dada, Fluxus and Surrealism, and artists such as Dalí. 

As we have seen, Curry takes inspiration from Wittgenstein, Quine and Nauman alike. 

Grosser and Earle implement a Dadaist sensibility. Knouf references the Surrealist and Fluxus 

movements in art. The most elaborate influence from the realm of art is Salvador Dalí’s 

paranoiac-critical method, adopted by Knouf and Pederson in Art for Spooks. In the aptly named 

Conquest of the Irrational, Dalí defines “paranoiac-critical activity” as a “spontaneous method of 

irrational knowledge based upon the interpretive-critical association of delirious phenomena.”605 

With the paranoiac-critical method, images are analyzed "as a coherent whole of systematic and 

significant relations" rather than in isolation from one another.606 This is the means by which 

Knouf and Pederson contextualize the leaked NSA images. Dalí explains that seemingly 

unrelated images “are associated, by the mechanisms of paranoiac-critical activity, in an 

indestructible delirious-interpretive system of political problems, paralytic images...playing the 

role of the obsessing idea.”607 For Dalí, paranoiac phenomena are “common images having 

double figuration” the basis for which “depends upon the paranoiac capacity of the author,” 

namely their “associative mechanisms” and “obsessing ideas.”608 Obsession is important in 

Dalí’s configuration, that which haunts, preoccupies, or even paralyzes the author. On the 

605 Salvador Dalí, Conquest of the Irrational, (New York: Julien Levy, 1935), 15. 

606 Dalí, Conquest of the Irrational, 15. 

607 Ibid., 17. 

608 Ibid., 18. 
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surface, the connection of seemingly unrelated images resembles the mosaic approach of 

analysis, but Dalí’s metaphor leaves room for the irrational, even schizophrenic, connection of 

disparate ideas. For Dalí, “the important thing is what one wishes to communicate: the concrete 

irrational subject.”609 We can see this in Knouf and Pederson's Art for Spooks, where the 

decontextualized images that the intelligence agencies used and circulated become the visual 

artifact that are precisely assembled and transcribed so they can be objectively analyzed a 

posteriori. The machine learning algorithm that generates new Ask Zelda entries reveals some of 

the logic of the language of the NSA, by re-presenting, or maybe more aptly, re-transcribing 

commonly used words, phrases, and linguistic structures of the joke NSA column. We learn that 

agents are fixated on targets, concerned about use of the Tor network, and dislike coworkers who 

are smelly and obnoxious. Knouf and Pederson, in making art for spooks, are re-presenting 

jettisoned irrationality back to analysts. 

It is important to note that Dalí wages a harsh critique of the separation of art and science, 

a distinction that is upheld in the intelligence community, but which Dalí argues prevents 

reflection on ideological assumptions. Pure intuition, Dalí argues, was ushered out of the houses 

of science to be demoted to the level of "pure prostitution" in the fields of art and literature. 

Using the metaphor of a "cultural dining-table" Dalí argues that the separation of these ways of 

knowing leads to an "irrational hunger" and when people sit down to dine on "the cold and 

unsubstantial remains of art and literature" and "the burning analytical precisions of the 

particular sciences" any "nutritious synthesis" is precluded by specialization.610 Dalí proposes 

that the surrealists "are not exactly artists and...not exactly men of science": surrealists swim, 

609 Dalí, Conquest of the Irrational, 12. 

610 Ibid., 8-9. 
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“against the current,” between “the cold water of art and the warm water of science.”611 In poetic 

form, Dalí argues that Surrealism is "the caviar of the imagination,” characterized by 

“extravagance and intelligence of taste.”612 He suggests we “eat the surrealists,” so to speak, 

because without surrealism-as-caviar, “the thick and stifling food of the next ideologies would 

threaten to paralyze...vital and philosophical rage.”613 For Dalí, the “cultural responsibility of 

surrealism” is to promote critical reflection and ward against stagnant ideologies.614 Artists 

investigating the surveillance state can provide this sensibility, integrating seemingly divergent 

methods from art and science, to encourage reflexivity and root out assumptions. The importance 

of implementing both artistic and scientific methods can be seen in Dalí’s insistence that images 

cannot be analyzed with "the most simple analysis of logical intuition" but must be analyzed 

with "ambitiously objective scientific rigour,” after the fact, once they are created as an 

artifact.615 This interdisciplinary approach—between art and science—is precisely what 

surveillance artists who replicate aspects of intelligence technologies and cultures allow. 

The interdisciplinary, technically-oriented approach taken by the surveillance artists 

presented in this chapter can also be characterized as a “critical technical practice,” as defined by 

Agre, which “rethinks its own premises, revalues its own methods, and reconsiders its own 

concepts as a routine part of its daily work.”616 Agre developed the concept of critical technical 

practice out of a sustained engagement with, and critique of, a technical field that is intimately 

611 Dalí, Conquest of the Irrational, 11. 

612 Ibid., 10-11. 

613 Ibid. 10. 

614 Ibid., 9. 

615 Ibid., 12. 

616 Philip E. Agre, Computation and Human Experience (Cambridge University Press, 1997), 24. 
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related to contemporary surveillance practices—Artificial Intelligence. After years of working in 

the field of AI, Agre concluded that it has an “unfortunately confining worldview" which would 

benefit from “influences from philosophy, literary theory, and anthropology.”617 For Agre, 

breaking out of his inherited “habitual patterns of technical thought” was facilitated first by 

Michel Foucault, whose structuralist approach coincided with the “order of technical thought” 

found in AI, and helped him to defamiliarize it.618 This is why Agre advocates for the use of 

"critical tools”—analytical methods from disparate fields including philosophy, sociology and 

literary criticism—that can help to defamiliarize the inherited assumptions of a technical field in 

order to show that they are contingent, rather than necessary, and to “imagine alternatives to 

them.”619 

Findings 

One important way that the work of post-Snowden surveillance artists can be distinguished from 

the work of intelligence analysts, as more than simply replicating surveillance practices, is via 

the findings that have emerged from their investigations. Due to their secretive nature, it is 

highly difficult to study intelligence techniques and technologies, but these artists have found 

ways to produce meaningful information out of their investigations nonetheless. 

617 Philip E. Agre, “Toward a Critical Technical Practice: Lessons Learned in Trying to Reform AI,” 1997, 
http://polaris.gseis.ucla.edu/pagre/critical.html (accessed June 2018). 

618 Agre, “Toward a Critical Technical Practice.” 

619 Ibid. 
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In his NSA Projects series, Earle found that the while the state surveillance apparatus is 

“supposedly a product of total rationality,” it ends up measuring the irrational.620 This is 

especially interesting in light of the disregard that the IC tends to have for intuition and 

metaphysics and their ostensible focus on empiricism. Earle’s Terrorist Threat or Harmless 

Phrase? reveals the difficulty of delimiting the keywords used to automate surveillance 

technologies. The project provides the public with a playful context for reflecting on keywords 

that are known to be used in automated surveillance technologies, as well as the gray areas of 

terminology that do not raise red flags to intelligence agencies, but seem like they should. 

Poemecia and NSA Haiku further illustrates the absurdity of automation in the realm of online 

surveillance, considering how easy it is to flood algorithms with useless data. 

Through the process of creating ScareMail, Grosser experienced assumptions embedded 

in the practice of automated mass surveillance. For example, he realized that intelligence 

agencies have a “misconception that data holds meaning in and of itself, that the presence of a 

keyword turns noise into signal.”621 If they did not believe that data had meaning in and of itself, 

they would not try to “collect it all” and analyze it through automated means. Grosser strongly 

contests this assumption, arguing that the notion that “more data leads to more information, 

knowledge, or intelligence” represents a “fundamental flaw in [the] thinking” of intelligence 

agencies.622 Moreover, Grosser argues that this approach is not sustainable: the agencies cannot 

possibly “collect every piece of data from every possible source, and…hold it in perpetuity.”623 

620 Earle, email message to author. 

621 Grosser, email message to author. 

622 Ibid. 

623 Ibid. 
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In Art for Spooks, Knouf and Pederson provide insight into the visual culture, linguistic 

structures, and areas of interest of intelligence agencies. By turning the Ask Zelda column into a 

machine-learning algorithm that produced new texts based on the leaked NSA intranet column, 

viewers can see the linguistic patterns and terminology used by NSA agents. By presenting the 

leaked NSA images in a gallery and contextualized with related iconography from art history, the 

viewer/participant is invited to draw their own associations. By inserting drone coordinates into 

Art for Spooks images to infiltrate NSA data sets on Instagram, viewers can see some of the 

images that would be swept up in mass surveillance due to the metadata associated with them. 

Through Farid’s investigation in OMS, he uncovered an interconnected set of 

assumptions held by intelligence analysts, as well as a weakness in the current structure of the 

agencies. Agents tend to assume that a piece of data “stands in for a whole collection of other 

assumed-to-exist data articles,” Farid explains.624 Describing his process, Farid asserts that: 

once I had acquired the first pieces of data, my ability to leverage subsequent pieces of 
data out of the agencies that held them points towards a single piece of ‘data’ functioning 
as a piece of evidence that was treated by the deceived agencies as narrative-contextual-
knowledge, giving the worker in the agency a false feeling of intelligence about ‘me’.625 

Through this procedure, Farid was able to deceive intelligence agents and occupy Mark Stone’s 

unused undercover identity because the agents assumed that decontextualized data was actually 

contextualized knowledge, and believed that Farid was who he said he was. Farid also found that 

intelligence agencies do not collaborate effectively, which causes them to miss things: “in 

Britain,” he explains, “state-level institutions’ data collection is not very joined together (though 

this is slowly altering at the moment).”626 Farid argues that grassroots activists are much better 

624 Farid, email message to author. 

625 Ibid. 

626 Ibid. 
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than intelligence agencies at being dynamic, collaborating across disciplines, and piecing 

“together data and information of different scope and orders.”627 Farid’s finding, that activists are 

more adept at collaborating and integrating multiple sources and types of information, is possible 

because of his sustained investigation using a variety of methods, implementing techniques of 

intelligence agencies as well as those of activists—a group with which he identifies. 

Shepard and Stefaner’s investigation into the techniques of online data mining and 

profiling, used by intelligence agencies and private corporations alike, helps to reveal places 

where automation breaks down and produces errors, which can lead to false correlations and 

potentially the miscategorization of individuals due to assumptions embedded in the techniques 

and technologies used to automate profiling. The project promotes public literacy on 

dataveillance and privacy by providing first-hand experience with these techniques. 

Similarly, through a sustained investigation into how machine-learning algorithms used 

by intelligence agencies work, the process of creating the automated portions of the CSIA 

revealed that without access to the corpus used to train algorithms, the public cannot have 

meaningful oversight of these practices. We realized that assumptions that intelligence analysts 

have been known to have—including the belief that known terrorists must send out indications of 

nefarious intentions via social media—will be replicated in automated processing systems, which 

becomes problematic when algorithms are trained on data that may be misinterpreted. After 

building the OSINT system of the CSIA, we could see that 

if someone has a similar speech pattern or Twitter user description as a known target, 
they could potentially end up on a watch list.628 

627 Simon Farid (artist), email message to author, May 15, 2018. 

628 Gradecki and Curry, “Crowd-Sourced Intelligence Agency,” 3. 
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We also noticed that bringing social media data into an OSINT interface, labelling it in advance 

as a threat to national security, decontextualizes that data, and recontextualizes it in a way that 

can impact judgments. Ultimately, through the process of artifact construction, we realized that 

in order to have meaningful oversight, the public needs access to: 

the actual data intelligence agencies use to train their dataveillance algorithms. Without 
this data, the results returned by the CSIA will only resemble the results and mistakes 
made by OSINT systems currently in use.629 

More than a Copy 

All of these aspects of surveillance art—aims, influences, methods, results—distinguish these 

projects from the work of intelligence agencies. On the surface, there are ways in which 

surveillance art mirrors the work of intelligence agents, but deeper analysis shows many ways 

that this work is distinct, and how it contributes to public discourse in this area. 

Artists demystify intelligence practices by making secretive cultures, techniques, and 

technologies visible, open source, and open to dialogue. They question the authority of singular 

narratives, ontologies, and methods. They uncover assumptions and biases embedded in 

techniques and technologies. They create artifacts that are open to interpretation, and produce 

qualitatively different results than intelligence agencies. In spite of the fact that secretive 

intelligence techniques and technologies resist transparency and are difficult to study, the seven 

post-Snowden surveillance artists interviewed here creatively use a variety of disciplines, 

mediums, and methods to produce meaningful information. 

629 Gradecki and Curry, “Crowd-Sourced Intelligence Agency,” 6. 
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Alternative Metaphors 

One of the most important contributions that artists make to the discourse about intelligence 

agencies and surveillance practices is the development of alternative metaphors about 

intelligence techniques and technologies. Metaphors are a powerful means of representing one’s 

practice: they determine the features that are perceived as important, highlighting some aspects 

while omitting others. Metaphors, like methods, shape both practices and results. Like all forms 

of representation, metaphors are incomplete generalizations, and artists, as experts in the realm 

of representation, are keenly aware of this. 

Chapter 1 discussed the use of informational metaphors in intelligence practice, which 

focus on information overload (haystacks, piles, the sea, a flood), isolation (silos, stovepipes, 

corridors), and the way that information is assembled (road maps, blueprints, puzzles, connect 

the dots, mosaics). The metaphor of the mosaic, which is arguably the informational metaphor 

most commonly used by intelligence analysts to describe their practice, assumes that it is 

possible to build a complete and static picture of a target, and that collecting and piecing together 

enough data will provide a clear understanding of a situation. This set of assumptions drives the 

“collect it all” approach to intelligence gathering, which may exacerbate the problem of 

information overload. These assumptions underscore the importance of what Agre refers to as 

the “unreflexive neglect of metaphors.”630 Since metaphors are constructed representations, using 

metaphors reflexively requires an awareness of this constructed nature as well as the impact that 

metaphors can have on conceptions and practices. 

630 Agre, Computation and Human Experience, 36. 
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Artists investigating the surveillance state provided a set of alternative metaphors, not 

only for the analytical process, but also for their own investigatory processes. All of the 

metaphors focus on the process of construction (or deconstruction), whether in the form of image 

making (coloring book, kaleidoscope, cartography), assembling forms (archeology, artifacts), 

deconstructing forms (disentangling threads), occupying existing forms (squatting), and 

composing narratives (storytelling). In this way, the metaphors offered by artists investigating 

the surveillance state provide room to consider the social construction of ‘facts’. 

Surveillance artists place value in the creation and selection of metaphors to represent 

both their practices and those of intelligence analysts. This is an unsurprising finding, since the 

domain of artists is the realm of metaphor and representation. Because of this, surveillance artists 

are a model for a critical technical approach to metaphor selection. 

Image Construction Metaphors 

The mosaic metaphor of information used by intelligence analysts represents the analytical 

process as one of image building. Artists investigating the surveillance state question the ability 

of the mosaic metaphor to represent important aspects of the analytical process or their own 

investigatory processes. 

For Farid, the mosaic metaphor “speaks to the combining of elements to build something 

bigger, not initially visible.”631 But based on his experience of methodically seeking out identity-

based data in order to take over the identity of Mark Stone, Farid argues that “a better metaphor 

might highlight a quite linear, single direction to the building of the picture” because “each 

631 Farid, email message to author. 
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element, when used along with those already gathered, leads directly to the next.”632 Farid 

focuses on visibility and image construction, describing his process as “building a picture, step 

by step.”633 The characteristics that Farid chooses to represent in a metaphor of his investigatory 

practice includes the process of combining found elements in a linear process to construct an 

image. The process of building a form element-by-element is akin to the construction of a 

narrative, where one part of a story builds off of the next; or architectural construction, where 

layers of a building are assembled incrementally. While Farid’s notion of portrait building is 

similar to the metaphor of building a mosaic of information, by reflecting on his process, Farid 

specifies a linear quality to his practice, while maintaining a focus on the constructed nature of 

the story that he tells about his identity. 

Coloring Book 

Offering an image-based metaphor, Curry argues that while the working process for the Crowd-

Sourced Intelligence Agency was similar to that of mosaic construction “in that we find pieces to 

a larger picture,” it differs in the sense that “instead of looking for the missing pieces, we treat it 

like a coloring book and just fill it in.”634 Curry’s metaphor focuses on the creative aspect of 

speculation—rather than finding pre-formed “pieces” out in the world to continue the 

construction of an incomplete image, Curry’s process entailed the active construction of parts of 

the image via inference. In the process of creating the CSIA, the framework of the image was 

632 Farid, email message to author. 

633 Turner, “Photostory.” 

634 Curry in discussion with the author. 
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already provided, and despite the playful nature of coloring books, the act of choosing how to 

color in the blanks of surveillance technology was not taken lightly. Curry raises questions about 

the authority of methods when he argues that the coloring book metaphor may more aptly 

describe the practice of intelligence analysts 

where they have a couple of pieces and they just make up the rest, and they assume that 
because they have this methodical process it must be correct, or something close to 
correct.635 

Curry evokes—and critiques—the authority of the standardized method, along the lines of 

Feyerabend and Law. As previously discussed, Feyerabend’s counterinductive method and the 

breaking of methodological rules, is meant to help the scientist think critically about standardized 

procedures and reflect on assumptions and prejudices. For Law, standardized methods are 

insufficient to study much of the shifting and indeterminate realm of experience. This critique is 

inherent in the coloring book metaphor, which highlights the restricted choices that analysts 

make to finish a pre-existing picture. The coloring book is similar to other metaphors already 

used by intelligence analysts that are related to games or play, such as connect the dots or 

puzzles. In all of these instances, images are already predetermined in advance, and all that is left 

to be done is adding the details. 

Kaleidoscope 

As an artist investigating the surveillance state, I submit another visually-oriented metaphor, 

which may be worth considering: the kaleidoscope. The kaleidoscope metaphor uses the 

ontology of entities of data that is pervasive across disciplines. In a kaleidoscope, there are 

635 Curry in discussion with the author. 
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preexisting elements, like the pieces of a mosaic, but every attempt to get a new perspective on 

how the pieces relate, when the scope is turned, results in a new configuration of the same 

elements. Unlike the metaphors of the mosaic, the puzzle, and connect the dots, the kaleidoscope 

accounts for complexity, change, and the impact of the observer. 

John Law, in After Method: Mess in Social Science Research, uses the metaphor of the 

kaleidoscope to explain the difficult task the social scientist 

if much of the world is vague, diffuse or unspecific, slippery, emotional, ephemeral, 
elusive or indistinct, changes like a kaleidoscope, or doesn’t really have much of a pattern 
at all, then where does this leave social science?636 

The notion of the world lacking a pattern, and therefore being unpredictable, is something that 

runs counter to the core practices of intelligence analysis. The kaleidoscope metaphor represents 

the world as fluid, changing, interactive, and fractional, where the analyst only ever sees a part of 

the ever-changing landscape of elements. A potential weakness of this metaphor stems from the 

fact that there is a set number of elements within a kaleidoscope, which could lead to the notion 

that reality is singular and contained, and that theoretically, if you can look at it long enough, you 

could come to know all of these elements. Law argues that “the kaleidoscope of impressions and 

textures…reflects and refracts a world that in important ways cannot be fully understood as a 

specific set of determinate processes.”637 These processes are “complex because they necessarily 

exceed our capacity to know them,” he maintains.638 This is precisely what intelligence agents 

are dealing with: they are trying to study the social world, which is indeterminate, shifting, and 

may not be knowable in advance. Law argues for methodological flexibility to account for 

636 Law, After Method, 2. 

637 Ibid., 6. 

638 Ibid. 
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complexity, flux and interactivity. Resorting to the authority of a restricted set of scientific 

methods is not enough to come to know the world in all of its complexity and responsiveness, 

and the kaleidoscope metaphor attests to this. 

Building Forms 

Some surveillance artists offer metaphors that focus on building forms, rather than images. These 

metaphors maintain an orientation that represents the social construction of facts. 

Archeology 

In addition to the coloring book metaphor, Curry offers an archeological metaphor to describe 

the analytical process, comparing the process of assembling data and information to that of 

assembling dinosaur bones, and explaining that he 

once heard an archeologist explain that the process of reassembling a dinosaur skeleton 
would be a bit like if several million years from now, a future culture stumbled across 
from a junkyard and they tried to reassemble cars and they would take the front panel 
from a ford and put it on a Chevy and cars that were built 70 years apart would be put 
together and since they sort of fit they assume that this must be what the car looked 
like.639 

The archeological metaphor emphasizes the social construction of facts, making room for both 

inductive and deductive methods, and indicates some of the problems that may arise from the 

process of assembling data and information. Like the kaleidoscope, the archeological metaphor 

implies that there may be multiple ways to arrange and interpret collected data and information, 

and warns against the assumption that there is one definitive truth. 

639 Curry in discussion with the author. 
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Artifact Construction 

Curry and I have described the process of creating the Crowd-Sourced Intelligence Agency as 

one of artifact construction, a process of trial and error where an artwork can be built based on 

insufficient information. The concept of the artifact is informed by Latour’s articulation of the 

social construction of facts and artifacts. Artifacts reveal their constructed nature, whereas facts 

conceal it. In our process of artifact construction, we adopt metaphors that we find to be useful to 

understand our practice through reflection, and we shift to different metaphors when we find 

they are no longer useful. For the CSIA, we assembled 

an incomplete mosaic of information that became the basis for constructing a 
technological artifact that replicates many of the features commonly used to process 
publicly available data, including: naïve Bayes supervised machine-learning 
classification for predictive analytics, keyword search results for words known to be used 
by intelligence agencies, and an interface that allows users to evaluate social media posts 
based on their threat to national security.640 

The initial basis for the construction of the artifact is conceived of as a process of informational 

mosaic construction, combining information from Freedom of Information Act (FOIA) request 

files, ethnographic studies, leaked documents, technical manuals and white papers. The initial 

research provides some boundaries that we can work within. 

Because intelligence techniques and technologies are classified and specialized, studying 

and representing them requires a certain amount of speculation based on incomplete information, 

which requires the need to draw inferences or connect the dots, to use another intelligence 

agency metaphor. The process of artifact construction can be compared to the notion of the 

‘black box’. Black boxes are “devices, practices, or organizations that are opaque to outsiders, 

640 Gradecki and Curry, “Crowd-Sourced Intelligence Agency,” 3. 
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often because their contents are regarded as ‘technical’”: inputs and outputs can be seen, but 

internal structures are not widely understood.641 Based on an analysis of leaked documents, we 

can come to know the information going into a particular black box, such as how intelligence 

agencies are classifying keywords or using certain technologies. From there, an artifact can be 

built that fits the contour of the missing pieces, and fills in some of the blanks left after a 

traditional literature review or scholarly investigation. This step in the process can be described 

metaphorically as similar to having a puzzle with missing pieces. The process of artifact 

construction works somewhat like a math equation where some variables are known, such as the 

technology being used, or some of the procedures and the results, and then you just ‘solve for X’, 

as it were. Most of the time, however, we have found that there is more than one missing 

variable, so the process involves a significant amount of trial and error. Once the technological 

artifact is constructed, it supports further investigation, allowing for insights to be made into 

problems and assumptions that exist both within in the artifact and the practices surrounding the 

use of that artifact. 

Our methods are rooted in Agre’s concept of a critical technical practice. Like Knouf, 

Paglen and Shepard, we begin with an immersion into and analysis of the language and practices 

used by the group that created the technology we are studying—for us, this pertains especially to 

the metaphors and representations they use. We have found certain aspects of intelligence agency 

informational metaphors to be useful to advance and reflect critically on our practice, but we 

continuously consider the benefits and limitations presented by each metaphor, remaining open 

to new representations. 

641 Donald MacKenzie, “Opening the Black Boxes of Global Finance,” Review of International Political Economy 
12, no. 4 (January 10, 2005): 555. 
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Deconstruction: Weaving 

Shepard evokes a metaphor of deconstruction, when he explains that his process is not aptly 

described by the mosaic metaphor, but is better described as a process of “teas[ing] out the 

hidden agendas, latent biases, and/or assumptions at work” in a given “technology, technique or 

practice.”642 While a focus on deconstruction still emphasizes the constructed nature of 

technologies, practices, and facts, it focuses on the artist’s need to reverse engineer an approach 

in order to study it, to uncover hidden or latent connections in sociotechnical phenomena. 

A related concept, disentanglement, is prominent in Michel Callon’s Laws of the 

Markets. He argues that disentanglement, a process of alienation and distancing, is necessary to 

frame and separate out things that are to be commodified, so they can move from producer to 

consumer. Accounting, management and marketing tools do not just record the economy, for 

Callon, they perform it: they disentangle relations by framing time, allowing for more and more 

detailed calculations. By calculating things separately, the separate the analyzer from that which 

is analyzed. Shepard’s metaphor of teasing out, disentangling, or deconstructing, does not 

necessarily imply distancing and objectivity, however. It is a process of tracing connections 

between the social and technological. The threads of connectivity represent aspects of 

subjectivity that take the form of assumptions, biases, and habitual ways of thinking. 

642 Shepard, email message to author. 

273 



  

  

 

           

         

         

               

                 

          

          

            

        

   

            

         

       

            

          

           

         

       

           

           

          
             

Storytelling and Narrative Construction 

Of all of the metaphors presented by artists investigating the surveillance state, the narrative 

construction seems to resonate the most with the various projects and simultaneously with the 

practices of intelligence analysts. Knouf and Pederson explicitly adopt the storytelling metaphor 

in Art for Spooks, while many of the other surveillance artists evoke it indirectly. Analysts, on 

the other hand, may not have a propensity to adopt this metaphor: not only does it not come from 

a purely empirical perspective, it also focuses on the creative processes of inference and 

intuition, while embodying the constructed nature of facts rather than providing an authoritative 

basis for truth. However, the storytelling metaphor is highly useful, as it provides a 

counterinductive logic that may help to reveal the assumptions embedded in technologies, 

methods, and findings. 

If we look at False Positive through the metaphorical lens of narrative construction, we 

can focus on how Shepard and Stefaner create a performative corporate fiction, which 

narrativizes the way that algorithmic speculation can come to erroneous conclusions by assuming 

that data corresponds to something meaningful in the world and then by speculating on what that 

data means. False Positive simultaneously brings to light the narratives that can be spun using 

online data and algorithmic processing, to tell stories about individuals and group behaviors. 

Grosser’s ScareMail operates on the premise of narrative construction in a two-fold 

manner: through both its generative process, and also its material, by automatically generating 

narratives that combine the structure of Ray Bradbury’s Fahrenheit 451 with DHS keywords 

injected as nouns and verbs. These texts are inserted in the signature of every email, and: 

the results are without intended meaning, yet they read and look like plausible narratives. 
ScareMail’s stories thus act as traps for NSA email surveillance programs, forcing them 
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to look at nonsense. More specifically, ScareMail uses the NSA’s desire to collect 
everything against them.643 

The project uses known intelligence techniques to automatically construct nonsensical narratives 

that are meant to be swept up in mass surveillance. The nonsensical nature of the inserted 

narratives contrasts with the source of the text: Fahrenheit 451 warns of the destruction of 

knowledge through censorship and the suppression of dissent in the form of book burning. In this 

context, mass surveillance of private emails through automated keyword searches is likened to 

the suppression of speech through self-censorship. 

Grosser’s alternative, and automated, narratives simultaneously critique the mosaic and 

haystack metaphors of information. He: 

challenge[s] the notion that useful “mosaics” can be formed from exponentially-
expanding haystacks of no- or low-context data. More data equals more noise. The lack 
of context makes that data harder to interpret, as the “collect it all” ideology replaces 
targeted data gathering and information interpretation.644 

Grosser adds to the noise that agents must sift through, highlighting the absurdity of the “collect 

it all” mentality. In ScareMail, the NSA’s ideological conception of data that is reflected in the 

haystack metaphor is regarded a weakness 

ScareMail is trying to not only add hay to the haystack, but is trying to add attractive hay 
to the haystack. It creates narratives that look—to an algorithm—like something that 
needs more attention, that might be something. In this way, ScareMail also exploits the 
misconception that data holds meaning in and of itself, that the presence of a keyword 
turns noise into signal.645 

Grosser contends that the NSA must assume that data has meaning, if they did not, they would 

not gather it. But, as we have seen, Grosser argues that data and information are not the same: 

643 Grosser, email message to author. 

644 Ibid. 

645 Ibid. 
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“Data does not provide meaning,” he insists.646 To the extent that the data collected by the NSA 

has meaning, it has been interpreted as such by its agents, not discovered inductively in the 

world. Grosser critiques the assumptions embedded in the metaphors and practices of 

intelligence agencies by creating nonsense narratives out of critical works of literature and 

technical know-how. 

Occupying Narratives 

OMS can also be understood in terms of narrative construction. Farid explains his process of 

creating OMS through the metaphorical terms of narratives and squatting, stating that 

much of how OMS worked was in exploiting the lack of a holistic narrative held by the 
various agencies which dealt with the different data elements of the MS identity. This 
meant that each attempt to ‘squat’ a particular data aspect of the identity could be done in 
isolation, and then later, once acquired, be leveraged to help with a subsequent aspect 
held by a different agency.647 

‘Holistic narrative’ is Farid’s way to describe a complete picture, complete information, or 

oversight. For Farid, information has a “narrative quality” whereas data lacks context, like 

singular words extracted from sentences. 

In OMS, Farid exploited the agencies’ lack of complete information, oversight, or control 

over a singular narrative, by focusing on data points that could be ‘occupied’ or ‘squatted’. 

Squatting typically refers to the occupation of land or a building that the squatter does not legally 

own, but which is unoccupied or abandoned. In this way, Farid conceives of these data points as 

part of a massive structure built by intelligence agencies, with areas that are abandoned and hard 

646 Grosser, email message to author. 

647 Farid, email message to author. 
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for them to see. Farid describes his practice as activist: the form of squatting or occupying is a 

politically radical act. Squatting occupies territory against state authority and the notion of 

property, that is underpinned by self-determinist, autonomist, anarchist and socialist values. 

Farid explains that “each attempt to ‘squat’ a particular data aspect of the identity could be done 

in isolation.”648 Once one aspect of the identity was appropriated, that data could be “leveraged 

to help with a subsequent aspect held by a different agency.”649 The “data aspects” of identity are 

the entities that Farid appropriated, one by one, in isolation, to create a portrait of Mark Stone in 

his image. In OMS, Farid occupied data points to ‘leverage’ them in the linear, narrative re-

construction of the identity of Mark Stone, effectively intervening in both the construction of the 

identity, and authoritative narratives about that identity. 

Weaving Paranoid Narratives 

Art for Spooks takes the form of an augmented book and a type of interactive fiction where 

participants produce some of the narrative by posting images from the Augmented Reality app 

that are automatically injected with data that is meant to trigger the interest of the agents. Knouf 

and Pederson do not subscribe to the mosaic metaphor of information, but rather see their 

process, and that of intelligence analysts, as one of storytelling or narrative construction. 

Pederson found Dalí’s paranoiac-critical method to be more effective at providing a 

framework for understanding the visual culture of the intelligence community than the metaphor 

of the mosaic. While both of these concepts combine seemingly insignificant pieces of data to 

648 Farid, email message to author. 

649 Ibid. 
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produce an image, Dalí’s framework contextualizes this process as “based within this world of 

paranoia,” which Knouf sees not with a “negative valence” but rather as a way of emphasizing 

the role of narrative.650 Knouf gives the example of a Google search, which might not be what it 

seems on the surface 

Just because you're searching for how to kill someone on Google does doesn't mean that 
you are actually wanting to kill someone, maybe you're writing a murder story. You can 
tell a story that someone is trying to murder someone by that search if that is your only 
bit of information.651 

This is where context becomes important. Data and information can be assembled in a variety of 

ways, to “tell any story,” Knouf explains. With Art for Spooks, Knouf and Pederson are “trying 

to make a different context,” “trying to take similar data and tell a different story.”652 Ultimately, 

Knouf and Pederson offer the metaphor of spinning a paranoid narrative. Intelligence analysts, 

Knouf explains, are “spinning these narratives from all of these pieces of data” and “creating 

paranoia through weaving these narratives.”653 

Cartographical Metaphor 

Another metaphor that can ultimately be understood in terms of storytelling is that of the 

cartographical metaphor, which is used by Paglen to explain both how secretive black sites are 

prevented from having publicly accessible visual representation, as well as to represent his 

practice of filling in the blanks when investigating this secretive world. For example, in Paglen’s 

650 Knouf in discussion with the author. 

651 Ibid. 

652 Ibid. 

653 Ibid. 
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investigation of air force test pilots who flew classified aircraft at Groom Lake between 1970 and 

1990, he develops a technique he calls RESUMINT, or résumé intelligence. Beginning with the 

program notes from a Flight Test Historical Foundation ceremony honoring these pilots, Paglen 

began looking into their biographies, where he noticed “silences, absences, and unsaid 

implications” which he likens to “blank spots on maps.”654 Paglen’s metaphor is grounded in his 

practice as a geographer who focuses on the infrastructure of black sites of the military and 

intelligence agencies. 

After a preliminary analysis of industrial prison geographies in the American Southwest, 

Paglen “hypothesized that the prison’s physical distance from urban centers translated into a kind 

of cultural distance: Their geography translated into secrecy.”655 Paglen thought there was a 

“strong connection between geography, secrecy, and extralegal violence at the prisons.”656 While 

looking at maps of the Southwest desert, he noticed his first “blank spots on maps”: large areas 

of land that were unmapped or, at least, these maps were not included in the archive. Digging 

deeper into the United States Geological Survey archive, Paglen found that some maps had been 

removed from the archive. 

The history of cartography is rife with informational power relations, and Paglen’s 

cartographic metaphor provides the possibility of accounting for them. Historically, cartography 

was an indispensable tool for imperial and colonial expansion: to control new territories, they 

had to be mapped. Cartographers were hired by royalty to depict or map new lands. Geography 

was such an important instrument of Portuguese and Spanish colonialism that early modern maps 

654 Paglen, Blank Spots on the Map, 68. 

655 Ibid., 10. 

656 Ibid. 
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were some of these empires’ greatest secrets. Anyone caught leaking a map to a foreign power 

could be punished by death. Early maps were sometimes used for disinformation campaigns: this 

history of power dynamics playing out through cartographic representation can become part of 

the understanding of how maps are used. In this configuration, knowledge equals power and 

whoever possesses the most accurate and complete map gains the most holistic overview of a 

situation. The possession of a map represents a position of mastery over territory, a God’s-eye-

view over distant lands. German Locative Media artist Philipp Ronnenberg explains that: 

maps are power and those who draw them provide access to the world. Maps and 
navigation instruments shape our perception of our world.657 

Paglen’s metaphor encompasses his own practice, which could be described as counter-

cartography, counter-mapping, or critical mapping: using mapping to visualize, analyze, and 

potentially contest those in power. Counter-cartography, or counter-mapping, can be said to 

produce an alternative story about geographical space. Counter-cartography often seeks to let the 

powerless speak, to tell their stories: 

Mapping is eternally linked to stories, and counter-mapping acknowledges the use of 
more than one knowledge base.658 

Counter-mapping has also been described as: 

making space for storytelling from sensuous, historical, and lived experience to 
simultaneously understand and disrupt a disembodied, abstract narrative represented by a 
map659. 

657 Jonah Brucker-Cohen, “Locative Media Revisited,” March 26, 2014, Rhizome.org, 
http://rhizome.org/editorial/2014/mar/26/locative-media-revisited/ (accessed February 2018). 

658 Laurence O’Dwyer, “Counter-mapping: Cartography That Lets the Powerless Speak,” The Guardian, March 6, 
2018, https://www.theguardian.com/science/blog/2018/mar/06/counter-mapping-cartography-that-lets-the-
powerless-speak (accessed June 13, 2018). 

659 Katie Headrick Taylor, Counter-Mapping the Neighborhood: A Social Design Experiment for Spatial Justice, 
(PhD diss., Vanderbilt University: Nashville, 2013), https://etd.library.vanderbilt.edu/available/etd-06142013-
141535/unrestricted/HeadrickTaylor.pdf (accessed July 14, 2018). 
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It is here that the metaphor of narrative construction surfaces: maps tell authoritative stories 

about geographical locations, and counter-mapping allows other stories to be told about the same 

places. In this way, counter-mapping is reminiscent of psychogeography, as defined by Guy 

Debord as: 

the study of the precise laws and specific effects of the geographical environment, 
consciously organized or not, on the emotions and behavior of individuals.660 

For Debord, the critical, self-reflexive, and embodied knowledge produced by 

psychogeographical mapping is a political act that can facilitate an awareness in individuals of 

the conditions that are imposed upon them, potentially allowing for interventions. 

Geography and cartography are an integral part of intelligence work661 and mapping 

metaphors have been used by intelligence agencies, as well. For example, DOJ used a road map 

metaphor, along with the mosaic metaphor, to describe how an adversary could build a “detailed 

road map of how the FBI conducts its investigations” by combining “the number of FISAs which 

have been authorized (a statistic which is publicly available), and the number of cases 

opened/closed per year.”662 The DOJ’s singular emphasis on the infrastructure of roads coincides 

with their concern about adversaries determining their course of action. Paglen’s concept of 

mapping extends beyond just roads, or even infrastructure: he argues that every aspect of human 

activity is embodied, situated, and geographical. This greatly expands the notion of what can be 

mapped. The material nature of human existence leads Paglen to conclude that attempts to render 

660 Guy Debord, “Introduction to a Critique of Urban Geography,” Les Lèvres Nues #6 (September 1955), 
Situationist International Online, https://www.cddc.vt.edu/sionline/presitu/geography.html (accessed August 2, 
2018). 

661 “How to Become a Cartographer or Geographer with the CIA,” CIAAgentEDU.org, 
https://www.ciaagentedu.org/cartographers-and-geographers/ (accessed August 15, 2018). 

662 David E. Pozen (2005) “The Mosaic Theory, National Security, and the Freedom of Information Act,” Yale Law 
Journal 115, 654. 
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human activity secret by removing its traces from a map, or a document, produces evidence of 

that removal: “blank spots on maps outline the things they seek to conceal.”663 

Paglen’s cartographic metaphor also shares some of the logic of the mosaic and puzzle 

metaphors used by intelligence analysts. All three of these metaphors account for incomplete 

information and revolve around the process of constructing an image. Blank spots on a map are 

akin to missing pieces in a mosaic or in a puzzle. Puzzle pieces have unique shapes and belong in 

one location. Similarly, a missing spot on a map represents a discrete physical area that exists in 

one particular location, but which is not yet represented visually in the image of the map. Pieces 

in a mosaic, on the other hand, are interchangeable: they are not unique in shape or color, do not 

fit in one location, and can be assembled in many different ways. 

The puzzle metaphor does not account for the ability of intelligence agents to impact the 

world, however.664 The mosaic artist decides both what the image should be and how the 

interchangeable pieces will be assembled together. In this way, the mosaic metaphor leaves some 

room to account for the creative nature of intelligence production, and the role of imagination 

and intuition in the analytical process. Like the mosaic metaphor, the geographical metaphor 

does not imply that there is no interaction or agency on the part of an agent.665 Cartographic 

agency comes in several forms. Information can be withheld from certain parts of the map, or 

disinformation can be added to a map to prevent other people from gaining mastery over 

territory. As infrastructure is built, choices are made in terms of where things are positioned in a 

landscape. Just as infrastructure can be reconstructed and reconfigured, maps can be redrawn. 

663 Paglen, “Blank Spots on the Map,” 17. 

664 Treverton, “Making Sense of Transnational Threats,” 1. 

665 Ibid. 
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And new technologies can be developed to improve the ability to accurately map terrain. 

Paglen’s metaphor is robust enough to account for both the practice of the military-intelligence 

community—leaving blank spots where classified activities take place—and his own practice of 

investigating those blank spots. 

There are some strengths to the cartographical metaphor. Whereas mosaics and puzzles 

are unchanging, static images—maps change over time. As early explorers expanded their 

knowledge of a terrain, representations of land masses became more complete. Over time, 

landforms have changed, and maps had to be updated accordingly. Importantly, cartographic 

technology and techniques have gotten more sophisticated. Whereas mosaics are an art form, and 

puzzles are games, geographical cartography can be described as both an art and a science, 

encompassing the study and production of geographical representations.666 Cartography employs 

knowledge from design, geodesy, surveying, photogrammetry, remote sensing, geographic 

information systems (GIS), global positioning systems (GPS), virtual reality (VR), mathematics, 

and statistics.667 The cartographic metaphor leaves room to consider a wide variety of methods as 

well as the impact of technology on changing representations. 

The Social Construction of Facts 

One common characteristic of the alternative metaphors presented by surveillance artists is the 

focus on the process of construction, which provides room to consider how the world is socially 

666 While cartography and map making pertains to many subjects beyond geography, our focus will remain with the 
geographical since Paglen’s metaphor pertains to geography. 

667 Canadian Cartographic Association, “What are the Cartographic Sciences?,” http://cca-acc.org/resources/what-
are-the-cartographic-sciences/ (accessed March 20, 2018). 
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constructed through practice, and what this means both ontologically and epistemologically. 

Philosophers of science, including Feyerabend, Latour, and Law, often describe facts and 

accounts of reality as socially constructed rather than neutral, indexical traces of the world, as 

intelligence analysts tend to see them. They offer their own metaphors of construction for 

describing ontological and epistemological processes, which resonate closely with those offered 

by surveillance artists. 

Architecture 

Feyerabend questions the veracity of empirical evidence when he explains that “a theory may 

clash with the evidence not because it is not correct, but because the evidence is 

contaminated.”668 This perspective is what leads Feyerabend to promote his counterinductive 

method, as previously discussed, where proceeding via a counterrule to empiricism would mean 

developing hypotheses that are inconsistent with established theories and facts.669 Feyerabend 

describes the way that facts and evidence are constructed via yet another construction-based 

metaphor: the scientist as architect. He argues that “scientists are like architects who build 

buildings of different sizes and different shapes and who can be judged only after the event,” 

when we can see if the building holds up.670 Since we cannot judge the construction of facts until 

after they are constructed, Feyerabend contends, there is no “abstract way to ensure success 

beforehand.”671 Predetermined methodologies will not suffice to produce robust knowledge of 

668 Feyerabend, Against Method, 31. 

669 Ibid., 28-29. 

670 Feyerabend, Against Method, (1993 edition), 2. 

671 Ibid. 
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complex phenomena because they contain epistemological assumptions. In order to articulate 

underlying assumptions, researchers “need a set of alternative assumptions” or “a dream-world 

in order to discover the features of the real world we think we inhabit (and which may actually 

be just another dream-world).”672 Only being able to judge methods after the fact highlights the 

importance of being open to different methods and not relying upon the authority or dogma of 

one way of working. The architectural metaphor, when applied to the analytical process, could 

help to reveal the impact that methods have on determining the facts that are constructed. 

Fictions and Maps 

Latour takes a similar approach, arguing that artifacts and facts are socially constructed, and a 

fact is “qualitatively no different than a fiction”: “By itself a sentence is neither a fact nor a 

fiction; it is made so by others, later on,” he contends.673 When a statement is used as a “closed, 

obvious, firm and packaged premise” it is made more of a fact; when it is presented as an 

artifact, as made by a human being, its constructed nature is foregrounded.674 This approach 

allows social scientists to study how scientists and engineers create knowledge. For an 

intelligence analyst, it could call into question the authority of seemingly undisputed assertions 

that may have been passed down from the chain of command or carried along from intelligence 

report to intelligence report. 

672 Feyerabend, Against Method, (1975 edition), 32. 

673 Latour, Science in Action, 25. 

674 Ibid. 
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While Feyerabend focuses on architectural construction, Latour draws many connections 

between the social construction of facts and cartography. When defining knowledge, Latour 

argues that we begin to know something when it is familiar to us, after we have experienced it at 

least once. In this definition, the foreigner will always be weaker than the native, unless they can 

gain an edge by finding a way to “bring the lands back with them” so others can see it.675 Latour 

refers to this as a ‘cycle of accumulation’, where the problem becomes: 

how to bring things back to a place for someone to see it for the first time so that others 
might be sent again to bring other things back. How to be familiar with things, people and 
events, which are distant.676 

In order to act remotely on, or dominate from a distance, unfamiliar events, people and places, 

Latour argues, they need to be made mobile so they can be brought back, kept stable so they are 

not distorted, and made combinable so they can be aggregated. In an accumulation cycle, things 

start out at a scale that cannot be visually dominated, but by transforming them to take the “shape 

of a flat surface of paper that can be archived,” it reverses the forces between those who 

dominate and who are dominated.677 

The most dramatic example of Latour’s domination from a distance via information and 

knowledge is cartography. Bundles of figures in the form of cartographic information gathered 

about the longitude and latitude of land constitute stable, mobile and combinable elements that 

allow people to dominate remotely. Maps allow for a change of scale that permit the 

cartographer to dominate the world that once dominated them. Once this happens, Latour 

contends, cartography becomes a science and a center is formed that the rest of the world 

675 Latour, Science in Action, 220. 

676 Ibid. 

677 Ibid., 227. 
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revolves around. These ‘centers of calculation’ are important for Latour, as they become 

strategic positions of dominance. Information can be accumulated and combined in centers of 

calculation. Instruments in laboratories write everything in the same shape, using the same 

functions and Cartesian coordinates, so information takes a “mathematical shape on paper.”678 

Latour defines information as inscriptions that retain both as much and as little of the elements 

from which they are derived in order to increase mobility, stability and combinability. For 

Latour, this is a compromise between presence and absence, a representation that has “the form 

of something without the thing itself.”679 These representational processes, as described by 

Latour, can be seen in cartography and other scientific pursuits that focus on the accumulation of 

knowledge (and intelligence), and they are closely tied to dynamics of power relations. Maps and 

inscriptions provide a means for domination, and the only way to contribute to this discourse is 

to engage in a process of counter-cartography, to appropriate the techniques and technologies of 

cartography in order to tell alternative stories about geographical space. 

Narratives and Ontologies 

Law takes another angle on the topic of narratives and knowledge production, focusing primarily 

on ontologies, and thinking through the metaphor of the allegory. He critiques singular and 

authoritative narratives, describing them as reductionist: “a single account of out-thereness...that 

authorizes the chosen narrative and necessarily disqualifies any of the possible alternatives.”680 

678 Latour, Science in Action, 244. 

679 Ibid., 243. 

680 Law, After Method, 122-123. 
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Using an example of a particular location—Uluru, in Australia—described both through 

Aboriginal stories and Western geological and topographical descriptions, Law sees different 

styles of story-telling as “different method assemblages.”681 In the Western account, “realities 

are…disentangled from and independent of both the Othered knower and the practices of 

knowing.”682 The geologist presumes a “single, definite, prior and independent reality” that 

explains the narrative about it, and: 

any idea that method assemblage in geology has had anything to do with generating on 
the one hand a geological reality, and on the other a representation of that reality, is 
effaced.683 

The constructed nature of the narrative is hidden in the Western account, and the findings are 

made to seem neutral and authoritative, rather than constructed and rooted in a particular 

perspective. 

In Aboriginal stories about Uluru, on the other hand, “there are multiple narratives 

covering the same territories.”684 In Aboriginal practice, narratives “are not fixed” but 

negotiable, and their status as being “in need of negotiation is entirely explicit.”685 For the 

Aboriginals, indefiniteness and uncertainty define the ontology of their stories, rather than 

singularity and definiteness. The “geological origin story” moves through linear time, whereas in 

Aboriginal stories, the past continues in the present. In aboriginal conceptions, things cannot be 

discovered or represented through an “operation that is separate from their existence.”686 There is 

681 Law, After Method, 126. 

682 Ibid., 127. 

683 Ibid. 

684 Ibid., 128. 

685 Ibid., 129. 

686 Ibid., 131. 
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no hiding the constructed nature of knowledge, but rather, if things “hold their shape at all it is 

because they are participating together in their continuing re-creation.”687 

To narrativize is to account for, to draw from a particular body (or bodies) of literature 

and particular ontologies of the world. Law articulates the notion of how agency is distributed in 

what he refers to as the Euro-American ontology. There is a distinction between human and non-

human in this worldview, he explains. While “the human, the subject, and the social” have the 

“capacity for action,” “the non-human, the object, and nature” are passive and predictable and 

“how they act can be (more or less, and sometimes statistically) predicted and indeed (or so it is 

hoped) controlled.”688 The ontological distinction between subject and object, or human and non-

human, pervades epistemological understandings where: 

it is assumed that the wise subject can ‘know’ the object and predict its behaviour, so 
long as it goes about it in the right way by disentangling itself and its methods from 
various illegitimate and distorting influences.689 

Law presents another critique of the standardization of methodology, just as we saw in 

Feyerabend. This worldview assumes that researchers do not influence that which they study, a 

deep-seated ontological problem embedded in empiricist methods, intelligence practices, and 

metaphors such as the mosaic. 

We can apply the scientific worldview discussed by Law, which dualistically 

distinguishes between human subjects and non-human objects, to assess Western intelligence 

analysts, who strive to be scientific. By assuming that human behavior is predictable, analysts 

regard their ‘targets’ as though they were non-human. If ‘targets’ were regarded as fully human, 

687 Law, After Method, 131. 

688 Ibid., 132. 

689 Ibid. 
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they would be regarded as more autonomous and less predictable, which would render one of the 

key aspects of intelligence analysis—predicting threats to national security—as an improbable 

achievement. The ontology promoted by intelligence agencies is thus reductive and 

dehumanizing: it separates the analyst from the world and sees human activity as predictable and 

reducible to mathematical equations. 

Law shows how this Western, scientific ontology is chosen, and therefore could be 

replaced with an alternative, by contrasting it with an Aboriginal ontology, and demonstrating 

that “patterns of dualist separation are almost entirely absent from Aboriginal method 

assemblages.”690 The Aboriginal ontology provides a way of seeing how interactivity and 

narratives shape the world: rather than seeing the world as something simply ‘out there’, static 

and autonomous, as some metaphors of intelligence analysis indicate (puzzles, mosaics, connect 

the dots), the world can be represented as complex, shifting, and interactive (kaleidoscope, 

cartography, architecture, storytelling). 

The impact that investigations have on the world is important for new metaphors of 

intelligence practice. Law argues that “since social (and natural) science investigations interfere 

with the world, in one way or another they always make a difference, politically and 

otherwise.”691 Reality is not something out there waiting to be discovered, but is constructed by 

our analysis of it: we choose "what to make" and the arrangements and classifications that result 

from a given set of methods have “political implications.”692 The reflexive awareness of the 

impact of metaphors and methods on how reality is constructed can help to guide the 

690 Law, After Method, 133. 

691 Ibid., 7. 

692 Ibid., 143. 
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development of practice. Law proposes the use of various forms of allegory—a particular kind of 

metaphor that takes the form of a story, poem, or picture that can be interpreted to reveal a 

complex or hidden moral or political meaning via symbolic forms—to depict reality, including: 

maps, games, visual depictions, and machines. Law argues that the metaphor of practice as 

allegory conceives of “allegory as a way of knowing the multiple and the ambivalent” rather than 

disavowing it.693 Disavowing aspects of reality leads to missing information and 

misinterpretation. To this end, Law encourages researchers to move beyond restricted notions of 

reality that are constructed in specialized disciplines by exploring 

other metaphors for imagining our worlds and our responsibilities to those worlds. 
Localities. Specificities. Enactments. Multiplicities. Fractionalities. Goods. Resonances. 
Gatherings. Forms of craftings. Processes of weaving. Spirals. Vortices. Indefinitenesses. 
Condensates. Dances. Imaginaries. Passions. Interferences.694 

Artists see the value of metaphorical construction and integrate it into their practice-based ways 

of knowing, which can help to expand forms of representation for seeing the world, ontological 

notions of being in the world, and epistemological concepts that encompass the messiness, 

multiplicities, and ambiguities of the world. 

The Value of Metaphors 

Artists are adept in the realm of representation. Artists investigating the surveillance state see the 

value of carefully choosing technical metaphors to represent both their practices and those of 

intelligence analysts. Like all forms of representation, metaphors are incomplete generalizations: 

they highlight certain aspects of a phenomena and omit others, determining the features that are 

693 Law, After Method, 153. 

694 Ibid., 156. 
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perceived as important. Metaphors are underpinned by ontological assumptions, which shape the 

representations that are chosen, which ultimately determines epistemological orientations and 

methods. The interconnectedness of these issues have been discussed by many theorists, 

including Capurro and Hjørland, Schön, Agre, and Law. 

Capurro and Hjørland illustrate the importance of creativity and language in the 

epistemological process by providing the example of Galileo, who, in order to carry out 

groundbreaking experiments and produce "predictions in the form of precise observations,” first 

engaged in “thought experiments, analogies, and illustrative metaphors rather than detailed 

experimentation.”695 They argue that “we must learn to use [metaphors] creatively; that is, to see 

their limits and learn how to apply them accurately in different theoretical and practical 

situations.”696 

Concerns over the limitations of metaphors are shared by Curry, Agre, and Schön. Curry 

describes metaphors as “tools to help you look at something differently.”697 Like any tool, there 

are limitations to its applicability, and Curry warns that metaphors should not be mistaken for the 

actual practice. Using Schön’s example of the paintbrush as a pump, Curry explains that while 

“you can’t actually use a paintbrush as a pump,” applying this generative metaphor aided in the 

process of developing better synthetic paint brush bristles. The metaphor of the paintbrush-as-

pump allowed researchers to shift their focus from the bristles to the space in between, which 

improved the functionality of the paintbrush. The metaphor was generative because it “generated 

695 Capurro and Hjørland, “The Concept of Information,” 7. 

696 Ibid., 23. 

697 Curry in discussion with the author. 
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new perceptions, explanations, and inventions.”698 Schön advocates an increased awareness of 

how generative metaphors shape our perception by comparing the similarities and differences 

between the metaphor and the phenomena that is represented. 

Artists can contribute to the discourse about mass surveillance by providing ways to re-

imagine practice through generative metaphors. In trying to envision a practice beyond a 

singular, authoritative ontology, Law suggests that because realities “get settled through an 

explicit negotiation about metaphors for telling and metaphors for being” practitioners should 

“keep the metaphors of reality-making open” so they do not become naturalized.699 Law 

contends that practitioners should move beyond the dualism of the literal and the metaphorical, 

working “allegorically,” because “the literal is always ‘dead’ metaphor, a metaphor that is no 

longer seen as such.”700 Law’s warning echoes the sentiment of Agre, who advocates for 

reflexivity in the application of technical metaphors. In order to use technical metaphors 

reflexively, Agre argues, practitioners must not forget that they are constructions and regard 

them as “the result of a sustained conversation with the phenomena rather than an unproblematic 

relation of designation between discrete terms and discrete things.”701 Because metaphors shape 

practice, failing to reflect on the representations that are chosen can lead to unforeseen outcomes. 

Agre argues that metaphors facilitate open-ended theories about phenomena that are not fully 

understood. In order for practitioners to shape the development of their practice via metaphorical 

representation—whether they are artists investigating the surveillance state, or intelligence 

698 Donald A. Schön, “Generative metaphor: A Perspective on Problem-Setting in Social Policy” in Metaphor and 
Thought, ed. Andrew Ortony (Cambridge University Press, 1998), 142. 

699 Law, After Method, 138. 

700 Ibid., 139. 

701 Ibid., 35. 
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analysts implementing surveillance—they need to remain aware of the limits of representation 

and its impact on practice. 

Critical Technical Counter-Narratives 

Contemporary surveillance artists necessarily engage with the same kinds of information, 

techniques, and technologies as intelligence analysts, in order to analyze and critique them. But 

artists who engage with surveillance ultimately tell different stories—counter-narratives—about 

the surveillance state, whether through providing multifaceted definitions of data, information 

and intelligence, contributing counterinductive approaches to epistemologies and ontologies, 

applying a wide variety of disciplines and methods, taking up critical aims, producing 

unorthodox findings, or creating alternative metaphors for understanding and representing 

surveillance practices. This approach to surveillance art demonstrates a level of technical 

reflexivity that the intelligence community often lacks. 

The seven post-Snowden surveillance artists interviewed in this chapter are aware of the 

limits of different epistemological approaches, which prompts them to remain flexible and open 

to new methods in order to investigate secretive phenomena. They combine techniques and 

theories from a variety of disparate disciplines, including philosophy, visual studies, information 

science, and art. These artists, who seek to learn about intelligence practices and technologies 

and constantly operate on the basis of incomplete information about them, are required to engage 

in an ongoing conversation with their evasive subject of analysis in order to study it. The 

difficulty of this process necessitates that artists studying the surveillance state develop a critical 
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reflexivity towards various aspects of their process, from ontologies and epistemologies to 

metaphors and methods. 

This need for critical reflexivity, coupled with an open-minded interdisciplinary 

approach, leads the surveillance artists presented here to engage in a critical technical practice. 

This critical rethinking of premises, methods, and concepts as an integral part of daily work can 

lead to the development of alternative theories and the reinvention of practices, a potential found 

in the work of surveillance artists. Agre’s notion of critical technical practice, which combined 

his technical expertise in AI with the use of interdisciplinary analytical tools from the fields of 

philosophy, sociology, and literary theory, allowed him to defamiliarize the inherited 

assumptions of the field and imagine alternatives to AI’s restricted worldview. This is precisely 

what the seven surveillance artists interviewed in this chapter facilitate in their research about 

secretive mass surveillance techniques. Artists investigating the surveillance state are a model of 

a critical technical practice, exhibiting an openness to new ways of thinking by pulling from a 

broad range of disciplines, methods, and worldviews that provide counterpoints, or counter-

narratives, to habitual ways of thinking. 

Surveillance artists can contribute to an ongoing self-reflexive analysis of the role of 

metaphors in technical practice, and can provide methodological counterpoints to the restricted, 

primarily positivist worldview of intelligence agents. As discussed in Chapter 2, one of the 

problems found with the epistemological orientation of intelligence analysts is its restricted 

nature: analysts reject deduction, intuition and metaphysics while they embrace induction, 

rationality, and empiricism. This leads to unarticulated assumptions embedded in the practices 

and technologies of surveillance, including the belief that 1) data is raw and unformed, 2) 

intelligence analysis is primarily inductive rather than deductive, and 3) an intelligence report is 
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mostly a collection of uninterpreted facts. The surveillance artists presented here do not hold 

dualistic notions of epistemology, the either/or perspective that separates theory from practice. In 

fact, their multiplicity of practices begets both multiple definitions and ontologies. For example, 

artists investigating the surveillance state understand key terminology in several concurrent 

ways: data are regarded as entities that can be combined to produce information, they are also 

continuous with the world and impacted by the technical processes that construct them as well as 

the analytical processes that interpret them, which ultimately frames data as discursive signs 

instead of raw, indexical traces. Surveillance artists provide a means for thinking about the 

multiplicity of interpretations that are inherent in processes of data collection and analysis—from 

collection to processing, reporting to briefing—they show how data is shaped by particular 

worldviews and aims, calling into question notions of objectivity and showing that intelligence 

reports are far from a collection of facts. The practice-based theoretical approaches presented by 

artists investigating the surveillance state, which regard theory as necessarily emerging from 

practice, are a model for integrating critically reflexive ways of thinking into practice. 

As we have seen, the surveillance artists in this chapter are more open to metaphysics, 

intuition, and speculation than intelligence analysts. Because of this, they make room in their 

practice, definitions, and metaphors to account for complexities, multiplicities, ambiguities, 

aesthetics, and politics. Because the world is complex, indeterminate, and in flux, an openness to 

a variety of methods is the only way to approach an understanding of it. The surveillance artists 

presented here embrace definitional vagueness, out of an awareness that a lack of definitional 

clarity does not impede practice. They also embrace ontological multiplicity and relativism, 

knowing that multiple worldviews and interpretations can co-exist. While agreed upon 

terminologies and ontologies may be necessary in the context of a publication, in practice, what 
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is needed to study a shifting and labyrinthine world is an adaptable methodology that includes 

criticality, irrationality, emotion, and seemingly non-scientific methods alongside inductive 

approaches. 

Far from simply replicating the work of intelligence agencies, the theories, practices, and 

findings of surveillance artists can provide unconventional epistemological approaches to 

learning about secretive intelligence techniques and technologies and provide alternative 

ontologies, epistemologies and metaphors. Just as artists were amongst the first practitioners to 

question the nature of photography, showing that photographs were not indexical traces, but 

were manipulable and falsifiable, surveillance artists show that data is not raw and factual, but 

constructed, decontextualized, and capable of misrepresentation. Surveillance artists, who are 

experts in metaphorical representation as well as the technical aspects of surveillance techniques 

and technologies, are in a unique position to contribute to discussions about the impact of 

technical concepts and metaphors on intelligence practices. 

The seven post-Snowden surveillance artists interviewed in this chapter replicate 

surveillance techniques and technologies in order to open them up to contestation. They produce 

counter-narratives, or counter-realities, to the singular, authoritative account that the intelligence 

community tells about mass surveillance. The multifaceted counter-narratives presented by these 

surveillance artists help to reveal both the impacts and limitations of representation on 

surveillance practices and technologies. They account for complexities, multiplicities, 

ambiguities, aesthetics and politics, which are largely absent from authoritative IC accounts. The 

realities they construct add to our understanding of surveillance while calling into question the 

very nature of the world that intelligence analysts claim to have unique access to knowledge 

about. The alternative ways of being and knowing provided by surveillance artists can help to 
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reveal assumptions and prejudices in intelligence practices. Surveillance artists show that 

ontologies and epistemologies are both multiple and constructed: other worlds are not only 

possible, but they are already present, if only we are open to seeing them. 
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CODA 

At the end of this multi-year research project, the logic of these documents has finally come into 

focus. This logic circumscribes the discourse surrounding these documents, predetermining how 

problems are conceived of and framed, as well as the solutions that are seen as possible. This 

logic reproduces the intelligence community’s dominant narrative by foreclosing upon certain 

possibilities while emphasizing others, much like the role of technical metaphors shaping 

practice. 

Decoding Documents 

In order to take a step back, and critically reflect on the process of decoding intelligence agency 

documents, Stuart Hall’s theory of communication provides a meta-analytical viewpoint 

regarding how messages are produced, circulated, consumed and reproduced. In Hall’s 

configuration, while it is easy to reproduce communication, it is difficult to see beyond its 

bounds. In the communication cycle, Hall explains, real world events are not simply transmitted 

in their original, ‘raw’ form, but are translated into linguistic or aural-visual forms that “[pass] 
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under the sign of discourse.”702 It is in this ‘message form’ or ‘form of appearance’ that the event 

can be sent from the source to the receiver.703 Once messages are decoded they can “influence, 

entertain, instruct or persuade.”704 In this analysis of the intelligence community, their 

experiences, techniques, and technologies were transmitted linguistically via documents, most of 

which were constructed with a focus on internal communications, between agency members, 

rather than as communications with non-specialists or the public. 

Of particular relevance to this analysis, Hall argues that 

any culture tends...to impose its classifications of the social and cultural and political 
world. These constitute a dominant cultural order, though it is neither univocal or 
uncontested.705 

Hall distinguishes between ‘dominant’, or preferred meanings, and those which are fully 

determined, noting that polysemic interpretations are always possible. Semiotic dominance 

requires labor “to enforce...and command as legitimate a decoding of the event within the limit 

of dominant definitions.”706 Preferred meanings or ‘readings’ are both institutionalized and “have 

the whole social order embedded in them as a set of meanings, practices and beliefs.”707 In the 

communication cycle, the “moments of 'encoding' and 'decoding' are determinate moments,” 

which are relatively autonomous from one another.708 This is to say that the way a message is 

decoded may diverge from the way its encoder would prefer it to be decoded: “there is no 

702 Stuart Hall, “Encoding, decoding,” 92. 

703 Ibid. 

704 Ibid., 93. 

705 Ibid., 98. 

706 Ibid. 

707 Ibid., 99. 

708 Ibid., 91. 
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necessary correspondence” between these two moments in the communication cycle.709 While an 

encoder cannot ensure a message will be decoded in a particular way, “unless they are wildly 

aberrant, encoding will have the effect of constructing some of the limits and parameters within 

which decodings will operate.”710 It is important to note that the “codes of encoding and 

decoding” may be asymmetrical: misunderstandings will occur if there is an asymmetrical 

relationship between the encoder-producer and decoder-receiver. 

My critical, counterinductive ‘reading’ of the discourse of the US intelligence community 

is undoubtedly impacted by my asymmetrical relationship to it. I have not been directly 

inculcated into the dominant cultural order of the IC, so my interpretations are rooted in an 

alternative paradigm. Because of this, some of the assumptions of intelligence analysts were 

immediately apparent, such as the beliefs that data constitutes evidence of threats and that 

processing massive troves of data can reveal the truth by allowing data to ‘speak for themselves’, 

as well as the belief that personal privacy should be sacrificed for national security, or that mass 

surveillance is necessary or effective. 

But there were ways in which the IC documents enforced their preferred readings: by 

restricting the conversation to how to improve mass surveillance and intelligence analysis. The 

discourse never broaches the subject of whether mass surveillance and algorithmic processing 

should be reconsidered. Problems are never reframed. Despite their growing compendium of 

‘intelligence failures’—understood within the community as failures to predict or warn against 

attacks or threats—these common problems are not regarded as something endemic to 

intelligence analysis, threats are not understood to be co-created by intelligence analysts, but so-

709 Stuart Hall, “Encoding, decoding,” 100. 

710 Ibid. 
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called ‘intelligence failures’ are understood to be something that can be remedied, if only the 

system can be reconfigured in the just right way, both by further centralizing the command and 

control structure and by integrating and improving new technologies. The IC’s discourse focuses 

on solving problems that have already been set, rather than reconsidering how problems have 

been conceived of, which leads them to continually focus on the same kinds of solutions, such as 

making automated intelligence processing software more collaborative and user-friendly, 

gathering more data, and increasing the exchange of information across agencies via fusion 

centers.711 However, if the core of intelligence analysis is prediction, and predictions often fail 

because they are premised on projecting future possibilities based on past events, then 

intelligence analysts may simply have an impossible task. No amount of automation will 

improve predictions, because they are inherently tied to data from the past: gathering and 

processing more data will not make it easier to predict unexpected occurrences. None of this is 

considered in the discourse. Instead, the initial framing is perpetuated—intelligence analysis is 

necessary and needs to be improved—and this ends up foreclosing upon the solutions that are 

conceived of as possible. 

Reading intelligence files seems to have had a cumulative effect: immersing myself in the 

logic of the IC, seeking out analyst’s definitions and points of view, resulted in my gradual 

adoption of at least one aspect of the dominant cultural order: the notion that analysis could be, 

or should be, improved, which is premised on the understanding that some degree of surveillance 

is necessary, if only it could be done more effectively. This logic crept into my writing in the 

form of attempts to contribute concrete improvements to intelligence analysis, rather than 

711 See Defense Intelligence Agency agent Russ Traver’s 2007 article on the CIA’s website entitled “The Coming 
Intelligence Failure: A Blueprint for Survival” for one example, https://www.cia.gov/library/center-for-the-study-of-
intelligence/csi-publications/csi-studies/studies/97unclass/failure.html (accessed March 1 2019). 
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regarding the translation and critique of intelligence analysis as enough. As someone who has 

been targeted by intelligence agencies, with friends who have been aggressively pursued by these 

agencies, I did not begin this analysis from that perspective. I have retroactively attempted to 

excise this logic from my writing, but the first draft of this dissertation was a testament to the 

degree to which the intelligence community’s social order was encoded into their discourse, and 

the extent to which it impacted the process of decoding. 

The Problem of Mass Surveillance 

Despite the dominant cultural order built into their arguments, intelligence agencies have never 

provided convincing evidence that mass surveillance, including the mass collection of data and 

automation of analysis, actually prevents threats to national security. Findings like this tend to be 

withheld on the basis of the mosaic metaphor: underpinned by the belief that the public does 

not—and should not—have access to ‘the whole picture’. The discourse of intelligence agencies 

presumes that they have the ultimate authority to decide what is best for the public, such as how 

to weigh the risks versus benefits in matters of privacy and national security. So far, the general 

consensus of the intelligence community is that mass surveillance is warranted and necessary. 

Privacy and national security are pitted against one another in this configuration: privacy itself is 

regarded as a threat to national security, as we can see in the measures they have taken to force 

the implementation of encryption back doors.712 

712 See Harold Abelson, Ross Anderson, Steven M. Bellovin, Josh Benaloh, Matt Blaze, Whitfield Diffie, John 
Gilmore et al.’s "Keys Under Doormats: Mandating Insecurity by Requiring Government Access to All Data and 
Communications," in the Journal of Cybersecurity 1, no. 1 (2015): 69-79 for one article on the subject. 
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But it is clear that mass surveillance has led to many problems, even for intelligence 

agencies. It produces information overload, increasing the level of difficulty that intelligence 

analysts are faced with—more data and information does not necessarily lead to more 

knowledge. The sheer amount of information that analysts are tasked with interpreting leads to 

intelligence failures, including overlooking important information and failing to prevent attacks, 

or misinterpreting information and identifying false positives. Some of what agencies regard as 

threatening has been revealed in FOIA files and Snowden leaks. This includes Occupy activists 

protesting the handling of the 2008 economic crisis, which caused people to lose money, equity 

and jobs. Who benefits when activists cannot organize to change things that hurt the majority of 

the population? It also includes artists like Steve Kurtz whose tactical bio-art practice, which 

featured a DIY bio lab, books about bioterrorism, and public dissemination via art exhibitions, 

was misinterpreted as evidence of threatening intentions, rather than an analysis and critique of 

bio-technologies. 

These examples reveal again the logic of the mosaic theory: once someone is seen as a 

threat, it is difficult to recategorize them, the picture is already set in stone, intelligence analysts 

think they discover pieces of raw data in the world, like pieces of a mosaic, rather than creating 

that data or participating in the construction of threats. The prediction of future threats is based 

on mathematical models that are formed by past data and events. If analysts operate on the 

premise of the mosaic metaphor, trying to reassemble a complete picture from past data, the 

picture may have changed by the time they think they perceive what it is. This is compounded by 

the fact that data are not always indexical traces of the real: as translations of events and traces of 

algorithms, data may be false, inaccurate, or represent something other than the intended object 

of analysis. 
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Generative Methods 

Despite the difficulties of decoding intelligence community documents, the methodology 

explored in this dissertation—mixed-method, epistemologically anarchist, and practice-based— 

was generative in the face of incomplete information. Moving forward, this methodology could 

be applied to other secretive practices where information is intentionally scarce and techniques 

are highly specialized, such as data brokers’ use of digital data assets, corporate practices for 

collecting, processing, analyzing, and exploiting Big Data, or even the construction and 

implementation of financial instruments. Implementing the tools of visual and media studies, 

science and technology studies, linguistic philosophy and art produced an excess of information 

and allowed me to render the assumptions and beliefs of intelligence agencies visible. Once 

visible, the assumptions that underpin the practices of intelligence analysts, including the 

technologies they use, could be questioned, critiqued, and potentially challenged. The public 

needs to be able to ask questions about how their data is used, how intelligence analysts and 

computer programs determine if they are a threat to national security, and to question the 

practicality of using statistical pattern recognition algorithms to augment or replace human 

judgment. 

This dissertation takes some initial steps towards applying previously unconsidered 

methods to the techniques and technologies of intelligence analysis. Reading the discourse of the 

intelligence community as forms of linguistic and visual representation from a critical, practice-

based perspective rendered previously hidden dimensions of intelligence culture visible and 

contestable. Juxtaposing this analysis with the theories and practices of artists who have 

investigated the surveillance state provided the contrast to consider alternative ways of knowing 
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and being in the world. By proposing alternative explanations, assumptions, and values, the 

critical counter-narratives of surveillance artists dispute the authority of the ICs dominant 

narrative, rendering it visible as one perspective amongst a multitude—singular, fallible and 

contestable. 
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Appendix 1. 

Ben Grosser Email Interview 

Email responses to interview questions received on May 4, 2018. 

Question: In my dissertation, I have been studying intelligence analysts and how they conceive 

of their analytical practice, especially how they conceive of data, information, knowledge, and 

intelligence. I am writing the final section on artists who have investigated the surveillance state. 

I am specifically interested in ScareMail, and how it uses FOIA information (key words from the 

DHS Analyst’s Desktop Binder) to intervene in NSA surveillance by producing information 

overload through false positives. In the context of ScareMail: How do you define data? Does 

data represent facts in the world? 

Ben Grosser: I would define data as a set of values, numerical or otherwise, collected through 

procedural methods. Data, on its own, means very little unless it is situated, unless its context is 

understood. It is not, in and of itself, meaningful. 

Q: How do you define information? Is information distinct from data? 

BG: Information is situated and contextualized data. 

Q: How do you define knowledge? 
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BG: Knowledge is experiential, information examined and considered through/in practice. 

Q: How do you define intelligence (the term intelligence pertains to military, political, and/or 

intelligence agencies, rather than intellectual capacity)? 

BG: Military/political/state intelligence is instrumentalized interpretation of information. 

Q: Is there a relationship between data, information, knowledge, and/or intelligence? If not, 

please explain why not. If so, how would you describe this relationship? For example, does data 

produce knowledge, or does knowledge produce data? Are there times when these words can be 

used interchangeably? 

BG: Data, by itself, neither produces or means anything. To get beyond this uselessness, it is 

necessary to understand data in context. For example, questions that must be answered and 

considered include: 1) who collected the data?, 2) why was it collected?, 3) who benefits from 

the collection?, 4) what wasn’t collected that could have been?, 5) how was the data collected, 6) 

how much data was collected and why that much?, etc. 

Information, considered, experienced, and challenged, can produce knowledge. It would appear 

that all three—data, information, and knowledge—can be instrumentalized for the purposes of 

state intelligence. 
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I would advise against using these words interchangeably, though they certainly are. The term I 

have the strongest allergy to, however (in terms of its misuse), is data. Data is not information. 

Data does not provide meaning. 

Q: What is the role of data, information, knowledge and/or intelligence in your artistic practice? 

For example, is data, information, knowledge, and/or intelligence the material for your work, is it 

something that your work produces, or both? 

BG: As revealed in a slide from the Snowden archive, the NSA’s intelligence ideology is to 

“collect it all.” They want to collect every piece of data from every possible source, and to hold it 

in perpetuity. I not only question the suitability of this strategy to their goal of protecting the 

USA, but believe it exhibits a fundamental flaw in their thinking: that more data leads to more 

information, knowledge, or intelligence. 

However, as I explain above, data is not information. And continually adding more data only 

makes it harder to contextualize what is already captured. ScareMail takes on this data ideology 

as subject, and creates its own oppositional data as product. 

Q: If your artwork produces data, information, knowledge, and/or intelligence, how does it do 

so? Can you give specific examples? Does your artwork produce something qualitatively 

different, or similar to, an intelligence agency? If your artwork does not produce data, 

information, knowledge, and/or intelligence, is there a better way to describe how your work 

functions? 
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BG: ScareMail extends Google’s Gmail, adding to every new email’s signature an 

algorithmically generated narrative containing a collection of probable NSA search keywords. 

To create these narratives, I used natural language processing software to swap out nouns and 

verbs from Ray Bradbury’s Fahrenheit 451 with properly formatted and conjugated “scary” 

alternatives taken from the DHS list. This procedure creates intermediate texts used 

by ScareMail to generate new texts on the fly for each email sent. 

The results are without intended meaning, yet they read and look like plausible narratives. 

ScareMail’s stories thus act as traps for NSA email surveillance programs, forcing them to look 

at nonsense. More specifically, ScareMail uses the NSA’s desire to collect everything against 

them. In other words, I give their search algorithms just what they want: more “scary” words. If 

every email contains the scary words they’re looking for, then searching for those words 

becomes a fruitless exercise. A search that returns everything is a search that returns nothing of 

use. 

The NSA captures all the data it can, and sifts it using algorithms looking for topics of interest. 

ScareMail produces data that is attractive to these algorithms. Neither of these processes 

produces “intelligence,” though they both produce data. In my case, ScareMail produces data 

meant to confuse NSA search algorithms tasked with finding data of interest and feeding it into 

higher level intelligence functions. 
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Q: Intelligence analysts often explain their practice in terms of informational metaphors 

(haystacks, bodies of water, silos, stovepipes, road maps, jigsaw puzzles, connect the dots, etc.). 

The most common metaphor is the mosaic metaphor—the notion that combining seemingly 

insignificant pieces of information can lead to unforeseen insights. Do you think that the mosaic 

metaphor could be used to explain your process when you make work about surveillance 

techniques/technologies/intelligence practices? For example, do you think it is accurate to say 

that you assemble pieces of information together to understand how an intelligence agency 

operates or how the public can be surveilled? If so, please explain. If not, would there be a better 

metaphor or way to describe your working process? 

BG: I challenge the notion that useful “mosaics” can be formed from exponentially-expanding 

haystacks of no- or low-context data. More data equals more noise. The lack of context makes 

that data harder to interpret, as the “collect it all” ideology replaces targeted data gathering and 

information interpretation. 

As for metaphors, I suppose ScareMail is trying to not only add hay to the haystack, but is trying 

to add attractive hay to the haystack. It creates narratives that look—to an algorithm—like 

something that needs more attention, that might be something. In this way, ScareMail also 

exploits the misconception that data holds meaning in and of itself, that the presence of a 

keyword turns noise into signal. ScareMail thus challenges the idea that (specific) words in 

speech are something to fear, are indicators of nefarious intent. 
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Q: Does your artistic research have an epistemological method, or way of knowing? If so, how 

would you describe it? If not, is there another way you would describe your working method? 

BG: My primary artistic research method is one of "software recomposition," treating existing 

websites and other software systems not as fixed spaces of consumption and interaction but as 

fluid spaces of manipulation and experimentation. By changing how a system works (and what it 

produces), my recomposed systems (Gmail in this case) can reveal not only how those systems 

are engineered, but how they engineer their users in turn. Thus with ScareMail, it helps 

illuminate not just how the NSA’s surveillance methods invade privacy, or how their 

surveillance ideologies can be exploited, but it also helps users understand for themselves just 

how affected they are by the existence of these surveillance systems. The work provokes 

individuals to consider whether they would be willing to install ScareMail, to send emails with 

“scary” nonsense, to possibly attract the NSA to their own email. If they aren’t, then why? Why 

does a bit of nonsense, intentional nonsense, give them pause? How could it matter? Through 

this process, ScareMail thus illustrates how unseen surveillance might affect one’s ability to 

communicate freely. 

Q: Would you use any of the following words to describe your artistic process: theoretical, non-

theoretical, philosophical, conceptual, intuitive, poetry, craft, imagination, analysis, analytics, 

science, metaphysics, empirical, inductive, deductive, abductive, diagnostic, data-driven, 

knowledge-driven, speculative, practical, procedural, logical, non-logical, skillful, technical, 

reflexive? Please explain why or why not. Are there other terms that you would use to describe 
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your artistic process that are not mentioned here? 

BG: I’m ok with these from your list: 

theoretical, non-theoretical, philosophical, conceptual, intuitive, poetry, craft, imagination, 

analysis, metaphysics, speculative, practical, procedural, skillful, technical, reflexive. 

I would add: 

empowering, interactive, culture, computation, system, feedback, critical, critique, political, 

code, interdisciplinary, poetic, experiential 

I’m not as ok with these from your list: 

analytics, science, empirical, inductive, deductive, abductive, diagnostic, data-driven, 

knowledge-driven, logical, non-logical. 

Q: When dealing with the topic of surveillance and/or intelligence agencies, have you ever had 

to make an artwork or argument where you have missing or incomplete information? If so, how 

do you approach this kind of speculation? Do you have any techniques for dealing with missing 

or incomplete information? 

BG: Yes. Nobody has complete information. About anything. I certainly never have it about 

NSA practices or procedures. However, I’m not trying to solve a problem, to determine with 

certainty anything about NSA surveillance. Instead, I create work like ScareMail that gets in-

between a citizen and their government, that changes the interaction between the two so they can 
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see for themselves how they are affected by government surveillance, the technology that 

enables it, and the data share with every interaction. 

Q: Do you have any other thoughts about data, information, knowledge, intelligence, or any 

other thoughts on your work that haven’t been addressed in the questions above? 

BG: My work Go Rando may be of interest for you? It focuses on emotional surveillance as 

facilitated via “reactions” on Facebook. 
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Appendix 2. 

N. Adriana Knouf Interview 

In-person interview conducted on May 24, 2018. Initial transcription completed by GoTranscript 

on May 28, 2018. 

N. Adriana Knouf: Unless he becomes a CFA [unintelligible 00:00:06]. 

Q: We are recording. 

NAK: If it's looking pretty good. 

Q: That's okay. I think the microphone is here, so it makes more sense if I should actually just 

get it. There we go, I think that's better. 

NAK: Yes, that's freaking pretty good. 

Q: Okay. I think that you know a little bit about the topic that I've been dealing with. Let me 

know if you have questions about that. I'd be happy to talk about everything. The other thing that 

I've been planning on doing. I don't know how much time you have or if this is important to you, 

but after I write up the first draft, I want to show it to people to verify that you're okay with what 

my interpretations are and maybe if you have other thoughts or something. 

NAK: That sounds good. 
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Q: Initially, I was thinking about this in terms of Art for Spooks, but I'm open to you thinking 

about this in terms of other projects that maybe I didn't know about. If there's something in 

particular, I recently found, is it Sylloge of Codes? I hadn't heard about that project. That could 

be interesting. It sounds like maybe you're doing stuff with drones now. That could be 

interesting. 

NAK: Not so much about data with drones, but some of the web-based stuff that I did in the past 

might be, like some of the Firefox extensions. 

Q: That would be great. I wasn't aware of that. Okay. Anything that relates to these-- a lot of 

them are really potentially general questions like how do you define certain terms? I sent you the 

questions already so you might have-

NAK: I looked at them a little bit. 

Q: You're quite familiar. You know what to expect? 

NAK: Yes. 

Q: In terms of your work, and I know you have a background in information science, so this is 

going to be fascinating because I haven't interviewed anyone else from that background. How do 

you define data? 

[laughter] 
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NAK: I knew you were going to ask about that but [unintelligible 00:02:15] think about it. No, 

it is because there's, definitions that—so I'm going to dance around it a little bit. Data I often 

think about—[sigh] 

Q: I have the same problem it's so fascinating. 

NAK: I was going to say, well, data, I often think about, is quantitative. Then I'm thinking, well, 

I'm only thing about data's quantitative, because it's represented very often these days in a 

computational sense. We think about it in terms of databases or, things that are stored 

numerically in a numerically controlled computer, something like that. But is it always 

quantitative? I don't know. I don't know if data has to be quantitative. I don't think it does. But 

then I also know you wanted to talk about information. 

[laughter] 

And so I'm going to merge those together too. Usually, when you're taught in information 

science, you're taught that data is like the rawness of the world. Then information is how you 

take meaning from that. Sort of the Claude Shannon and Warren Weaver way of thinking about 

it. But in terms of what I personally feel, I don't know. I don't know if I make that much of a 

distinction between the two because the choice of what you record with your data is already a 

part of the frame in which you're going to think about how you're going to analyze it later as 

information. 
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There's always the choice of what to store, how to store it, and how long the store it because, for 

example, some of the work that I'm doing now on aliens and the search for extraterrestrials, I'm 

talking to the scientists who are doing some of that research and they are storing petabytes per 

day of data. They actually can't keep that data from one day to the next because they just don't 

have the storage space for it. What they do is that they then take that, then reduce it to other 

values that they're able to store. That data reduction is predicated on knowing what they're 

already searching for. Which when you're searching for extraterrestrials is not always the best 

assumption. 

Q: That's fascinating. 

NAK: I feel like, there's often this attempt to make a very strong division between data and 

information and I just think they're so mixed up and intertwined because how you begin to even 

decide what to store as data is inextricably tied to how you're going to analyze it later. And the 

format in which you're storing things too, shapes things a lot. For example, one of my web 

projects is this thing, Journal of Journal Performance Studies, which is all about looking at 

academic publishing and how rigged it is and how expensive journals are. 

I had a Firefox extension that basically when you're on journal publishing websites, it would give 

you information about how much those journals are costing your school and then showing all the 

other journals that a particular publisher owns, and some other information like that and just 

highlighting how expensive the whole endeavor is. Turbulence funded it. It's on their archive 

now, housed on the archive now because it doesn't function anymore as these things often do. 
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What was I going to say about that? I ended up starting to think about different databases and 

different database forms. We think about things in terms of relational databases which is the 

thing that everyone is taught about when they start learning how to code for databases. Then 

there's all these other different types of databases, like there is XML databases where basically 

everything is just stored as XML documents. 

You query it using X query or RDF databases, which is a way of representing networks. So 

everything is a node [00:06:55] and you define connections between it and you can query it like 

a database. How you decide to represent things in the database—on the very low-level part of the 

database—will really define what sort of questions you're able to ask of your data later. 

Q: It's really fascinating to hear that. You know what's coming next? 

[laughter] 

NAK: Yes, exactly. Data information knowledge. 

Q: Do you think that data represents facts in the world? 

NAK: I'm very much a Latourian [unintelligible 00:07:39] in this sense where I feel like facts--

Well, it's interesting. I feel like there is a world—this is getting very philosophical, but I do feel 

like there is a world independent of us and we get access to some of that through senses, through 

measuring devices, through inscription devices, and so the facts have to be somewhat created 

through those inscription practices. This is a solid table and nothing about what I do is going to 
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change and solid of this table, but I might be able to measure different things about it. Then have 

different facts about the table that tells me about its solidness. [8:44] 

I'm also very much a John Law-ian. John Law and Annemarie Mol where I feel like ontologies 

can be created. They're very into thinking about ontology as a creative process actually. 

Especially, this book by John Law called After Method and Annemarie Mol’s, The Body 

Multiple, where they're basically like, yes, you would have philosophers say, "Well, no they're 

talking about the ontic [00:09:17] and not the ontological and maybe they're right in like a very 

strict philosophical sense. 

What Law and Mol talk about is that, "We have a choice to build a table in this way and shelves 

in this way, so we can choose what being exists in the world, in a certain sense." In that sense, 

facts can be created because we can just create other ways of being in the world through other 

ontologies and through other ways of making and doing. That's what I see the point of artists and 

what we do is to create new ways being in the world. 

Q: That's an amazing quote. Awesome. Information, I think we already talked about that, and it's 

just distinct from data. We'll just skip that. On to the next, knowledge. [laughs] 

NAK: Knowledge, how would I think about that? I feel like, knowledge is maybe [00:10:54] 

putting to work some of these things, that it's an active sort of thing like you could have an 

inscription device [00:11:05] say in the Latourian sense that just records a bunch of stuff. You 

could have someone write a book about an article, particularly an article about what that 
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inscription device inscribed. Then maybe knowledge is actually doing something with that 

information. I don't know, that's the best I could think of. 

Q: All right. The last definition that I want to focus on is intelligence. By intelligence I mean, 

not intellectual capacity but what military and intelligence agencies are dealing with. 

NAK: That to me is actionable knowledge maybe. Something that one of those entities distills 

into those bullet points, or those lines that are in those reports that are marked, top secret, secrets, 

unclassified, what have you. There's a lot that's packed in to each one of those lines. I mean, 

sometimes it's fluff. 

Sometimes you can read those lines like, "Oh, a lot had to have been done in order to distill all of 

that into one thing." I feel that's the goal of a lot of those agencies is to create something that 

whoever is making the decisions can understand without having to know all of this other stuff 

that we've been talking about. They don't have to get stuck in the messiness of it all. 

They're stuck in other messiness which is the implications of what you do and at the intelligence 

and everything. They don't necessarily have to think about what database was used which might 

affect what could have been stored and everything like that. I would hope that they would have 

that at the back of their minds, but I don't know. I haven’t been able to talk to [00:13:17] anyone 

to tell me. 

Q: Me neither. 

[laughter] 
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Q: A big surprise. 

NAK: Yes, exactly. 

Q: I think you already talked about the next question a little bit, the relationship between data 

and knowledge. I'm wondering if you see a relationship between all four of those terms; data, 

information, knowledge, intelligence. 

NAK: There does seem to be a directionality there from data to information, to knowledge, to 

intelligence. The thing is that, I feel there is such probably many situations where, some issue in 

data representation is going to lead to faulty intelligence. It's not as if one is better than the other, 

or there is only unidirectional movement through that, but that bad data representation can 

definitely affect intelligence choices. 

Q: That's a good point. I think you've answered this already. Do you think that the other words 

that you talked about maybe data and information could be defined or used interchangeably to a 

certain extent? 

NAK: Yes, I certainly think that colloquially they definitely are. I'm sure in decision making 

rooms, they are. They'll say, "All the data says this or maybe they meant intelligence." It's 

something like that. I wouldn't guess that they're thinking about these things as deep as we are. 

Q: I guess, I'm also interested in terms of your practice. Do you find it important when you're 

theorizing or when you're making work, that it's important to make these distinctions? 
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NAK: To a certain extent. I almost never use the word knowledge in what I do, or intelligence. 

Data and information, yes. I do often make the distinctions that I was talking about with that, 

because I think, and maybe it's also because I teach this stuff, so I'm trying to get my students to 

think about it that way too. 

Q: That's part of your practice. 

NAK: That’s part of my practice, exactly. Teaching is definitely part of the practice. And getting 

them to understand Shannon and Weaver because the number of times that I've talked with 

students who are CS majors who've never heard of Shannon and Weaver, who have never heard 

of J.C.R Licklider, who have never heard of any of that stuff, from the forties, fifties, sixties and 

on. Part of it is to show them that and let them understand that the early people that were 

thinking about this were actually thinking about it in a very smart way, and how I got 

operationalized…well, that’s a whole other question, but they were actually thinking pretty 

sophisticatedly about this stuff. 

Q: All right. I think we've talked a little bit about this too. What do you see as the role of data, 

information, knowledge and/or intelligence in your practice? Do you find that they are the 

material for your work? Do you find that work produces any of these? Is it maybe both? 

NAK: It's definitely both. I certainly did a lot of work when I was in grad school. That was about 

using data, turning it to information, I guess, or different types of information. Drawing different 
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information or knowledge, if you want to call it that, from this data. For example, this Firefox 

project called MAICgregator, which was M-A-I-C gregator, Military Academic Industrial 

Complex Aggregator. The idea was that there's a Firefox extension, I started that right around the 

time of the financial crisis and I put crisis in quotes. I was looking at relationships between 

schools and the military, and military funding. 

Then I expanded it to pharmaceutical funding and stuff like that. It was the Firefox extension that 

would be on the front pages of university websites, try and replace the news section with my own 

information which included the Department of Defense Grants that I would get. There's this 

thing called small business, SBIR Grants, I forgot the exact thing but it's a grant that the military 

gives between universities and the military to create small businesses out of university military-

type research. 

The other thing that I was doing was, I was also trying to show who the trustees were so that you 

could get an idea of who these people were, who were making all these decisions. The idea was 

to have this extension that would seamlessly integrate into the school's website to present 

alternative information. That project, I kept it running for about four or five years. 

Then I couldn't keep it up anymore, because it got to be too hard to write Firefox extensions, at 

least ones that could be easily downloaded, because Firefox is making the signing process to 

make sure that you weren't creating some virus or Trojan, or something like that. [unintelligible 

00:19:31] it became too onerous. That thing collated from this website USA.gov, which had all 
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sorts of information you could download in XML format. That's where I got the Department of 

Defense funding info from. 

Then there's a separate one that the Department of Defense ran for the small business grants, but 

I was doing screen, not screen grabbing [00:20:01], but basically like OCR-ing university 990 

forms to try and get the trustee names, which then I was also trying to pull images of those 

trustees from Google Images Search to replace stuff on these websites. 

Then I was also doing some Google news searches on different pharmaceutical relationships. I 

was also getting info from USA.gov for some of the pharmaceutical grants that schools were 

getting, looking at what companies they were being involved in. Yes, that was all about taking a 

whole mass of data, re-contextualizing it and turning it into different information or knowledge. 

Then the journal project did the same thing but for academic journals. 

Then I was looking at trying to collect how much all those journals were costing, what all the 

journals were. Who was the company that would own all those journals? As we know now, like 

Springer owning 6,000 journals, or Taylor and Francis owning 3,000 journals. Yes, it's, it's really 

nuts. It's really nuts. For a long time I was just taking all this stuff and just recontextualizing it, 

presenting it in a different way. 

Then yes, so Art for Spooks, I knew basically when Snowden started releasing documents, I 

started saving all of them that I came across. I did that for about two years, but Art for Spooks 

started, I don't know, a year or so after Snowden. It started with, I remember I was on the phone 
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with Claudia and it was the day that, I remember it was like an NBC news thing where they were 

showing all the psychological operations. 

Then there were some imagery in there that we're just like, what is this? What was it? It was like, 

you want to be cyber magicians. There was this weird photo of buffalo meat at Whole Foods. We 

were like, we got to do something with this [laughs] Then Hieronymus Bosch paintings. I was 

just like, "What is this doing in here?" That's how we got started, was realizing that-- We're 

getting these documents which are basically decontextualized. 

They were doing a very good job of contextualizing, and I mean they, the journalists, were doing 

a very good job of contextualizing the textual information in there. But they did fail to 

contextualize any of the imagery. We were like, "Why?" "What is this imagery doing in there?" 

To this day, I still don't know why that imagery is in there. I don't think anyone knows. Is it just 

someone who got-- Was like, I'm going to go on Google images and find some weird image to 

put it in these slideshows, but then it's marked "Top Secret" and it's just like, I don't know. We 

decided we needed just to do a project on that. 

We also decided we needed to do something about Ask Zelda because that was just crazy as well. 

And supposedly from what I read later, everyone in the agency knew it was a joke, that it was 

just like a fake Dear Abby [00:23:37] sort of thing that was in the agency. At least that's what 

I've read someplace and I can't remember now where I read that, but still we were like, this is 

crazy, we need to do something with this. 
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Art for Spooks was just similar to the other projects where it's like, okay, let's take all this-- Let’s 

take this data set. We haven't used that term, but that’s a term that could be used, data set. Then 

do something with it because it's a weird data set. Someone needs to do something with it. We 

did that. What's interesting about that project and I’ll just say it for posterity. 

As far as we could tell, we were the first ones who were actually doing something with the 

imagery of the Snowden documents. I still haven't really seen many people do that. Holzer and 

Julian did some stuff with that, and there's probably been more since. But yes, it was like we're 

doing what we thought to be interesting things with really bizarre imagery and that's just not of 

interest to people and that's just, for whatever reason…vicissitudes of the art world. 

Someday, I hope that [laughs] I can talk to someone and figure out what the hell these images 

were for because-- Well, here was the other thing, the title of the project Art for Spooks actually 

was because we wanted a conversation with the agents. 

[25:25] We wanted the conversation through the fact that you could, through the Augmented 

Reality App, upload your own data to Flickr and so forth, that would then be geo-tagged with 

drone coordinates in Pakistan which then hopefully would cause the agents to see this imagery. It 

was also about trying to add info new data for their data sets as well, sort of infiltrate their data 

sets. 

Q: There was something you mentioned in-- I can't remember which article now, but you were 

talking about when the images are uploaded onto Flickr that you would be able to see them on a 
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map. Is that something that I could find just by going on? I don't have a Flickr. I think that'd be a 

cool image to have in my writing. 

NAK: Email me and I'll send you that image, a screenshot of that because it's not on a map, but 

what it is, is that you can go and search for all the other images that were taken in that area. Then 

you see some of our photos alongside the images of people having food, or going to mosque, or 

walking about, or looking at the trees, or something like that. 

Oftentimes, those had images of military aged males, which as we know is anyone who was a 

military aged male was a target. The idea was that since we already know that they're using GPS-

tagged photos for their searches, the idea was to infiltrate that data set by changing our GPS tags 

so that hopefully they would see our stuff. Then also in the metadata for the images, I mean, this 

is one of the problems with my work is that there is too many layers to it. [laughs] 

Q: I think there just needs to be more representation of that stuff because it's fucking amazing. 

Like those images that you're talking about, I don't know. I just want them to be out in the world. 

[laughs] 

NAK: I know. 

Q: I'm going to collect them for you and publish this article. 

[laughter] 

NAK: That’s great. Because we also changed, not only did we change the GPS coordinates, but 
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we also added a whole bunch of metadata to the images that were like excerpts from Foucault 

and Deleuze's ‘Society of Control’, and Dali's stuff on paranoid criticism and-

Q: I need pictures of this. 

NAK: Yes. I could show you and it’s-- Yes, you can see the EXIF tags on Flickr and those just 

things that we have changed in there. 

Q: Cool, so if I go to Flickr, I can see them and take screenshots? 

NAK: Yes. 

Q: Okay, I will do that. 

NAK: I might have those screenshots too so just-- I'm pretty sure I do have those screenshots 

because I'm pretty sure I had shown those things in one of the presentations that Claudia and I 

did. 

Q: I’m excited. I'm glad that came up because I wanted to ask you about that. 

NAK: Yes. 

Q: Okay. All right. Does your art work / practice generate something that you feel is 

qualitatively different than an intelligence agency? 

NAK: Yes. 

[laughter] 
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NAK: Because, well one, I'm not classifying things so it's public. That's important, I think, 

because everything that I do is open source, and everything that Claudia and I very much want, 

especially with Art for Spooks, is that everything be open source, and all the code be available, 

and all that sort of stuff. That's definitely different. It's interesting they are as you know, the 

different ways in which open source gets used in the intelligence world versus the programming 

world. 

Q: Yes, that’s true. You're not making OSINT. 

NAK: No, I'm not making OSINT, no. It was like Art for Spooks, some of that stuff-- Hopefully, 

the greatest success of that project would be if some of that stuff actually ended up in an 

intelligence briefing. 

[laughter] 

NAK: I think there's a lot of similarities but I think it's about the context that we do with it, the 

intelligence agents in trying to make their own context. We're trying to make a different context. 

We are trying to take similar data and tell a different story. 

Q: That's interesting. All right, I know that you've been interested in metaphors. I'm excited to 

hear a little bit about this from you but- I'm guessing that you're familiar with this, but 

intelligence agents describe their practices in terms of the mosaic metaphor. They have other 
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ones too like Haystacks, Bodies of Water, Silos, Stove Pipes, Road Maps, Jigsaw Puzzles, 

Connect the Dots, but the most common one is the mosaic metaphor, which I find to be 

fascinating. The way that they talk about this is combining seemingly insignificant pieces of 

information together can produce an unforeseen image or reveal information that maybe they 

wouldn’t want to. 

Do you think that the mosaic metaphor can be used to explain your process when you work with 

these intelligence practices or surveillance technologies, or work in this area? For example, do 

you think it's accurate to say that you assemble pieces of information together to understand how 

an intelligence agency operates or how the public can be surveilled? 

NAK: I mean, Yes. [31:45] The thing is when Claudia and I we're doing the project, this was 

Claudia's find and approach. I want to make sure she gets credit for that but she really started to 

think that what's really going on is not this mosaic way of things but can really be understood 

through Dali's critical method. It was the idea that, yes, you're taking these random somewhat 

seemingly insignificant pieces of data and then you create something that is all based within this 

world of paranoia. Dali was not thinking about it but that was a negative valence. It was more 

like, "No, you can tell any story you want by assembling these things together." It's the standard 

thing that we always tell our students. Just because you're searching for how to kill someone on 

Google does doesn't mean that you are actually wanting to kill someone, maybe you're writing a 

murder story. You can tell a story that someone is trying to murder someone by that search if that 

is your only bit of information. Through Claudia's talking and thinking about how Dali was 

thinking about this, that's the way we started seeing that it really is… [00:33:18]. 
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It's been a while since I've read the Dali thing, so I may be butchering it. It's cited in one of those 

articles. It's pretty short and if I recall it correctly, it was more that this is a tool for artistic 

creation. I guess it's probably related to [00:33:45] exquisite corpse and all of those sorts of 

automatic writing, Surrealist techniques. But his was more like, No you can-- I guess you've seen 

it in Dali's paintings too. You have these elements that are seemingly completely random but to 

Dali's mind, while making it, fit perfectly together. But he creates a different narrative out of all 

of that. That's how we were seeing the functioning of the intelligence agencies. Actually is that 

they are spinning these narratives from all of these pieces of data which then connects them to 

the more colloquial way that we're thinking about paranoia which is that yes, they're creating 

paranoia through weaving these narratives about all of this data. 

Q: That's amazing. That's really amazing metaphor. Okay, epistemology, how would you 

describe your epistemological method or methods in your practice? 

NAK: Good question. I think I am very interested in understanding other epistemologies. When I 

do this kind of work, I tend to really dive in deep into the different worlds. With Art for Spooks, 

it is very much like, "Okay, I'm going to really learn what all these terms mean." "I'm really 

going to try to understand, put my mind in the mindset of an analyst at the agencies, even I know 

that's impossible but, I'm going to try and do it. Or the finance book is like, "Okay, no, I'm going 

to read everything in financial economics and try and learn how they see the world.'' 
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That's definitely my mode of practice. Is like really trying to dive in the deep end personally. I 

guess that's because I'm probably not the world's best collaborator. I feel like it's almost easier 

for me to just try and learn all that stuff on my own or I like doing that. I like learning about a lot 

of different stuff. I really get excited about reading everything in financial economics. Right now 

I'm doing stuff on drones. I go buy drones and learn how to fly them in crazy ways. 

I just really-- It's always about diving deep into it and then coming out from that and then 

translating it into some other form for other people. Who maybe don't want to spend two years of 

their life reading financial economics literature, but maybe want to know something about how 

economists learn the world, or see [00:36:50] the world. Sometimes that makes it appear 

probably to outsiders that I am not as critical as one should be. I just think that things are hell of 

a lot more nuanced than it's usually represented. 

[37: 16] I guess it also comes, and again this is getting really philosophical, but I guess it comes 

from the fact that I actually do truly believe that most people are good and I want to understand, 

why would someone think that it makes sense, for example, to think about humans in only a 

purely rational way? Like why would they want to think about that? Then I can come out of that 

and be like, ''Okay, I can sort of see that because of their mathematical training and because of 

the way that they were measuring things, for example. 

So I can see that. Or like with intelligence. It's like, should we be demonizing everyone who 

works at the NSA? No, probably not, because some of those people just got a job and they 

thought they were helping the country. Helping people is [00:38:03] great. Then they get powers 
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that maybe they shouldn't have had but they didn’t have any choice over getting those powers. 

Someone else got those powers higher up. 

I guess that's the thing. It's like that sort of nuance, especially these days, that's sort of nuance is 

not always appreciated when things are much-- You're supposed to see things much more black 

and white [00:38:28]. I mean like all the stuff with Facebook. Of course, everyone knew that 

Facebook was doing this. We were able to get access to this stuff like five years ago for our 

projects. [laughs] Of course, you were able to... I don’t know if you read that thing that Ian 

Bogost wrote. 

Q: No, I haven't read it. 

NAK: Yes, he wrote about Cow Clicker. 

Q: That's awesome. That's perfect. 

NAK: It's Perfect. He was actually on CNN and I showed it in class this semester [00:39:02] a 

short clip where he's like, "Yes, I had all this stuff for a stupid cow clicking game.'' [laughs] 

Q: That's so funny. 

NAK: Yes but then on the other hand it's like…one has to acknowledge the fact that Facebook 

keeps a lot of people together and share. I may not be happy about that, but that's not a reason to 

throw it out, either. Hopefully, we can come up with something different. But for the time being, 

is it good to tell people to not be on Facebook? No, because they are not going to see their 
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friends or know what their family is doing or discover things. I think nuance is really important. I 

think the only way you get nuance is by understanding other people's epistemologies. 

Q: I can completely relate. All right. I can list these words, but I also just be good to just show 

them, but I don’t know why this is not-- My screen is frozen. There we go. That's weird, isn’t it? 

NAK: It is weird. 

Q: It's like not frozen but-

NAK: It won’t let you-- It is frozen. 

Q: Yes, it is frozen. Okay. Well, maybe I'll just say them. I don't know how legible it is from that 

distance. 

NAK: No, I can read it. 

Q: Okay. I made it large. 

NAK: Yes. 

Q: Of course, I'm just listing some words, but I'm wondering if any of these words describe your 

artistic process. 

NAK: Yes. I would say theoretical, philosophical, conceptual, poetry, craft, imagination, 

science. My new stuff will be about metaphysics, but not the old stuff. [laughs] Empirical, it’s 

probably say, deductive. I don't want to say data-driven or knowledge-driven because I don't 

think that that actually drives what's going on. Data and knowledge is definitely involved, but I 

wouldn't say it's driven by it. 
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Speculative, practical, yes. Even though it may not appear that way, but I do like, like Art for 

Spooks, the project was originally designed to create art for spooks. Then all the other stuff came 

from that. Procedural, yes, I'd say that. Logical, non-logical, I don't know. I don't know about 

those. Technical reflexive, yes. 

Q: Are there other terms that aren't there that you think are important to describe your process? 

NAK: For Art for Spooks, probably surrealist. There's also a lot of Fluxist [00:42:09] stuff in 

that. There's definitely a hacker quality to it. If Claudia were here she'd definitely say that. Yes, 

open. I'd say, at least we try to be. I tried to be with that project and with [00:42:46] the other 

stuff. I'm sure I would come up with other ones, but that's probably enough. 

Q: Do you think that play is important in your work? That's something that's been coming up, in 

some of the interviews-

NAK: Right. I don't really think of it that way, but there's definitely, it's there. Like the 

MAICgregator Project, the website for that is totally out there and jarring to the eyes. I think we 

talked about that. 

Q: Yes, I saw it. It’s like bright colors--

NAK: Bright red and everything. 
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NAK: A lot of ways, I guess the thing is that-- Maybe it's because I have a science and 

engineering background. There are definitely a lot of jokes in there, but they're very geeky and 

very out there like-- The Journal of Journal Performance Studies Project for Firefox extension. 

There was a lot of other parts to that project but, because there was an online radio station as well 

that was about both using--

Well, that was another piece of data, I forgot about that. That was using PDFs. I was using PDFs 

with different journal articles. I took like a few hundred of them and then using those PDFs as 

raw data for generative audio compositions. Some of that was about just reading the text back 

through text to speech as a way to imagine a future where maybe we're not allowed to share 

PDFs anymore. Then what happens if the only way to share PDFs is by having a text to speech, 

read out the PDF. 

That's how that started. But then there was other things where I was just using-- Basically I was 

turning the binary version of the PDF into dots and dashes or I was using it just doing some 

calculations on the words to then turn frequency [00:45:22] TF-IDF sort of stuff and using that 

as inputs to turn into compositions. 

Anyway, there was that, but where was I going? All right. The Firefox extension, I wanted to 

share information about the impact factor and other metrics of these journals, but that 

information is copyrighted. I didn't want to share that. Obviously, I didn't want to get shut down 

or sued. 
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What I would do is, I would turn it from the impact factor to what I call the frobpact factor, 

which is based off of this really silly joke in free software where there was this fake way to 

encrypt something called frobbenate. It was something like rotate the number of characters or 

multiply some value by 13 or something like that. I don't remember what the exact details were. 

Totally trivial and not a way to encrypt things at all, but anyways a joke. Frobbenate, and I was 

like, "Oh, it'd be the frobpact factor or there'll be the frobenvector value." All that sort of thing. 

Those values are in the extension. But there was a joke that no one noticed or got. 

[laughter] 

Q: That’s funny. Thus the geeky references. 

NAK: Oh, my God, so many geeky references. 

Q: Okay. Are you going there without sound? That's going to be sad. All right. This doesn't want 

me to scroll. 

NAK: Okay. 

Q: That's sad. Okay. I may end up having to end it at this question. I'm not sure what came after 

that, but it looks like we're towards the end anyway. Okay, incomplete information, is that 

something that you have found that you had to deal with in your work and if so, how do you 

approach that kind of speculation? 

NAK: Well, yes, the Art for Spooks was all like, "What are all these images doing in here?" It 

was all the genesis of that project was based off of incomplete information. Then trying to create 
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our own narrative about that by recombining these images and then adding the augmentations on 

it, through the augmented reality aspect. 

In terms of incomplete information, again, this is probably just my science side kicking in, 

sometimes with me. I'm not someone who wants to put out false information ever, or what I 

know to be false. Maybe that's a better way of putting it. I don't want to do a ton of conflating of 

things, I don't do things-- I don't do anything to try and patch up holes. I'm much more interested 

in working with those holes than trying to, trying to create something else. For example, what 

were the-- Well, now I'm blanking on other artists who actually try and fill in those holes, but 

that's definitely not what I want to do. 

Q: Yes, and I think Trevor Paglen talks about it that way a lot, filling in the gaps. Do you have 

any techniques for—maybe we already talked about that. We have to keep going. I don't know 

why this is—I’m so sad. There might be like one more but maybe it has something to do with 

this. 

NAK: Maybe, is it doing it for all your Word Windows? 

Q: Yes, maybe it's just Word. Yes, I think it is. 

NAK: It is Word. Do you have your email to me that would have those questions in it? 

Q: You’re right. Did I email you from here? 

NAK: I can probably pull it up on my phone if you can’t find it. Yes, it’s probably at the--
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Q: Yes. Good thinking. No, that's it. This is my last question, is do you have any other thoughts 

about the topics that we discussed, data, information, knowledge, intelligence, surveillance 

techniques that we didn't talk about, that you think, that you think is important to mention? 

[50:06] 

NAK: I think, when Claudia and I have spoken about this for bringing this stuff like-- It should 

be obvious to people, but I don't know, I think it's probably better to be explicit about this stuff 

these days. You know, in the world that we live in, right now, surveillance is probably a 

requirement, as much as I don't want it. And, as long as the US is going to continue doing what it 

does, then we probably need surveillance because other people are going to want to do bad 

things to us. 

[laughter] 

NAK: If we would stop doing those bad things maybe other people would want to stop doing 

bad things to us. As long as that's happening, then surveillance is probably necessary, of some 

sort. We got to figure out some balance here. Hopefully along the way, we stopped doing the 

things that require surveillance in the first place. I guess the thing is, is like, our projects are 

never about, let's demonize surveillance agencies. 

Like, we know that they've got a really hard task, but I think the thing is as I mentioned earlier is 

that, the analysts are probably not the ones that we should be taking our ire [00:51:33] out on, it 

should be the people who are making the decisions to give the analysts this power, or to who are 
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passing the laws, or not passing the laws as it may be, to allow certain things to be collected and 

so forth. 

In a way, that's not a satisfying solution either because-- Calling it a chicken or the egg problem 

is simplifying it too much. It's like got to stop, you basically have to stop it all at once to not need 

it anymore. You got to stop invading other countries, bombing other countries, then you can stop 

the surveillance. As long as you got the two-- It's interesting. It's like how much of that is fed by, 

"Oh, this person needs this contract here, then we're going to do this over there then, I don't 

know." 

NAK: Oh, right. 

Q: It's like how much is that just feeding off of each other so much that it becomes this, monster. 

No headed monster that seems impossible to vanquish. I don't, yeah. It would be nice not to need 

surveillance, but I don't know if we'll live in that world. 

[laughter] 

Q: That was brilliant, I'm so excited to analyze this. Alright. 

[00:53:26] 

[END OF AUDIO] 
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Appendix 3. 

Simon Farid Email Interview 

Email responses to interview questions received on April 6, 2018 

Question: In my dissertation, I have been studying intelligence analysts and how they conceive 

of their analytical practice, especially how they conceive of data, information, knowledge, and 

intelligence. I am writing the final section on artists who have investigated the surveillance state. 

I am specifically interested in Occupy Mark Stone, and how it uses intelligence techniques to 

appropriate an unused undercover identity for an agent who surveilled environmental activists. In 

the context of Occupy Mark Stone: 

Simon Farid: I should mention, before I begin with your questions, that my practice has taken 

quite a dramatic change of focus since we met in Dublin. 

Since leaving university, to supplement my visual arts income I have also worked on and off as 

an invigilator (gallery security guard) in art institutions. This invigilation work is overt frontline 

surveillance work. It began to strike me that this was where the real action was, in my day-job. 

So most of my recent experimentation has been covert interventions in and around my place of 

work (a major central London art gallery), necessarily needing to be kept secret to avoid putting 

my job in jeopardy and therefore requiring a partial withdrawal from my professional art 

practice. 
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What I have been attempting to develop in this period of experimentation is an approach to an 

institutional critique-based art practice that manifests from the workers’ position, as a worker, 

rather than an invited, sanctioned outside critique. This is a precarious tactical position. 

As such, my priorities with this work are now are somewhat distant from data concerns and 

governmental surveillance practices, looking more at the meanings of seeing and being seen, 

labour hierarchies as maintained by disciplinary surveillance networks and more metaphysical 

thoughts about the solitary body in time, covert creativity, worker solidarity etc. 

With this caveat, I hope my answers, thinking back to what I learned through OMS, will still be 

useful to you >>> 

Q: How do you define data? Does data represent facts in the world? 

SF: I’ve never tried to work from a position of clearly defining this, and the following elements, 

so I’m not sure that my answers in this part will be so useful to you. From my working 

experience I’ll try to outline where they have arisen for me, though these will be quite loose. 

Through my work with OMS I was very conscious of a gap between data and ‘facts’. This 

probably came with my experience of generating false data for the project. Though this falsity 

wasn’t that the data itself reflecting something that hadn’t taken place (I had done the things the 

data testified to), but rather that the data was not able to reflect the truth about what my actions 
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were doing - data often doesn’t reflect thought or intention, particularly if one takes care to be 

deceptive. 

Q: How do you define information? Is information distinct from data? 

SF: Is sounds to me like information might have a more narrative quality to it, or might cast its 

net wider than data. I would see data as ‘one-word answers’ to specific outlined characteristics, 

while information might be a more holistic portrait of a target. 

Much of how OMS worked was in exploiting the lack of a holistic narrative held by the various 

agencies which dealt with the different data elements of the MS identity. This meant that each 

attempt to ‘squat’ a particular data aspect of the identity could be done in isolation, and then 

later, once acquired, be leveraged to help with a subsequent aspect held by a different agency. 

Q: How do you define knowledge? 

SF: In relation to the other three terms, I would imagine someone possessing data and 

information might think themselves to be in possession of knowledge about a target. Maybe 

knowledge might be the (pursuit of) contextualisation of information. I don’t have a concrete 

answer here, sorry. 

Q: How do you define intelligence (the term intelligence pertains to military, political, and/or 

intelligence agencies, rather than intellectual capacity)? 
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SF: An effort to bring together these different elements, with a view to being predictive as well 

as gathering evidence of past actions. 

I think the word is probably too closely associated with nation states, as I think many 

commercial enterprises (and indeed charities) have elements of this practices which are not so 

distinct from the militarysecurityinteligence services we often think about. 

Q: Is there a relationship between data, information, knowledge, and/or intelligence? If not, 

please explain why not. If so, how would you describe this relationship? For example, does data 

produce knowledge, or does knowledge produce data? Are there times when these words can be 

used interchangeably? 

SF: Of course they are related, though with my rather loose definitions its quite hard to me to tie 

them together in a stable way (sorry!). 

I think OMS may have been operationally successful in part due to the mistaken 

interchangeability of these concepts (if not terms). As I pointed to earlier, once I had acquired the 

first pieces of data, my ability to leverage subsequent pieces of data out of the agencies that held 

them points towards a single piece of ‘data’ functioning as a piece of evidence that was treated 

by the deceived agencies as narritive-contextual-knowledge, giving the worker in the agency a 

false feeling of intelligence about ‘me’. Maybe. 
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Q: What is the role of data, information, knowledge and/or intelligence in your artistic practice? 

For example, is data, information, knowledge, and/or intelligence the material for your work, is it 

something that your work produces, or both? 

SF: Thinking in the past tense, my work looked to operate in the gaps between different agencies 

working with data-surveillance. In Britain, state-level institutions’ data collection is not very 

joined together (though this is slowly altering at the moment), leaving lots of room for 

manipulation in between. As such, I was always very conscious not to approach these 

surveillance networks as a monolithic ’the system’ but instead to see a number of isolated, 

selfish, quiet little systems, each looking after their particular concern. So maybe it was rather 

the HR makeup of datasurveillance agencies that was the material for my work, rather than any 

of these terms themselves. 

Though in another sense, knowledge of how such systems functioned was key to approaching 

this kind of work - learning these systems was a consciousness raising exercise that was in part a 

mirror of the systems I was interrogating. As a practice, I think my work was 

using/producing/enacting all of these terms. 

Q: If your artwork produces data, information, knowledge, and/or intelligence, how does it do 

so? Can you give specific examples? Does your artwork produce something qualitatively 

different, or similar to, an intelligence agency? If your artwork does not produce data, 

information, knowledge, and/or intelligence, is there a better way to describe how your work 

functions? 
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SF: There are times when my work has definitely mirrored the kinds of information and 

knowledge that an intelligence agency generates, particularly in my works looking at, and 

connecting up, job adverts to build a HR map of secretive institutions - with no evidence but 

common sense, I am totally sure there are similar maps made with similar methodologies in rival 

institutions. Please see my website for specifics. 

In OMS I think the outcome was distinct from the things produced by an intelligence agency, 

despite the object itself being essentially identical to one that was actually produced by such an 

agency. Context and viewer-deduced-narrative gave the object, the wallet and documents, a 

meaning, an affect, that operates on a different plane to data and the related other terms. 

Q: Intelligence analysts often explain their practice in terms of informational metaphors 

(haystacks, bodies of water, silos, stovepipes, road maps, jigsaw puzzles, connect the dots, etc.). 

The most common metaphor is the mosaic metaphor—the notion that combining seemingly 

insignificant pieces of information can lead to unforeseen insights. Do you think that the mosaic 

metaphor could be used to explain your process when you make work about surveillance 

techniques/technologies/intelligence practices? For example, do you think it is accurate to say 

that you assemble pieces of information together to understand how an intelligence agency 

operates or how the public can be surveilled? If so, please explain. If not, would there be a better 

metaphor or way to describe your working process? 
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SF: A mosaic as metaphor is not a bad one, as it speaks to the combining of elements to build 

something bigger, not initially visible. But, thinking particularly about OMS, I wonder if a better 

metaphor might highlight a quite linear, single direction to the building of the picture - that each 

element, when used along this those already gathered, leads directly to the next. I’m not sure 

what this metaphor would be though… 

Q: Does your artistic research have an epistemological method, or way of knowing? If so, how 

would you describe it? If not, is there another way you would describe your working method? 

SF: I have always approached my practice, then and now, from an activist position. 

Q: Would you use any of the following words to describe your artistic process: theoretical, non-

theoretical, philosophical, conceptual, intuitive, poetry, craft, imagination, analysis, analytics, 

science, metaphysics, empirical, inductive, deductive, abductive, diagnostic, data-driven, 

knowledge-driven, speculative, practical, procedural, logical, non-logical, skillful, technical, 

reflexive? Please explain why or why not. Are there other terms that you would use to describe 

your artistic process that are not mentioned here? 

SF: I think my recent change in artistic concerns is in part because the the practice my previous 

work emerged was too close a mirror to the things I was interrogating. To let the target define the 

terrain, while doing useful things in a performative sense, leaves little room for an alternative 

creative impulse. 
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So, OMS, in practice: analysis, analytics, empirical, deductive, data-driven, knowledge-driven, 

practical, procedural, logical, skilful, technical. 

The object outcome of OMS (wallet), on the otherhand, seems to me to be an object that hold 

quite a different register to the way it was constructed. 

OMS object outcome: theoretical, philosophical, poetry, conceptual, metaphysics, speculative 

While to me this feels like a successful outcome, I would find it much more personally fulfilling 

if my practice itself can function more like the latter, rather than just the outcomes of my 

practice. 

Q: When dealing with the topic of surveillance and/or intelligence agencies, have you ever had 

to make an artwork or argument where you have missing or incomplete information? If so, how 

do you approach this kind of speculation? Do you have any techniques for dealing with missing 

or incomplete information? 

SF: Yes, for example my workshops looking at security service job adverts. In these participants 

and I would collectively try to deduce what would be taking place in the job beyond what was 

stated in the advert. Speculation was at the heart of these works, functioning as the trigger and 

skeleton for wider discussions about organisational secrecy. Later on in the workshop, this kind 

of speculation would then become a demystifying exercise, likening this specific kind of 
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surveillance work to the more mundane types of surveillance work that is present in almost all 

paid labour positions. 

So, throughout, I would use collective speculation as a tool for thinking more deeply about the 

texts and organisations we were speculating about. In the end, the accuracy of our assumptions 

wasn’t as important as these other elements, though I do think the steps taken in deducing would 

work as a method for more accurate discovery, given more data… 

Q: Do you have any other thoughts about data, information, knowledge, intelligence, or any 

other thoughts on your work that haven’t been addressed in the questions above? 

SF: I am very conscious to always think in terms of ‘surveillance workers’, rather than 

intelligence agencies or the like. This is, in part, an effort not to understate all the commercial 

surveillance that takes place in our lives, surveillance that is probably more impactful day-to-day 

for most of us. But more than this, I also think it helps to undercut whichever agency one is 

thinking about, by splitting it up into workers. Seen as a whole the agency can be intimidating 

and opaque, but when one considers the bored, tired, unmotivated wage-worker behind a screen, 

just doing their job, not caring about it as much as we care in thinking about it, possibilities to 

counter, evade, and play with the institution, and/or that particular speculated-at worker, become 

far more manageable. 

My other note is just to reiterate how isolated I found each individual agency I was playing with 

for OMS. I think artworkers, progressive thinkers and the like have the ability to be much better 
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at collaborating than agencies, institutions and commercial enterprises are. Despite the 

discrepancy in power and resources, I think this observation offers some hope. 

These questions have been really productive for me to think about, and have helped me to 

identify stronger relations between my current practice and my work circaOMS - thank you! 
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Appendix 4. 

Derek Curry Interview 

In-person interview conducted on May 12, 2018. 

Question: I have been studying intelligence analysts and how they conceive of their analytical 

practice, especially how they conceive of data, information, knowledge, and intelligence. I am 

writing the final section on artists who have investigated the surveillance state. I am specifically 

interested in The Crowd-Sourced Intelligence Agency and the use of informational mosaic 

building to build an artifact replicating aspects of OSINT processing systems to give participants 

first-hand experience with how these technologies process, frame and recontextualize social 

media posts. Please consider the following questions in the context of The Crowd-Sourced 

Intelligence Agency. 

How do you define data? 

Derek Curry: I don’t usually try to define data [1:20] 

Data is something that varies from application to application. Whenever you try to collect data 

you have to define what it is you’re trying to collect each time. And so depending on what you’re 

doing, or what you need to know, or what you need to measure, you have to decide what is 

measurable and how your going to measure it and what is it that you’re going to store and 

possibly what you’re going to use it for later. [2:08]. 

352 



  

 

           

        

          

 

       

 

                

              

 

 

               

             

              

 

           

              

       

            

              

       

 

     

When you’re programming something you make these choices as you go, so I think that data is 

something that comes into existence when people decide there is something they need to 

measure. Artifacts that result from a process of collecting and measuring. 

Q: Does data represent facts in the world? 

DC: Sure, it’s sort of like a metaphysical question, and what you define as the world and what 

you define as facts. You can change what you mean by facts in the world to make that a true 

statement. 

Does data have a 1 to 1 correlation to events in the world? It can. I don’t think they are mutually 

exclusive. 3:32 But I do think that you could collect data that don’t have any correlation to the 

events or objects that they were meant to correlate to. Noise is an example. 

[3:45] intelligence agents: you start sweeping up all the metadata that you can collect form an 

online platform, like a social media site, those things may or may not correlate to anything 

meaningful. They obviously were generated by something. Sometimes it can be completely 

erroneous. [4:25] When you look at the geographical data, sometimes when I’ve tried to plot it 

on a map it ends up somewhere in the middle of the Atlantic ocean which is obviously not true, 

unless they were on a boat which seems unlikely. 

Q: How do you define information? 
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DC: I never really tried to define information. I know that most people think that information is 

something that data is the raw material for. 5:15 And again I think that is a case by case basis, 

that could be true, and perhaps, in like a laboratory setting you have complete control over the 

data, and how you created the data and how you manipulate it. That could result in information. 

For example if you are trying to figure out when water boils or any chemical substance, you 

know, what is the flash point of something. In that case, data could turn into information. 

I think it is dangerous to think that this is something that always happens and if you can produce 

something that looks like data you’re always going to be able to produce information. [5:46] 

That’s like saying anytime you see a bunch of words there is something meaningful there. The 

Dadaists would strongly contest that. [6:00] 

Q: Is information distinct from data? 

DC: Yeah. I think people know things without having to go through the process of collecting 

data and processing it. [6:20] 

I know a lot of people think the brain sort of works like a computer, and that’s what they do in an 

unconscious and intuitive way, but I don’t think so. [6:30] 

That book I’m reading, Thinking Fast and Thinking Slow, talks about how there are two 

different types of thinking, and that makes sense to me, I think there could even be more. But I 
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think that people are able to get information from all sorts of things that don’t involve a calculus 

of some sort. Sensory input doesn’t necessarily work in the data information configuration. 

Q: How do you define knowledge? 

DC: Knowledge is what you know. It comes from gnosis, or knowledge, to know. [7:33] 

And I don’t think it is related to data or information necessarily either. Again those things could 

pertain to what people used to create the knowledge that they have. But there are other things at 

play too, like introspection, self-reflexivity, other types of conceptual frameworks that people 

may have, epistemologies, religions, things like that, they all work on what you eventually 

produce as knowledge, or what you hold as knowledge. 

Q: How do you define intelligence (the term intelligence pertains to military, political, and/or 

intelligence agencies, rather than intellectual capacity)? 

DC: [8:40] I would define it, probably using the word information, but since I was a little 

slippery in what information is… I think that intelligence would be—I don’t want to make it 

sound like I think they have absolutely no idea what they are doing, but I think it’s the sum total 

of the… 

[9:14] It’s the things they collect combined with what they think they mean, and how they think 

they can be applied, which may or may not be true. I think there is a lot of metaphysical stuff that 
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goes on in that process, and I don’t think that’s necessarily a bad thing, I think those intuitions 

that people have are sometimes the most important part of the process 

[9:45] to pretend they don’t exist I think is a mistake. I think that the best thing they could do is 

be aware of them, and understand that they may be based on things that aren’t part of the 

situation but an artifact of their own belief system, or something like that, so they could be 

wrong. 

[10:17] So intelligence, I would define it as the meaning created from the activities that they 

pursue. 

Q: Is there a relationship between data, information, knowledge, and/or intelligence? For 

example, does data produce knowledge, or does knowledge produce data? 

• If not, please explain why not. 

• If so, how would you describe this relationship? 

DC: [10:45] I think they are related, but I think they’re relation depends on the specific 

situations and I don’t think that there has to be a relationship between them. Like I don’t think 

that knowledge always has to come from data. [11:03] 

[11:07] I don’t think that as Galloway thinks, that information is formed data. I think that 

information can come without form. 
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[11:25] There’s cognitive processes at work here that computationalists like to describe in terms 

that also pertain to how computers function and I don’t think that’s always the case. 

[11:47] If we’re talking specifically about what computers do, the relationship between data and 

information might be a direct result of the program that you’re running. But knowledge is not 

something that computers are capable of. So it would break down there at least you know if not 

before then. 

Q: [12:20] you think that computers are capable of intelligence? 

DC: Intelligence in the sense of human intelligence or in terms of what intelligence agencies 

look for? 

Q: Either one? 

DC: [12:37] Sure I think they are capable of doing what intelligence agents do with them. I 

guess they have to be because they use computers for this all the time. But I don’t think that, if 

we’re talking about AI, there’s multiple definitions of that and I think that some of them are 

loose enough that you could say that computers are capable of some forms of intelligence. 

[13:03] But again, this is a language game. This is people redefining what intelligence means so 

that it can be applied to computers. If we’re talking about what the human mind does, I wouldn’t 

say that computers are incapable of that, but they haven’t done it yet. And I don’t think they’re 
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all that close on the path that they’re headed. 13:21 I don’t think that silicon transistors are going 

to be the answer to that, and frankly I don’t even know why we would even want to try that. I 

mean we have enough humans doing that kind of cognitive work. 

[13:40] I think maybe we should let computers do what they are good at. 

Q: Are there times when these words can be used interchangeably? 

DC: [14:10] Yeah, I think that’s fine, that actually happens all the time. 

[14:20] Again I think it’s another language game, I think that as long as you’re talking about 

something so loosely that it doesn’t matter, sure. But if you’re writing a paper about AI, I think 

you should probably nail down what these things mean and be very specific and define it for 

your reader. 

[14:43] I think there’s problems that result from the loose meanings of these words. And aside 

from being like the word police, and establishing some sort of political correctness for talking 

about data, like digital correctness where you have to use these words when they only pertain to 

x, y and z. 

[15:12] I think maybe a better solution would be to stop using the words when you’re talking 

about technical processes, which is a little weird because they were technical terms to begin 

with. But the problem really arose when there was this interdisciplinary exchange between 

engineers and psychologists and they both tried to appropriate the terms for their own uses. And 
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then when these interdisciplinary researchers would read the research from another discipline, 

they would interpret what that word meant within their own discipline. 

[15:49] I’ve been meaning to write about this as a type of interdisciplinary ontological 

relativism, in the way that Quine would look at other cultures and talk about how when we hear 

people from another culture speaking in another language say something, we always interpret 

what they mean in terms of our own metalanguage, so the object language of the culture being 

observed is translated into the metalanguage. So we’re never actually going to understand the 

ontology of the other culture. And I think In the same way, every discipline maybe doesn’t have 

its own ontology, I think sometimes they do, but they do have their own epistemology. And I 

think that when you deal with interdisciplinary research, that problem of ontological or 

epistemological relativism is something that is usually not even thought about. 16:48 

[17:00] not that some people haven’t, I think that Norbert Wiener, he talks about this, Donald 

Schon talks about this, Philip Agre talks about it. It’s not something that that’s gone 

unrecognized. But I think that when interdisciplinary research starts, this should be at the 

foreground. If you’re really trying to generate new knowledge, you need to understand how you 

are creating it, and what are the epistemological foundations for truth, what’s the ontology we 

are dealing with, and what constitutes knowledge. And this would make research take a lot 

longer but I think that in the end what you would have would be like a much more solid 

understanding of what you did. Perhaps that’s not as useful as a squishy thing that can be then be 

sited in journals across 20 different disciplines because it can mean almost anything once people 
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interpret it in terms of their own field’s understandings of the words. [18:00] But I think in terms 

of actually doing research it would be much more robust. 

Q: I’m guessing you’re not making a distinction between research and practice? Do you think 

looseness of terminology that is in an interdisciplinary area, do you think that this this has an 

impact on a practice? Clarifies that I’m referring to intelligence agencies and artists investigating 

the surveillance state. Do you think that definitional clarity is meaningful to your practice or to 

the practice of other practitioners? 

DC: [19:20] No, not in the practice itself. I think that one of the really valuable things about 

having a material practice as an artist is that I don’t use language when I’m making stuff. Like 

you’re dealing with this thing and you are directly engaging with it and you don’t have to say 

this is data and this has to do this and it’s this thing that you’re playing with and I wouldn’t say 

necessarily a toy but it becomes something like that, it’s malleable. 

[20:00] The word define means to fix something, to nail it down, it has to be this. And I think 

one of the valuable things about having an artistic practice or any creative practice is you don’t 

nail things down, they are squishy like clay while you are engaging with them, and upon 

reflection then definitions become more important. but it’s usually in terms of, what did I 

produce, or what did we produce, and how does that relate to other people that deal with the 

same type of material, and how is it similar how is it different. 
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[20:52] What they mean specifically isn’t important, rather, it’s like a comparison. I don’t know 

about other researchers or like if we are talking about an engineer or something. I don’t know. I 

think there are probably some instances where they should be more careful than an artist would 

be. 

[21:25] But if you are really just trying to make something new, I think it’s best to jettison as 

much language as possible. 

Q: What is the role of data, information, knowledge and/or intelligence in your artistic practice? 

For example, is data, information, knowledge, and/or intelligence the material for your work, is 

it something that your work produces, or both? 

• If your artwork produces data, information, knowledge, and/or intelligence, how does it 

do so? Can you give specific examples? 

• If your artwork does not produce data, information, knowledge, and/or intelligence, is 

there a better way to describe how your work functions? 

DC: It’s probably both of those things, but when I use it, it’s definitely the material. 

• Sometimes it creates even more of that. 

• 22:44 I think the most important part of that for me is to have something to work with. 

Q: if you’re saying the CSIA does not produce knowledge… 

• 23:05 [CSIA] oh, it does, but what goes into it is the important part of it for me. What 

comes out of it is, maybe I’m making a distinction between the academic side of it and 
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the artistic side of it, so it’s like a material for the artwork and then what it produces 

becomes something to examine. 

• Public dissentiment: different there, what comes out of it what that produces had to be 

very specific and had to produce the right thing or it wouldn’t work [me: a very specific 

type of information that’s being put out to be captured by…] exactly it had to be in a 

specific form, it had to be machine readable, and it had to be mostly correct or else it 

wouldn’t do what it needed to do at all 

• With the CSIA, it wasn’t as important because we were just trying to figure out what’s 

produced [24:30] 

• It’s interesting because it was more effective than I initially thought it would be [24:36] 

• It didn’t have to produce specific knowledge, if anything I had slightly more faith in 

intelligence analysts afterwards 

• The biggest problem is we are probably more self-reflexive and critical, unexamined 

errors 

Q: Does your artwork produce something qualitatively different, or similar to, an intelligence 

agency? 

DC: [26:55]qualitatively very different than what they’re doing, when they don’t want anyone to 

see, we are trying to create a dialogue when they are trying to pretend like there is nothing to talk 

about 
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Research that we produce: huge difference, hasn’t seen a lot of legitimate research on how these 

systems work, most of it is marketing material, there’s a huge qualitative difference: are we 

really sure that we want this to happen, and what is it really doing? We are trying to raise 

questions and not provide answers. [28:14] 

In terms of how the systems work, I’m assuming their systems work better, I hope they do. Not 

that ours is terrible, but they’ve got thousands of people working on it, and it’s just us two. 

Q: Intelligence analysts often explain their practice in terms of informational metaphors 

(haystacks, bodies of water, silos, stovepipes, road maps, jigsaw puzzles, connect the dots, etc.). 

The most common metaphor is the mosaic metaphor—the notion that combining seemingly 

insignificant pieces of information can lead to unforeseen insights. Do you think that the mosaic 

metaphor could be used to explain your process when you make work about surveillance 

techniques/technologies/intelligence practices? For example, do you think it is accurate to say 

that you assemble pieces of information together to understand how an intelligence agency 

operates or how the public can be surveilled? 

• If so, please explain. 

• If not, would there be a better metaphor or way to describe your working process? 

DC: [30:00] not exactly, I think it’s similar to the mosaic in that we find pieces to a larger 

picture and then instead of looking for the missing pieces, we treat it like a coloring book and 

just fill it in, I know they use connect the dots, and I don’t know because I’ve never been an 

intelligence agent but my hunch [30:51] is that this is very similar to what they’re doing as well, 
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where they have a couple of pieces and they just make up the rest, and they assume that because 

they have this methodical process it must be correct or something close to correct. 

[31:15] it’s probably more like what archeologists do when they find dinosaur bones, and I once 

heard an archeologist explain that the process of reassembling a dinosaur skeleton would be a bit 

like if several million years from now, a future culture stumbled across from a junkyard and they 

tried to reassemble cars and they would take the front panel from a ford and put it on a Chevy 

and cars that were built 70 years apart would be put together and since they sort of fit they 

assume that this must be what the car looked like, we find this all the time now with dinosaurs 

where they think “this dinosaur never actually existed” or it turns out this head was on the wrong 

skeleton for 70 years. [32:10] 

Maybe that’s a better metaphor, will never catch on, dinosaur metaphor. 

[32:39] metaphors are tools to help you look at something differently and they are not to be taken 

for what you are actually doing, I totally agree with Donald Schön and how he talks about how 

metaphors can make you see something differently and he talks about the metaphor of the 

paintbrush as a pump, helping people who are developing paintbrushes come up with better 

bristles, but you can’t actually use a paintbrush as a pump you need to be hyper aware of the 

metaphors that you are using, use them [33:21] as much as you want and absolutely use them 

because they help you look at things differently but understand that you couldn’t possibly be 

doing the same thing 
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Q: Does your artistic research have an epistemological method, or way of knowing? 

• If so, how would you describe it? 

• If not, is there another way you would describe your working method? 

DC: [34:05] I would describe it as either epistemological anarchism, or a type of pragmatism, 

maybe, not in the William James sense, though possibly, but more in the Roosevelt sense: let’s 

try something and if it doesn’t work let’s try something else, or maybe even if it does work let’s 

try something else too, maybe everything works, I’m really more aligned with Paul Feyerabend, 

I think epistemologies are like metaphors, they are frameworks for giving you a place to start, 

but nothing more than that, they are interchangeable, replaceable and modifiable 

34:55 they’re not these solid things that they’re sometimes treated as 

Q: Would you use any of the following words to describe your artistic process: theoretical, non-

theoretical, philosophical, conceptual, intuitive, poetry, craft, imagination, analysis, analytics, 

science, metaphysics, empirical, inductive, deductive, abductive, diagnostic, data-driven, 

knowledge-driven, speculative, practical, procedural, logical, non-logical, skillful, technical, 

reflexive? 

• Please explain why or why not. 

• Are there other terms that you would use to describe your artistic process that are not 

mentioned here? 
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DC: [36:01] maybe almost all of them, I would describe my process as kind of how I was taking 

about my position towards epistemology, it’s definitely theoretical but not always, I wouldn’t say 

it is ‘non’ anything. Its data-driven sometimes, knowledge driven sometimes, speculative when it 

has to be, I don’t start there but sometimes some sort of speculative judgments are necessary, 

practical – always practical, sometimes procedural, logical if possible, non-logical if it has to be, 

skillful usually something I don’t have a skill do to and I have to figure out that part, technical 

yes, it’s always technical, always conceptual , I’d like to say it’s always poetic, although 

sometimes maybe it falls short there, always intuitive 37:42 

I really was influenced by the way that Bruce Nauman approached art making, and I still am, 

even though I’m not so aligned with the work that he makes, or making those types of objects 

but the idea that there is this tension between what you know and what you don’t know, and it’s 

that tension creates something that’s poetic or artistic 38:27 

I think that’s the role of the artist, to find the limits between what you know and what you think 

you know and how you think you know it, and when there is some ambiguity there, that’s when 

you have art because you have people reexamining things that they think they understand and 

looking at it in new ways. I don’t think they are just giving someone something totally new, like 

“you’ve never seen this before” so you have no preconceptions, that’s just spectacular, that’s not 

art [39:00] Art needs to be reflexive, not necessarily critical, but a process of examination. 

Q: Playful? 
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DC: I think so [39:28], Duchamp, part of why I got interested in games, games are structured 

play, although I think you can play without games 

Q: Other terms? 

DC: Edgar Allen Poe quote: finding the balance between finite mathematics and poetry, they 

aren’t terms, but if I had to sum it up, that’s what I’ve been trying to do. 

Quote by Nauman: when language ceases to be a useful thing for communication that’s where 

poetry or art happen, I’ve been trying to do the same thing with knowledge, when knowledge 

ceases to be this useful thing for applying to the world, which it always does, right? if we had 

infinite knowledge and knowledge was infinitely useful, we know more things now than we ever 

did in history so apparently knowledge isn’t all that useful, because we still have a lot of 

problems [41:27] and maybe that’s part of the problem is we put too much emphasis on what we 

know, we have all this information, but maybe that’s not the solution. [41:40] 

Q: When dealing with the topic of surveillance and/or intelligence agencies, have you ever had 

to make an artwork or argument where you have missing or incomplete information? 

• If so, how do you approach this kind of speculation? 

• Do you have any techniques for dealing with missing or incomplete information? 

DC: [42: 28] I am trying to think of a time when I ever didn’t have to do that…if you were to 

make an argument with complete information you just wouldn’t bother right? 
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Q: Techniques? 

DC: That’s why I’m always learning new things, whether it’s cognitive tools or physical skills or 

something in between, it’s the process of dealing with it that creates the artwork. And maybe 

that’s why people say that our artwork is so all over the place. 

43:54 there’s definitely a common thread and I think that’s the thread, the process of trying to 

deal with something that’s incomplete. Because if it’s complete it’s not an artwork, it’s like a 

model or something that you just built. It’s like if you follow a tutorial online to make artwork 

like bob ross, you didn’t make artwork, you followed a thing and there is no exploration. If there 

is complete information, then there is no exploration. Different artists deal with that in different 

ways. Some artists take something complete and they remove parts of it and fill it in with their 

own idiosyncrasies or they are deliberately idiots so there is a lot to fill in. how you deal with it 

is always what makes it… 

Q: Artifact construction, dealing with gaps, reverse engineering? 

DC: [45:23] yeah I think so if we are talking about the CSIA that’s definitely what we did. Or 

public dissentiment. 45:42: you put the other stuff together, that’s how we came to the 

conclusion that we need the corpus to train something on, because we built what we did have, 

not that that was totally complete but we had enough of it to see what we were missing and of the 

things that we are missing, what is actually important and it turns out it was the training corpus. 
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[46:10] with public dissentiment its different it’s like access. The information is all right there 

the problem is that you don’t have the technology to leverage the information faster than other 

traders. The SEC doesn’t have the ability to access the information in real time or in small 

enough granularity to actually catch people. 

Q: Do you have any other thoughts about data, information, knowledge, intelligence, or any 

other thoughts on your work that haven’t been addressed in the questions above? 

DC: I talked about this earlier but in terms of data information knowledge, it’s not that its 

unimportant, but I think its overemphasized. [47:16] I think there’s a lot of other things that 

happen in terms of not just intelligence gathering, but art making and anything that deals with 

computers or the digital that’s just being completely ignored for practical reasons, like it is hard 

to measure or account for. And I don’t have a propensity for the metaphysical but I think to 

ignore that is also a mistake [48:07]. I think maybe it would really help if there were more artists 

that could deal with both the metaphysical and analytical in a pragmatic way to show that there is 

a tension between those two things. 
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Appendix 5. 

Grayson Earle Email Interview 

Email responses to interview questions received on March 6, 2018. 

Question: How do you define data? Does data represent facts in the world? 

Grayson Earle: I see data and factual information as completely different things. And I say this 

as a Marxist/materialist. As with most of my thinking in this area it's less academic than it is 

playful. I define data as what is gathered about people to be used for either surveillance or 

marketing. 

Q: How do you define information? Is information distinct from data? 

GE: Yes. It's sort of a classic square/rectangle distinction for me. Information encompasses more 

than just data. Information is shared, while data is collected. If information is "how to get to the 

store" then data is "the most efficient way to get to the store" or "how person A got to the store." 

Q: How do you define knowledge? 

GE: I get into trouble with most academics these days ove this one. I am perfectly happy to 

ignore what Post Modernism has to say about knowledge and truth. I think we know space when 

we can explore it. There is universal truth and we know more about it than we did when our 
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species came into existence. I don't think of this in a spiritual sense. I see knowledge as a 

measure of how much truth one is aware of and can apply. 

Q: How do you define intelligence (the term intelligence pertains to military, political, and/or 

intelligence agencies, rather than intellectual capacity)? 

GE: Intelligence is a measure of how much data a state apparatus posseses about a person or 

location. 

Q: Is there a relationship between data, information, knowledge, and/or intelligence? If not, 

please explain why not. If so, how would you describe this relationship? For example, does data 

produce knowledge, or does knowledge produce data? Are there times when these words can be 

used interchangeably? 

GE: I feel fairly comfortable describing knowledge and intelligence in the same way that I 

described data and information; Knowledge encompasses many things and one of these things is 

intelligence. 

There are some circular relationships in how one produces the other: Intelligence dictaces how 

information can be transformed into data, and knowledge determines how to apply data. But 

once data is applied, it produces more inforrmation that intelligence needs to turn into data. 
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Q: What is the role of data, information, knowledge and/or intelligence in your artistic practice? 

For example, is data, information, knowledge, and/or intelligence the material for your work, is it 

something that your work produces, or both? 

GE: In my NSA Game "Terrorist Threat or Harmless Phrase?" I toy with the relationship 

between these things a bit. All of the NSA watch words are stored as data, as they are in reality 

for the NSA, but when playing the game players are asked to choose which of two words on the 

screen are not in that dataset. After getting a question wrong, players typically shift from playing 

intuitively (applying knowledge) to thinking like an intelligence agency. In a way this shows the 

large gap between knowledge and intelligence, when considering the state surveillance 

apparatus. What it measures is completely irrational, though its supposedly a product of total 

rationality. 

Q: If your artwork produces data, information, knowledge, and/or intelligence, how does it do 

so? Can you give specific examples? Does your artwork produce something qualitatively 

different, or similar to, an intelligence agency? If your artwork does not produce data, 

information, knowledge, and/or intelligence, is there a better way to describe how your work 

functions? 

GE: In that same game, when the player wins, she is asked to enter a new word into the database. 

This produces data, but with an inverted purpose of jamming the surveillance apparatus. The 

better (more confusing) the word is, the more effective it is. It's a purposeful production of bad 

data. 
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In NSA Self-Portrait, I send a binary image of myself to the NSA about once per minute. I'm 

producing information in the hopes that it gets turned into data by the NSA and stored in their 

archive. In this way, I can be certain that my work is archived to the highest degree possible. 

Q: Intelligence analysts often explain their practice in terms of informational metaphors 

(haystacks, bodies of water, silos, stovepipes, road maps, jigsaw puzzles, connect the dots, etc.). 

The most common metaphor is the mosaic metaphor—the notion that combining seemingly 

insignificant pieces of information can lead to unforeseen insights. Do you think that the mosaic 

metaphor could be used to explain your process when you make work about surveillance 

techniques/technologies/intelligence practices? For example, do you think it is accurate to say 

that you assemble pieces of information together to understand how an intelligence agency 

operates or how the public can be surveilled? If so, please explain. If not, would there be a better 

metaphor or way to describe your working process? 

GE: I try to operate as intuitively as possible when producing creative work. Which is to say that 

I don't really think about these things. That said, when I apply this framework retroactively I can 

see that often my work is a combination of two disparate things. Bail Bloc uses cryptocurrency 

mining, a tool designed for personal gain, to collectively resist the prison industrial complex. Or 

Launch a Banker, which uses the innocuous form of the video game to inject overt political 

messages about capitalism. 
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Q: Does your artistic research have an epistemological method, or way of knowing? If so, how 

would you describe it? If not, is there another way you would describe your working method? 

GE: I would need to measure my cultural influence to 'know' for certain. And that is virtually 

impossible. NSA Self Portrait seems to poke fun at what knowledge we think we can gain from 

something like state intelligence. I use methods designed by SETI to upload my image in a way 

that could actually be received as an image. Much like SETI, the only way I could be certain that 

the NSA (the intended audience of the work) received my message is if they sent something 

back. And if they did, am I listening well enough? 

Q: Would you use any of the following words to describe your artistic process: theoretical, non-

theoretical, philosophical, conceptual, intuitive, poetry, craft, imagination, analysis, analytics, 

science, metaphysics, empirical, inductive, deductive, abductive, diagnostic, data-driven, 

knowledge-driven, speculative, practical, procedural, logical, non-logical, skillful, technical, 

reflexive? Please explain why or why not. Are there other terms that you would use to describe 

your artistic process that are not mentioned here? 

GE: Conceptual, speculative, practical, technical, philosophical. I would add to this list 

something addressing politics. For me the biggest division in art is whether something is political 

or not. And of course since everythign is political what I mean is whether or not an artwork is 

woke, or leftist. 
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Q: Do you have any other thoughts about data, information, knowledge, intelligence, or any 

other thoughts on your work that haven’t been addressed in the questions above? 

GE: This has all made me consider what an inverted state intelligence agency could look like. If 

we had a ministry of philosophy dedicated to developing and posing answers to questions that 

aren't answerable in the same way as “who might be a terrorist?.” Everything would necessarily 

be different: Data and information would collapse because it would be circulated, open source, 

and its container would always be in flux. We would use information to produce knowledge 

instead of the other way around. Intelligence would be shared. Etc. 
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Appendix 6. 

Mark Shepard Email Interview 

Email responses to interview questions received on January 26, 2018. 

Question: How do you define data? Does data represent facts in the world? 

Mark Shepard: I tend to agree with Rosenberg that our understanding of “data" has evolved 

over the past three centuries in relation to scientific and cultural shifts, especially in relation to 

notions of fact and evidence. The semantic function of data is explicitly rhetorical, whereas fact 

and evidence are less so. Rosenberg writes that data in the 18th century "went from being 

reflexively associated with those things that are outside of any possible process of discovery to 

being the very paradigm of what one seeks through experiment and observation.” Data is “what 

is given” (from latin “dare”) - i.e.: that with is given prior to argument. As argumentative 

strategy and context shift, so does the meaning of data. 

Q: How do you define information? Is information distinct from data? 

MS: Data are pieces of information. Information is broader than data in that it can also 

incorporate facts, evidence, signals, opinions, etc. 

Q: How do you define knowledge? 
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MS: See below 

Q: How do you define intelligence (the term intelligence pertains to military, political, and/or 

intelligence agencies, rather than intellectual capacity)? 

MS: Hmmm. Not sure how to reposed to this one. Military intelligence, political intelligence 

suggests organized data, facts and evidence to me. Intelligence resides in the capacity and 

process of differentiation and association. 

Q: Is there a relationship between data, information, knowledge, and/or intelligence? If not, 

please explain why not. If so, how would you describe this relationship? For example, does data 

produce knowledge, or does knowledge produce data? Are there times when these words can be 

used interchangeably? 

MS: Generally speaking, I agree with the DIKW pyramid 

(data>information>knowledge>wisdom) when speaking about their relationships. Each step up 

the pyramid involves some form of organization or interpretation, so information is organized or 

interpreted data, knowledge as organized/interpreted information, and so on. This model is not 

shared by all, and many critiques exist (Dewey, Capurro, etc). Depends on the domain/discipline. 

Q: What is the role of data, information, knowledge and/or intelligence in your artistic practice? 

For example, is data, information, knowledge, and/or intelligence the material for your work, is it 

something that your work produces, or both? 
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MS: When I’ve worked with data in my practice, I have focused on querying cultural 

perceptions of data and interpreting data in non-standard ways that aim to either raise awareness 

or change perceptions of its nature, role and attributes. I’m less invested in seeing my work as 

producing data, but am interested in its epistemological implications. 

Q: If your artwork produces data, information, knowledge, and/or intelligence, how does it do 

so? Can you give specific examples? Does your artwork produce something qualitatively 

different, or similar to, an intelligence agency? If your artwork does not produce data, 

information, knowledge, and/or intelligence, is there a better way to describe how your work 

functions? 

MS: My work produces meaning through the (primarily qualitative) affect brought about with an 

observing/particpating subject by organizing data and information in specific ways. 

Q: Intelligence analysts often explain their practice in terms of informational metaphors 

(haystacks, bodies of water, silos, stovepipes, road maps, jigsaw puzzles, connect the dots, etc.). 

The most common metaphor is the mosaic metaphor—the notion that combining seemingly 

insignificant pieces of information can lead to unforeseen insights. Do you think that the mosaic 

metaphor could be used to explain your process when you make work about surveillance 

techniques/technologies/intelligence practices? For example, do you think it is accurate to say 

that you assemble pieces of information together to understand how an intelligence agency 
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operates or how the public can be surveilled? If so, please explain. If not, would there be a better 

metaphor or way to describe your working process? 

MS: I don’t see my process that way at all. I typically start with a situation or scenario involving 

a technology, technique or practice and attempt to tease out the hidden agendas, latent biases, 

and/or assumptions at work. 

Q: Does your artistic research have an epistemological method, or way of knowing? If so, how 

would you describe it? If not, is there another way you would describe your process? 

MS: In my artistic research I am often interested in tacit knowledge, coming to know something 

through practice, something that often eludes writing or speaking about it. Which is not to say 

that it is not transferrable, but simply that it resists certain forms of codification. Gilbert Ryle has 

described this as “know-how” as opposed “know-that” (or “know-why,” “know-who”). Others 

refer to this as a form of embodied knowledge. 

Q: Would you use any of the following words to describe your artistic process: theoretical, non-

theoretical, philosophical, conceptual, intuitive, poetry, craft, imagination, analysis, analytics, 

science, metaphysics, empirical, inductive, deductive, abductive, diagnostic, data-driven, 

knowledge-driven, speculative, practical, procedural, logical, non-logical, skillful, technical, 

reflexive? Please explain why or why not. Are there other terms that you would use to describe 

your artistic process that are not mentioned here? 
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MS: Theoretical, conceptual, craft, imagination, inductive, reflexive come to mind. 

Q: Do you have any other thoughts about data, information, knowledge, intelligence, or any 

other thoughts on your work that haven’t been addressed in the questions above? 

Q: When dealing with the topic of surveillance and/or intelligence agencies, have you ever had 

to make an artwork or argument where you have missing or incomplete information? If so, how 

do you approach this kind of speculation? Do you have any techniques for dealing with missing 

or incomplete information? 

MS: I deal with incomplete or missing information all the time. I relish it. This opens a space for 

inference, postulation, provocation and incitement that may be plausible but not necessarily true. 

Gaps produce doubt and destabilize authoritative and conclusive statements which I often find 

foreclose on the imaginative/interpretive capacities of the observer/participant. 
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Appendix 7. 

Trevor Paglen Email Interview 

Email responses to interview questions received on January 31, 2018. 

Question: Does your artistic research have an epistemological method, or way of knowing? If 

so, how would you describe it? If not, is there another way you would describe your working 

method? 

Trevor Paglen: --- THis might sound a little mystical, but the way I work is to learn as much 

about something as possible and try to see it in as many ways as I can. Ideally a unique 

methodology to each project organically emerges from the empirical work. 

Q: When dealing with the topic of surveillance and/or intelligence agencies, have you ever had 

to make an artwork or argument where you have missing or incomplete information? If so, how 

do you approach this kind of speculation? Do you have any techniques for dealing with missing 

or incomplete information? 

TP: -- Yes constantly. In art it's not a problem at all because it can be open ended. The trick is to 

have some intellectual self-discipline to not fill in gaps with things that you imagine. This mostly 

comes up when I give lectures and lay out evidence - I'll be very clear about possible conclusions 

with the caveat that there is incomplete information. An obvious example would be the 
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discussion of the "PAN" satellite that's part of a talk I gave at the Chaos COmmunicatino 

Congress and is on Youtube 

Follow up response received on May 9, 2018. 

Q: In response to my question about epistemological methods, you mentioned that “Ideally a 

unique methodology to each project organically emerges from the empirical work.” Would you 

describe this as a practice-based methodology, or would it be more accurate to describe it along 

the lines of tactical media: by any method necessary? 

TP: Practice-based methodology, I suppose 
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Appendix 8. 

Grayson Earle Follow Up Email Interview 

Email responses to interview follow up questions received on May 8, 2018. 

Question: In your responses, you talked briefly about how information encompasses more than 

data, intelligence is comprised of data, and knowledge is “a measure of how much truth one is 

aware of and can apply.” Do you think that data and/or information relate to truth, as well, or is 

truthiness a quality that is specific only to knowledge? 

Grayson Earle: I think data can help us approximate truth, but it does seem as though at some 

point it only ends up revealing problems with our paradigm. The double slit experiment, for 

example, betrays our scientific paradigm that positions consciousness on top of chemistry on top 

of physics and so on. So at a certain point it's not really telling us anything about truth, other than 

the fact that we don't have it. 

Q: I’d like to hear more about the circular relationships that you talk about between data, 

information, intelligence, and knowledge. You mention that “once data is applied, it produces 

more information that intelligence needs to turn into data”: can you explain this process a little 

bit? What is the process by which intelligence turns information into data? 
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GE: I guess I'm thinking about corporate or state structures in that circular relationship; Google 

uses intelligence (or strategy) to decide how the mass of geographic information they posses 

ought to be data-ified. This requires a strategy of course because it needs to be accessible, but 

also compressible, useful for advertising, upgradeable, etc. But once this system is in place, 

people using the system produce all sorts of new data, like traffic patterns and whatnot. So then 

they need to strategize about how to put all this new data back to work, and you get something 

like Waze. Or in many cases, you just get fundamental system changes to the underlying 

strategies for data collection. And I think this never ends, and Google is a great example of that. 

In Ex Machina they make a really interesting prediction that all the search queries people make 

on a daily basis will eventually turn into data with which to produce super intelligent AI. And as 

of today, that theory has been somewhat validated after the IO Conference. 

Q: In your final response, you mention that if intelligence agencies were inverted, “we would 

use information to produce knowledge instead of the other way around.” Can you elaborate upon 

this? Why is it preferable to use information to produce knowledge? Can you give an example of 

how knowledge is used to produce information or vice versa? 

GE: To be sure, capitalism (and to a lesser degree statism) is in my mind what dictates the 

direction of the relationships discussed. So when I say that knowledge is used to produce 

information, I mean that people like artists are turned into advertisers, psychologists are turned 

into scholars of consumptive patterns, etc. Everything flows in the direction of being sent over 

telephone lines. A reversal of that would be our species taking time to analyze itself in a useful 

way. It would be to organize information in a completely different way than it is now, such that it 
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is fully accessible and applicable. I think about Emma Goldman's theory of Mutualism where 

communities would have access to productive tools and cooperatives would emerge and create 

solidarity economies. This by the way would be wonderfully put to practice using 

cryptocurrencies! So I think what I'm alluding to is a reversal of the labor that converts 

knowledge into information. The first example of an artist is useful here because I think you, me, 

Derek, Tim, and Tra are all great examples of artists who use information to produce knowledge. 

Which might be to say that we produce intuition in our cultural artifacts, or something to that 

effect. 
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