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Abstract 

 

 In this thesis, error correction codes are used to increase the reliability of a Physically 

Unclonable Function (PUF) by reducing the Bit Error Rate (BER). Initially BCH codes are studied 

and implemented and their BER reduction seems to be 8.5%. Further LDPC codes are investigated 

and a class of them are implemented. Bit flipping decoding algorithm is implemented for decoding 

of these codes. This is a hard decision algorithm and is shown to be preferable when used for error 

correction of a PUF. Certain modifications are made to this algorithm to suit the output data set of 

a voltage divider array PUF. This error correction is realized for outputs of this PUF taken across 

varying environmental conditions and the average bit error rate reduction is seen to be 11%. LDPC 

codes are hence proved to be better than BCH codes. This implementation is also compared to 

other similar works and seems to produce equivalent results while being mathematically simpler 

to implement. 
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Chapter 1. Introduction 

1.1 Motivation 

 

For a long time now, Electrical Erasable Read Only Memories (EEPROM) are being used 

for applications that require embedded security such as credit cards, key-less entry systems and so 

on. The secret key is stored in the EEPROM. In other applications, Static Random Access 

Memories (SRAMs) with hardware cryptographic operations such as encryption are used. A 

disadvantage of using these practices is that they are expensive in terms of both area and power. 

Additionally, these practices are also susceptible to invasive attacks mechanisms.  These invasive 

attacks are capable of extracting information from chips and understanding their functionality. To 

protect the chip from these invasive attacks, additional tamper detection circuitry is required. This 

circuitry will lead to further increase in implementation area.  

A better alternative is to use Physically Unclonable Functions (PUF) for authentication and 

secret key storage. PUFs extract secrets from the unique physical characteristics of an integrated 

circuit that are caused due to manufacturing variations in the chip instead of storing secrets in 

digital memory. When an invasive attack is attempting to extract information from the circuit, it 

can only be done when the chip is powered on. And even if the chip is powered on, any invasive 

attack might end up destroying the uniqueness of the chip the digital signature is extracted from. 

Due to these reasons, PUFs do not require any anti tamper circuitry. Moreover, PUF circuits 

consume less power and area compared to EEPROM/RAM solutions.  
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Also, as the name suggests, these functions are unclonable. This means that when the same 

PUF model is implemented in different chips, the response generated by the chip to the same 

challenge would be different. This is shown in figure 1.1. These factors of uniqueness and 

unclonability, make PUFs the ideal for security and cryptographic purposes.  

 

 

Figure 1.1 Unclonability of a PUF 

 

 

One of the important metrics for the performance of a PUF is its reliability. This is 

characterized using the Bit Error Rate (BER) and Hamming distance. Theoretically, for a 

physically unclonable function to be reliable, for a given challenge, the response of the PUF must 

be constant, i.e. the hamming distances of the digital signatures created by the same challenge 

across different environmental conditions must remain the same.  

However, practically, the stability of these responses are affected by voltage variations, 

temperature variations, aging of the chip, etc. If the PUF responses become too inconsistent, it 

might fail to provide suitable authentication. Therefore, it must be made consistent over varying 
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environmental conditions. Figure 1.2 shows the dependence of the Bit Error Rate on temperature 

for a PUF based on Resistive RAM.  

 

 

Figure 1.2 BER Variation with Temperature [27] 

 

 One way to increase the reliability of the PUF is by using differential design 

methodologies. For instance, consider the example of a PUF based on gate delay. This gate delay 

might vary based on temperature, supply voltage and other environmental parameters. In the 

differential technique, instead of measuring the gate delay, the difference between gate delays of 

two identically designed distinct gates is measured. Using this, first order environmental 

dependencies are removed, i.e. any environmental factor will affect the two gates equally.  

 Still, in most cases, the inconsistency in responses exist. Hence, modern PUF designs 

employ error correction codes for increase in reliability.  
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1.2 Physically Unclonable Functions 

In [28], Gassend et al proposed the notion of a silicon Physically Unclonable Function to 

identify and authenticate integrated circuits (IC). Identification can be simply achieved by 

embedding a unique identifier in an ICs, but to enable authentication a secret key has to be stored 

in this circuit. A PUF is based on the intrinsic features of a physical system and its output is similar 

to a random function. The PUFs achieve physical uniqueness because no two ICs can ever be 

identical because of the process variations. There are two classifications of a PUF – Weak PUF 

and Strong PUF.  

Weak PUFs are the kind of PUFs that directly digitize some fingerprint of the circuit. This 

digital signature remains largely invariant and can only be interrogated by a small number of 

challenges [28]. In a weak PUF, the number of challenges is linearly related to the number of 

responses. One of the main example of a weak PUF is an SRAM PUF.   

 

 

Figure 1.3 6T SRAM showing cross-coupled inverter 
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In such a PUF, the state of an SRAM bit-cell during power on is used to create a PUF 

response. Figure 1.3 shows the picture of a 6T SRAM with the cross-coupled inverter. This state 

is caused by the metastability of the cross coupled inverters. This metastability settles to a certain 

value depending on process variations.   

Strong PUFs differ from weak PUFs in that they can support a large number of Challenge-

Response Pairs (CRPs). The relationship between the challenges and responses are exponential. 

Strong PUF can be directly used for authentication without using any cryptographic hardware 

while a weak PUF would require a supporting crypto-hardware. An example of a strong PUF is an 

arbiter PUF. Arbiter PUF is a type of PUF that uses the time difference of two delay line signals. 

Figure 1.4 shows an arbiter PUF.  

 

Figure 1.4 Arbiter PUF [28] 

 

The output, Y in this model depends on which delay path is faster. 
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1.3 Voltage Divider Array PUF 

Error Correction Scheme in this work is employed to improve the reliability of a voltage divider 

array PUF. A block diagram of the physically unclonable function is shown in figure 1.5. This 

block diagram consists of multiple copies of the PUF cell shown in figure 1.6 that are arranged in 

two dimensional arrays and the outputs of these arrays are all connected. Two of these arrays are 

built and given as input to a comparator.  

 

 

Figure 1.5 Voltage Divider Array PUF 

 

These two arrays consist of 60 PUFs each. Ideally, when there is no mismatch, the voltages from 

all these PUFs are equal. But practically, there are mismatches due to voltage variations. The 

effective output voltage is – 
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𝑉𝑐𝑚𝑖 =
𝑉𝑐𝑚𝑖1 + 𝑉𝑐𝑚𝑖2 +⋯+ 𝑉𝑐𝑚𝑖60

60
 

 

The output varies unpredictably based on the mismatch the output of the two arrays differ 

from each other. This output from the comparator undergoes majority voting giving the PUF 

response bits (1 or 0). 

The challenge input is given to the gate voltage of the PMOS M5. Depending on the 

challenges given to the 60 PUFs, some of them will contribute to the mismatch and some of them 

won’t. Hence the random output. 

 

Figure 1.6 Unit PUF cell 

 

The unit cell consists of an inverter with gate and drain shorted and hence acts as a voltage divider. 

The MOSFETs M1 and M2 operate in subthreshold region and the current vary exponentially 

based on the threshold voltage. The NMOS M4 provides biasing and the PUF cell is biased in 

weak inversion region. NMOS biasing is used to control the current through the PUF and the output 
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voltage. PMOS M5 is used as a sleep transistor. The MOSFET operation in subthreshold region is 

given by the equation –  

Ids = Is10(Vgs – Vth + λVds + γVds)/S(1 – 10-ηVds/S)   eq. (1.2)  

Ids = drain to source subthreshold current 

Is = nominal current 

Vgs = gate to source voltage 

Vth = transistor threshold voltage 

Vds= drain to source voltage 

Vbs = body to source voltage 

λ is drain induced barrier lowering coefficient 

γ is body bias coefficient 

η is subthreshold coefficient 

As the current is fixed by the bias voltage at the tail transistor, the voltage at the output is also a 

function of the bias voltage. When the mismatch occurs in the PUF cell, the threshold voltage 

varies. The variation in the threshold voltage causes the output of the PUF to vary exponentially. 
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1.4 Thesis Contribution 

In this work, initially BCH (Bose Hocquenghem Chaudhuri) Codes are investigated and then 

applied to increase the reliability of a Physically Unclonable Function based on Voltage Divider 

Array. Later, LDPC (Low Density Parity Check) codes are constructed and their ability to increase 

the reliability of the PUF across different environmental conditions are examined. The Bit Flipping 

algorithm is used to decode these LDPC codes and it is modelled based on a Binary Symmetric 

Channel to be implemented for error correction of a PUF. The decoding methodology is further 

modified to suit the output data set of the voltage divider array PUF. Compared to previous similar 

works, this thesis achieves about the same BER (Bit Error Rate) reduction but with reduced 

computation complexity. 

 

1.5 Thesis Organization 

The rest of this thesis is organized as follows. Chapter 2 introduces error correction and its 

applications. It also describes Galois Field mathematics and their role in error correction. Chapter 

3 deals with the literature review and gives an insight into previous works of error correction of 

different types of PUFs. Chapter 4 gives an explanation of BCH codes and the mathematics 

involved in the employment of their encoders and decoders. A MATLAB model of the code is 

described along with implementation and results. This is followed by Chapter 5, where LDPC 

codes are described, implemented and their results are discussed. Finally, in the conclusion 

chapter, both these codes are compared with each other and also the result obtained from this work 

is compared with other works. 
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Chapter 2. Error Correction and Galois Fields 

2.1 Introduction to Error Correction 

Error Correction is majorly used in communication channels as a method of adding redundancy to 

data [1]. Many communication channels are subject to channel noise, and thus errors may be 

introduced during transmission of the data from the source to the receiver. In such a case, the 

original data can be reconstructed using the added redundancy. A typical error correcting code 

comprises of an encoder and a decoder. The encoder adds redundant data to the message and the 

decoder uses the same to check the consistency of the received data and retrieves the original data 

if corrupted. Error Correction Codes can be divided into two broad classes – block codes and 

convolutional codes. Block codes are a class of codes that operate on a fixed number of bits at a 

time. Convolutional codes on the other hand are a class of codes where the codeword output is a 

function of both the input message and the internal state.  

 

 

Figure 2.1 Error Correction in a Physically Unclonable Function 
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For a given challenge, a response, r is generated by the physically unclonable function 

(PUF). This response is given as the input to the encoder which, in turn, adds redundancy to the 

response or generates helper data based on the response. Once this helper data is stored, the initial 

response is deleted. For the same challenge, any subsequent response that is generated, say r’ is 

likely to differ from the original response. This can be interpreted as an additive error [3] – 

r’ = r + e 

This response, r’ is sent to the decoder. The decoder is able to reproduce the first time response r 

with the help of the helper data stored. The helper data is constructed in such a way that, even if 

an attacker reads it, he will not be able to construct the original PUF response. 

2.2 Applications of Error Correction Codes 

In addition to being used in a noisy communication channel, ECC has various other applications.  

ECC also has a history of being used in deep space communication where the signal gets corrupted 

due to the extreme dilution of its power over interplanetary distances [4]. The Voyager I and 

Voyager II missions used a concatenation of Viterbi codes with an outer Golay code to deliver 

colored images of Jupiter and Saturn. 

 In digital audio, information is usually stored in a small aluminized disk and a laser beam 

is used as playback mechanism to retrieve stored data. Error correction mechanisms can easily be 

integrated into this system. Such an error coded digital recording can correct errors introduced by 

fingerprints or scratches on playback. Cross interleaved Reed-Solomon codes were used by 

Phillips Corporation in cooperation with Sony in designing such a compact disc. 

 ECC is also used in improving the reliability of storage media. Computer memories are 

sensitive to soft errors which can affect system reliability [5]. Such soft errors are a major issue in 
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the reliability of memories. They do not damage the hardware, but only the data that is being 

processed. Additionally, in recent times, especially, with scaling down of voltage for reduced 

power dissipation, memory failure rates are increasing rapidly.  In such cases, ECC is used to 

detect the corrupt data and restore it to its original value. 

 

2.3 Basic Hamming (7,4) Code 

The process of error correction can be explained by taking the example of a basic Hamming (7,4) 

code. In such a code, the redundant information is added in the form of parity bits. Some of the 

common vocabulary that will be used for all the ECC that are explored in this work –  

Message –  Source data to be encoded 

Codeword – Output data from the encoder 

Message Length (k) – The size of the input data to the encoder in bits 

Codeword Length (n) -  The size of the output data from the encoder in bits 

Code Rate (R) -  The ratio of message bits to codeword bits (k/n) 

A hamming code is represented as Hamming (n, k). So in this case, n = 7 and k = 4.  

2.3.1 Encoding 

Consider a message, M = 1011,1 transmitted over a communication channel. In the encoding stage, 

the redundant bits to be added, in this case, the parity bits can be calculated using the following 

equations – 
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P1 = D3 ⊕ D5 ⊕ D7 

P2 = D3 ⊕ D6 ⊕ D7 

P4 = D5 ⊕ D6 ⊕ D7 

In this particular example, D3 = 1, D5 = 1, D6 = 0 and D7 = 1.  

Subsequently, P1 = 1, P2 = 0 and P3 = 0.  

Once the parity bits are calculated, the codeword is created by encoding the message with the 

parity bits. The bit positions of the parity bits in the codeword are given by the power of 2. For 

instance, position of the first parity bit is 20 = 1, position of the second parity bit = 21 =1, and so 

on.  From figure 2.2 shown below, it can be seen that the codeword in our case would be, C = 

1010101 where the bold bits indicate the redundancy added.  

 

 

Figure 2.2 Bit positions in a Hamming (7,4) code 
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2.3.2 Decoding 

If the parity bits calculated at this stage do not match the bits that were calculated at the encoding 

stage, the decoder pronounces the codeword to be corrupted. Based on the parity bits that don’t 

match the error can be detected and corrected. It has already been stated that hamming code is one 

of the most basic codes and therefore it is capable of double error detection but only single error 

correction. The decoding mechanism for hamming (7,4) is beyond the scope of this thesis and 

therefore will not be elucidated further. 

 

2.4 Introduction to Galois Fields 

Galois Fields, also known as finite fields is a field that contains a finite number of elements. 

This field can be seen as a set of elements on which operations of multiplication, addition 

subtraction and division are defined and satisfy certain rules. A Galois field is represented by 

GF(pm) where p is a prime integer and m is some positive integer. For example, a field with 81 

elements can exist since it can be represented as 34 and similarly a field with 256 elements can 

exist and be represented as 28. However, a field of 12 elements doesn’t exist as they can’t be 

represented in the form of GF (pm). The number of elements in the field is called the order or the 

cardinality of the field [6]. 

Galois fields can be of two types – prime fields and extension fields. Prime fields are fields 

of prime order, that is m=1. They are represented as GF(p). Elements of these fields are simply 0, 

1…., p-1. Fields with m > 1 are called extension fields. Unlike prime fields, the elements of the 

extension field are represented as polynomials with coefficients of {0,1}. The Advanced 
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Encryption Standards (AES) uses GF (28) to encrypt sensitive data. A basic idea of Galois Fields 

is required before exploring advance error correction codes and therefore further sections explain 

how a simple Galois field works and the arithmetic involved. 

 

2.5 Modular Arithmetic 

Modular arithmetic is an essential part of finite fields and therefore, error correction. It is 

also a simple way of performing arithmetic in a finite set of integers. The idea is that the numbers 

in a set wrap around upon reaching a certain value and any new value never leaves the set. This 

essentially means that a new value resulting from any operation between two existing elements of 

the set would also be a part of the set. A simple example would be a clock. Consider the hours of 

a clock to be a set – {1, 2, 3, …..., 12}. Even though the hours keep increasing, we never actually 

leave the set. Every hour after 12 would be –  

12 + 1 (mod 12) = 1 

12 + 2 (mod 12) = 2 and so on. 

A Galois field is said to be closed. What this means is that addition, subtraction, 

multiplication, division or inverse of elements in such a field would result in an outcome that is 

also a part of the field.  In a Galois field, GF(pm), all operations between any two elements, ‘a’ and 

b’∈ GF (pm) are computed such that (a * b) mod p ∈ GF (pm). 
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2.6 GF (22) Field 

In this section, construction of Galois Field and the arithmetic involved is explored using a simple 

GF (22) field. According to section 3.1, GF (22) is an extension field and would therefore its 

elements would be represented as polynomials with coefficients of {0,1}.  

GF (22) is commonly represented as GF (4) and would be represented likewise in the rest 

of this section for ease. This field has four polynomials of the form (ax1 + bx0), where ‘a’ and ‘b’ 

are 00, 01, 10, 11, in that order. So the elements of the GF (4) field can be represented as – {0, 1, 

x, x + 1}.  

2.6.1 Addition and Subtraction in GF (4) 

Addition and subtraction in this field is quite simple. Let us consider two elements – x and x + 1. 

Performing regular addition, (x) + (x+1) = 2x + 1. 

But using modular arithmetic – (x + x+1) mod 2 = 1.  

So, the sum of elements x and x+1 is 1 which is also a part of the field. Similarly, sum of other 

combinations in this field is given in Table 2.1.  

+ 0 1 x x+1 

0 0 1 x x+1 

1 1 0 x+1  x 

x x x+1 0 1 

x+1 x+1 x 1 0 

Table 2.1 Addition in a GF (4) field 
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Subtraction is performed similar to addition –  

c(x) = (a(x)– b(x)) mod 2 

2.6.2 Multiplication in GF (4) 

Although the idea of modulo multiplication is the same as modulo addition or subtraction, 

this can get a little complex. Table 2.2 shows the products of different combinations of elements 

in the GF (4) field. 

X 0 1 x x+1 

0 0 0 0 0 

1 0 1 x  x+1 

x 0 x x+1 1 

x+1 0 x+1 1 x 

Table 2.2 Multiplication in a GF (4) field 

 

Considering the product of elements, a(x) = x and b(x) = x – the outcome should be x2, 

which isn’t a part of the field. Similarly, the product of a(x) = x and b(x) = x+1 is x2 + 1, which 

again isn’t in the field. In such cases, the result needs to be reduced. In this case, an irreducible 

polynomial, p(x) is used – 

c(x) = a(x) X b(x) mod p(x). 

Thus, every Galois field needs an irreducible polynomial of degree m. Not all polynomials 

are irreducible and hence every field uses a special type of irreducible polynomial called the 
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primitive polynomial. The primitive polynomial for m = 2 is given as - p(x) = x2 + x + 1. Table 2.3 

shows the primitive polynomials for m = 1, 2, 3, 4, 5. 

Now, product of a(x) = x and b(x) = x will be x2 mod p(x), which is – 

c(x) = x2 mod x2 + x + 1 => c(x) = x + 1 and x + 1 is a part of the field. 

Similarly, when a(x) = x and b(x) = x + 1, 

c(x) = x2 + x mod x2 + x + 1 => c(x) = 1, which is also a part of the field.  

m Primitive Polynomial 

1  

2  

3 ,  

4 ,  

5 

 

, , , 

, , 

 
 

Table 2.3 Primitive Polynomials of different order  

 

2.6.3 Inverse in GF (4) 

Inverse of an element in a GF (4) field also involves the primitive polynomial, p(x). It can be 

represented by – 

a(x). a-1(x) = 1 mod p(x) 
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Chapter 3. Literature Review  

3.1 Introduction 

This literature review explores some of the error correction techniques used to increase the 

reliability of Physically unclonable functions (PUFs). Each of these techniques vary depending 

upon the type of PUF. 

 

3.2 Generalized Concatenated Codes using Reed Muller 

Codes 

 

This work employs a Generalized Concatenated (GC) code using Reed Muller codes and 

the Reed Muller decoding makes the use of circular shift registers for efficiency. Long codes have 

a better error correction capability than shorter ones [17], but also have highly complicated decoder 

implementations. Generalized code concatenation is just a method of constructing long codes from 

smaller codes for better performance and due to the fact that they can be easily decoded. In these 

type of codes, the information sequence is first encoded by the outer code and the codeword 

generated by the outer code is further encoded by the inner code. During decoding, the inner code 

is decoded first. In this work, a 16-bit code inner code is divided into two parts that have outer 

codes have 128 bits each. The encoding steps in this work is shown in figure 3.1. 
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 As mentioned earlier, these GC codes are constructed using Reed Muller codes. These 

codes, instead of decoding an entire codeword or decoding in large blocks, decode the information 

bit by bit using corresponding parity check equations. The reed decoder is a maximum likelihood 

decoder and compares all possible combinations of the codewords and compares them with the 

one received.  

 

 

Figure 3.1 Encoding Steps of the GC Code Construction [17] 

 

 

 This decoder is employed to a PUF setting with an error probability of 14 % and an entropy 

of 99%. The codeword length is 2048 bits and this is used to recover a final information bit length 

of 131 bits. This work is designed to be a low area decoder  and reduces the error correction area 

by about 50% in comparison to a reference implementation [18]. It also achieves a key error 

probability of 1 X 10-9 compared to the reference implementation that has a key error probability 

of 1.48 X 10-9. 
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3.3 Cryptographic Key Generation from PUF Data using 

Efficient Fuzzy Extractors 

 

This work proposes an error correction method to address two important requirements – 

information reconciliation and noise elimination [21]. A BCH code along with its syndrome are 

used to address these two necessities. In [19], implementation of a fuzzy extractor for this purpose 

is proposed. This work presents a more efficient method by replacing the hash function in [20] 

with a syndrome from the BCH code. The implementation diagram for this scheme is shown in 

figure 3.1. A noisy data, w is taken as the input. The syndrome is generated and is stored as the 

helper data. This helper data is used by the BCH decoder for reproduction of the PUF output.  

 

 

Figure 3.2 Implementation of the fuzzy extractor scheme with BCH Syndrome [21] 
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This implementation has a codeword length of 255 bits and an information sequence length 

of 115 bits. This scheme was implemented on an arbiter PUF. These arbiter PUFs were 

implemented in a Virtex-5LX FPGA. The experiment almost yields ideal results with the output 

showing no errors. So, this work concludes saying that the reliability of each PUF output is high. 

The ideas presented in this work are not only limited to BCH codes, but other codes can be 

implemented in their place too. 

 

3.4 Bit Flipping LDPC codes under noise conditions for 

Physically Unclonable Function 

 

This work [22] realizes an LDPC circuit as a post processor for an SRAM (Static Random 

Access Memory) PUF and it claims that LDPC codes have notable noise tolerance. When an 

SRAM is miniaturized or its supply voltage is scaled down, the probability of noise is increased 

and the bit-cell values might become corrupt.  

In this work, a hard decision decoder called the bit-flip decoder is employed. In such a 

decoding architecture, majority decisions are made after exchanging messages consisting of ‘0’s 

and ‘1’s. Construction of LDPC codes and their decoding methods are discussed in Chapter 5. 

The bit-flip decoding mechanism is seen to be compact as its implementation only consists 

of multistage logic using simple AND, XOR and OR gates and data latches for each node. So, this 
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decoder can be implemented using simple CMOS circuits. An LDPC (32,8) code is employed 

using Altera Cyclone IV FPGA. The 32 bit input data is taken from an SRAM PUF that has an 

output of 9600 bits. After employing this scheme, about 5.8% in reduction of bit errors is seen. 

Further analysis of this scheme also shows that it is robust across different environmental 

conditions. 

 

 

Figure 3.3 Error Correction Characteristics with Hard and Soft Decision Decoding [22] 

 

 

Another important observation that this works makes is that soft decision decoding offers better 

performance than hard decision decoding. But in an implementation of a decoder, the area and 

power consumptions of the implementation are important and due to the computational complexity 

of the soft decision algorithms, they are much harder to implement and the realization would 

consume a large area. 
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3.5 PUF Error Correction through Response Weighting 

 

The proposed method in this work [23] first obtains the PUF circuit parameters using 

machine learning techniques, which are then used evaluate the error rates or the error tolerance of 

the response bits. Based on the varying error tolerance of each of the response bits, a weighting 

algorithm allocates the weight for these bits. A weight based on the error rate ranking is assigned 

to every response bit ranging from 1, 2, 3….to infinity. Lower weights are applied to bits with 

higher error rates and vice versa and the response bits with the highest error rate are given a zero 

weight so that they can be dropped even before error correction procedure. Figure 3.4 illustrates 

this scheme. 

 

 

Figure 3.4 Weighted Response Scheme [23] 

 

 The response bits with lowest error rates, i.e. highest weights do not go through error 

correction. The bits with weights in between these two are error corrected. This scheme is 

employed using an arbiter PUF with an information bit length of 127 bits. It is seen to achieve 
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12% error rate reduction. The paper also concludes that the weight assignment strategy would 

differ based on the application. 

 

3.6 Physically Unclonable Function with Improved 

Robustness based on Polar Codes 

 

In this paper [24], polar codes are used to increase the robustness of a PUF. Polar codes are a type 

of linear block codes. Using these codes, the input block along with the channel information 

between the transmitter and the receiver is converted into a polarized bit stream at the receiver. 

Also, polar codes are relatively less complex with effective encoding and decoding strategies. They 

are also claimed to be more resilient to environmental variations compared to BCH codes. Figure 

3.5 shows the block diagram for a systematic polar code. 

 

 

Figure 3.5 Error Correction Setup of a Systematic Polar Code [24] 
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K bits from the output of the PUF is first encoded using the systemic polar encoder to form an N-

bit codeword. Just the parity bits are stores in the non-volatile memory. In the decoding stage, the 

polar decoder decodes the subsequent PUF outputs using the parity information stored. The 

information length used in this paper is 749 bits. 

 

3.7 PUF Error Correction using LDPC Codes based on Code-

Offset Construction  

 

In this paper [25], low density parity check codes are used to correct errors in a PUF and 

is seen to be better than BCH codes across various environmental factors. Decoding is done based 

on normalized min-sum algorithm. Min-sum algorithms are an approximation of the belief 

propagation algorithm in the log domain. Its performance is not as good as the belief propagation 

algorithm [26]. The normalized min-sum algorithm employs normalization at check nodes and 

offers better performance. The errors induced in the PUF are considered as additive errors resulting 

from a Binary Symmetric Channel (BSC) with crossover probability, p.  

Figure 3.6 shows error correction using code-offset construction. The additive errors are 

realized using modulo-2 adders. The paper concludes that as the crossover probability in a BCS, 

i.e. the number of bit flips increases, the performance of LDPC codes are better than BCH codes. 

It also concludes that a lower code rate means better performance. The graph in figure 3.7 

compares the error correction capability of BCH and LDPC codes. 
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Figure 3.6 Error Correction using Code-Offset Construction [25] 

 

 

Figure 3.7 The Crossover Probability in a BSC Channel [25] 



28 
 

Chapter 4. Bose Chaudhuri Hocquenghem (BCH) 

Codes 

4.1 Introduction to BCH Codes 

Unlike Hamming codes from the previous chapter, BCH codes are multiple error correcting 

codes. These codes are considered to be one of the most powerful random error correcting cyclic, 

linear block codes. In a block code, data is encoded in discrete blocks, not continuously. The 

information is broken down into chunks, each block is encoded and then transmitted. Also, a code 

is linear when each codeword is a linear combination of one or more other codewords. Another 

characteristic of these codes are that they are cyclic. This means that any cyclic shift of the 

codeword is also a codeword. 

 BCH codes are polynomial codes that operate over Galois fields [7] and can be defined by 

two major parameters – the code size, n and the number of errors it is capable of correcting, t[8]. 

The most common BCH codes are characterized by the following parameters –  

 Codeword length, n = 2m – 1 

 Number of parity check bits, n – k ≤ m*t 

 Minimum distance, dmin ≥ 2t + 1 

 Data length, k 

 Maximum number of correctable errors, t. 

where m is any positive integer greater than or equal to 3. 
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One of the key features that the BCH code offers is a precise control over the number of correctable 

errors by the code. Also, the decoding complexity is comparatively easy and this is done using an 

algebraic method called syndrome decoding which will be explained in the later sections. Figure 

4.1 shows the block diagram of a BCH encoder and decoder. 

 

Figure 4.1 Block Diagram representing a BCH code 

 

4.2 Implementation of a BCH (31,16,3) code 

A BCH (31,16,3) code is constructed using MATLAB software. This code has a 31 bit 

codeword, 15 redundant bits and is capable of correcting 3 errors. The generator polynomial used 

for this code is generated using the primitive polynomial x5 + x2 + 1 over GF (32). 

Table 4.1 shows the power form, n-tuple form, polynomial form generated by x5 + x2 + 1 

and the minimal polynomial. For a Galois field of 32 elements, the power form extends from 0 to 

α31 i.e. {0, 1, α 1, α2…, α31}. GF (32) is basically just a representation of GF (25). This means that 

p = 2 and m = 5. The highest power this a polynomial in this field can have is 4. Therefore, powers 

of α higher than 4 is reduced using the primitive polynomial x5 + x2 + 1. For instance, a5 is nothing 

but a5 mod a5 + a2 + 1 which is equal to a2 + 1. Similarly, all other powers of α are calculated. For 

each of these elements, the minimal polynomial is also given in the table. 
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Power Form Polynomial Form 4 – Tuple Form Minimal Polynomial 

0 0 00000 0 

α31,1 1 00001 1 

α α 00010 x5 + x2 + 1 

α2 α2 00100 x5 + x2 + 1 

α3 α3 01000 x5 + x4 + x3 + x2 +1 

α4 α4 10000 x5 + x2 + 1 

α5 α2 + 1 00101 

 

x5 + x4 + x2 + x +1 

α6 α3 + α 01010 x5 + x4 + x3 + x2 +1 

α7 α4 + α2 10100 x5  + x3 + x2 + x + 1 

α8 α3 + α2 + 1 01101 x5 + x2 + 1 

α9 α4 + α3 + α 11010 x5 + x4 + x2 + x +1 

α10 α4 + 1 10001 x5 + x4 + x2 + x +1 

α11 α2 + α + 1 00111 x5 + x4 + x3 + x +1 

α12 α3 + α2 + α 01110 x5 + x4 + x3 + x2 +1 

α13 α4 + α3 + α2 11100 x5 + x4 + x3 + x +1 

α14 α4 + α3 + α2 + 1 11101 x5 + x3 + x2 + x +1 

α15 α4 + α3 + α2 + α + 1 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

=  

11111 x5 + x3 + 1 

α16 α4 + α3 + α + 1 11011 x5 + x2 + 1 

α17 α4 + α + 1 

 

10011 x5 + x4 + x3 + x2 +1 

α18 α + 1 00011 x5 + x4 + x2 + x +1 

α19 α2 + α 00110 x5 + x3 + x2 + x +1 

α20 α3 + α2 01100 x5 + x4 + x2 + x +1 

α21 α4 + α3 11000 x5 + x4 + x3 + x +1 

α22 α4 + α2 + 1 10101 x5 + x4 + x3 + x +1 

α23 α3 + α2 + α + 1 01111 x5 + x3 + 1 

α24 α4 + α3 + α2 + α 11110 x5 + x4 + x3 + x2 +1 

α25 α4 + α3 + 1 11001 x5 + x3 + x2 + x +1 

α26 α4 + α2 + α + 1 10111 x5 + x4 + x3 + x +1 

α27 α3 + α + 1 01011 x5 + x3 + 1 

α28 α4 + α2 + α 10110 x5 + x3 + x2 + x +1 

α29 α3 + 1 01001 x5 + x3 + 1 

α30 α4 + α 10010 x5 + x3 + 1 

 

Table 4.1 Table of 32 elements generated by x5+ x2 + 1 
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Let α be the primitive element in GF (32). Now, the generator polynomial, g(x) of the t- error 

correcting BCH code of length 2m – 1 is the lowest degree polynomial over GF (2) which has α, 

α2, α3…., α2t as its roots [9]  i.e. –  

g(αi) = 0 for 1 ≤ i ≤ 2t     eq. (4.1) 

Let fi(x) be the minimal polynomial of αi. Then, g(x) must be the least common multiple of f1(x), 

f2(x)…., f2t(x) i.e. -  

g(x) = LCM {f1(x), f2(x)…..., f2t(x)}                    eq. (4.2) 

In this implementation, number of errors being corrected, t is equal to 3. So equation 4.2 can be 

written as – 

g(x) = LCM {f1(x), f2(x), f3(x), f4(x), f5(x), f6(x)}  eq. (4.3) 

Every power of the primitive element, α, has the same minimal polynomial as some odd power of 

the elements having the number of factors in the polynomial. Therefore, equation 4.3 becomes –  

g(x) = LCM {f1(x), f3(x), f5(x)}      eq. (4.4) 

g(x) = (x5 + x2 + 1) (x5 + x4 + x3 + x2 +1) (x5 + x4 + x2 + x +1)  eq. (4.5) 

Therefore, g(x) = [1 0 0 0 1 1 1 1 1 0 1 0 1 1 1 1] 

 

4.2.1 BCH Encoder 

The BCH encoder splits the received sequence into 16 bit input blocks. Each of this input block is 

appended with 15-bit sequence of zeros. The 31-bit sequence that is obtained is then divided by 
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the generator polynomial calculated in the previous section. A 15-bit remainder sequence is 

obtained which is then appended to the 16-bit message to form a codeword. 

 

Figure 4.2 BCH Codeword 

For instance, let us assume a 16-bit message, m(x) = [1001110001011101]. 

After appending it with 15 zeros and dividing it by the generator polynomial, g(x), the remainder 

is – [100110010011001] 

Hence the codeword will be – 

c(x) = [1001110001011101100110010011001] 

This type of encoding is called systematic encoding where the message bits and the parity bits are 

placed next to each other. Also, the codeword can be tested by dividing the codeword sequence by 

the generator polynomial. If the remainder calculates is zero, then the codeword doesn’t contain 

any errors [10]. 

 

4.2.2 BCH Decoder 

 

The BCH decoding is performed in three stages as depicted in figure 4.3. The first stage is called 

syndrome generation. The second stage involves the Berlekamp Massey algorithm and it is used 
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to derive this polynomial called the error location polynomial. This polynomial is further used in 

the third stage to locate the errors and flip them. 

 

Figure 4.3 Stages involved in BCH decoding 

 

4.2.2.1 Syndrome Generation 

The number of syndrome elements that have to be calculated depends on the error correcting 

capability of the code. In this implementation, three errors are being corrected and therefore 6 

(2x3) syndromes have to be calculated. The syndrome elements are represented as S1, S2 …., S6 

and they can be calculated using the equation given below –  

Si (x) = r (x) mod fi (x)    eq. (4.6) 

In section 4.2, calculation of the minimal polynomial, fi(x) has already been discussed. These 

polynomials are used to calculate each syndrome. Using equation 4.6, syndromes 1 to 6 are 

calculated. Each syndrome is a function of the errors in the received codeword, r(x). 
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4.2.2.2 Berlekamp Massey Algorithm (BMA) 

Berlekamp Massey Algorithm is used to calculate the error locator polynomial iteratively. The key 

equations used in this algorithm are given by – 

σ (µ + 1) (x) = σµ(x) + dµdρ
-1 x2(µ-ρ) σ(ρ)(x)   eq. (4.7) 

l(µ + 1) = L = deg (σ(µ + 1)(x))       eq. (4.8) 

d (µ + 1) = S2µ+3 + σ1
(µ+1) S2µ+2 + σ1

(µ+1) S2µ+2 + …. + σL
(µ+1) S2µ+3-L    eq. (4.9) 

For the first iteration, values are initialized to – µ = 0, ρ = -1/2 

These values are substituted in equation 4.7 to obtain σ(1)(x), which is subsequently used in 

equation 4.8 to obtain l1. Again, these two values are used in equation 4.9 to obtain d1. The values 

calculated in the first iteration are used in subsequent equations to until the value of σ(3)(x) is 

calculated, i.e. the value of µ = 3 (the numbers of errors to be corrected. The polynomial given by 

σ(3)(x) is known as the error locator polynomial and is used in the next section to locate and correct 

the errors in the received codeword. 

 

4.2.2.3 Chien Search (CS) Algorithm  

 

The roots of the error locator polynomial calculated in the previous section are calculated 

in this step to obtain the location of the errors. The roots are calculated by trial and error 

substitution [11] i.e. by substituting x = 0, 1, α, α2…., α30 one after the other.  
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The actual bit position of the errors will be the inverse of the roots obtained from the error 

locator polynomial. For instance, let us say the roots are calculated to be - {α 2, α4, α9}. Then the 

error pattern polynomial, e(x) can be written as – 

e(x) = 0101000010000000000000000000000 

 Finally, the transmitted or the original data can by performing modulo addition of the 

received codeword and the error pattern polynomial –  

c(x) = r(x) + e(x)         eq. (4.10) 

 

4.2.4 MATLAB Implementation and Results 

 

The data set used for implementation of this code was the output of a voltage divider array 

PUF. The output of this PUF across different voltage and temperature ranges were obtained and 

the length of the each of these bit-streams was 500 bits.  

 One of the challenges that was encountered was the fact that the order of the challenges 

and responses for each of these bit-streams differed. So, a MATLAB code that compared every 

single one of these bit-streams and aligned them was written. The BCH code implemented was a 

(31,16,3) code which means this bit-stream had to be split into blocks of 16 bits each and then 

processed.  
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The Bit Error Rate reduction after using this BCH code is about 8.5%. The figures 4.4 and 4.5 

represent the BER reduction before and after using BCH codes across different temperatures and 

voltages –  

 

 

Figure 4.4 BER VS Voltage 
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Figure 4.5 BER VS Temperature 
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Chapter 5. Low Density Parity Check (LDPC) Codes 

5.1 Introduction to LDPC Codes 

In the 1960s, Robert G Gallager[12] founded the LDPC codes. LDPC codes are seen to 

have near Shannon Limit performance. Shannon’s theory was stated in 1948 by Claude Shannon 

and describes the maximum possible efficiency of error correcting methods [13]. Shannon 

demonstrated that using proper error correcting methods, errors induced in the information bits, 

either due to a noisy channel or due to a storage medium can be reduced to any extent without 

sacrificing the rate of information transmission or storage. The Shannon limit of a communication 

channel for a particular amount of noise, is the theoretical maximum information transfer rate of 

the channel. The only constraint is that the rate of information transmitter, R must be lesser than 

the channel capacity, C. 

The codes are called low density codes because the density of 1s in their parity check 

matrices are less than 0.5. A vector is assumed to be of very low density if the density of 1s in the 

vector vanishes with increase in the length of the vector. Similar to BCH codes, LDPC codes are 

also a type of linear block codes but unlike BCH codes, they are not cyclic. Figure 5.1 shows an 

example of an LDPC matrix. 

 

Figure 5.1 LDPC matrix 
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An LDPC code is characterized by its code length, n and a parity check matrix of dimension 

m x n. LDPC codes can be regular or irregular codes. In a regular LDPC code, all columns have 

fixed number of ones, Wc and all rows have uniform, fixed number of ones, Wr. In an irregular 

LDPC code, the number of ones across all columns and all rows are not uniform. Normally, the 

number of ones in the columns, Wc ≥ 3 and the number of ones in the rows, Wr ≥ Wc for optimal 

operation. In other words, a parity check matrix can be defines as having Wr codebits and each of 

these codebits participating in Wc constraints. These constraints can also be called parity check 

equations and each of these equations will involve the same number of bits. 

 

5.2 Tanner Graph  

 

 

Figure 5.2 Tanner graph  

 

The Tanner graph is a bipartite graph named after Michael Tanner. A bipartite graph is a 

representation of two different classes partitioned such that no edge can connect nodes from the 
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same class. Tanner graph is such a bipartite representation of the parity check matrix. One class of 

nodes in this graph is a representation of the number of bits in the codeword, n and these nodes are 

called the variable nodes. The second class of nodes are called the check nodes and they represent 

the parity check constraints relating the variable nodes. An edge connects a variable node to a 

check node if that particular bit participates in the parity check constraint. Figure 5.2 shows the 

Tanner graph representation of the parity check matrix in figure 5.1.  

between different columns and rows and ending at the same node.  The length of the smallest cycle 

in the graph is called its girth. The minimum girth of any Tanner graph is 4 and the girth is always 

even in number. Presence of small cycles in the tanner graph inhibits an exact error analysis in 

iterative decoding algorithms. Also, the shorter the cycles are in the tanner graph, the earlier is the 

collapse of the error analysis [14]. So, LDPC codes must be constructed in such a way that such 

short cycles are avoided. 

 

5.3 Construction of LDPC Codes 

5.3.1 Gallager’s Construction 

Gallager has proposed a simple way of constructing LDPC codes. As mentioned earlier, a 

parity check matrix is characterized by the number of bits in the transmitted information seqence, 

n and the number of constraints they are involved in, m. First the parity check matrix is divided 

into Wc sub-matrices of dimensions Wc / m X n, each of these containing a single 1 in each column. 

The first of these sub-matrices contain all the 1s in a descending order, i.e. the i’th row will contain 

1s from location (i-1) Wr + 1 to location i.Wr. The other sub-matrices are constructed to be the 
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column permutations of the first sub-matrix. Code construction using Gallager’s method, however, 

doesn’t prevent the development of the short cycles. Also, when the block lengths are smaller, 

good parity check matrices are harder to find using this method and therefore analytical 

construction methods are required [14]. 

 

5.3.2 MacKay’s Construction 

MacKay’s method for code construction [15] proposed the use of non-overlapping random 

permutation matrices for building the parity check matrices. A permutation matrix is basically an 

identity matrix with its rows reordered. Figure 5.3 shows a 6 X 6 permutation matrix. It can be 

seen that each row and each column in the matrix shown below has only one 1. 

 

Figure 5.3 6 X 6 permutation matrix 

 

Circulant matrices can also be used for LDPC code construction. In such matrices, each 

row is just a circular shift of its previous row. An example of a circulant matrix is shown in the 

figure below. Different combination of these random permutation or circulant matrices are used to 

construct a parity check matrix of a desired column weight Wc and row weight Wr. 
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Figure 5.4 6 X 6 Circulant Matrix 

 

 

5.4 Implementation of an LDPC Code 

 

5.4.1 Modelling based on a Binary Symmetric Channel (BSC) 

Binary Symmetric Channel is one of the simplest communication channels, where the 

transmitter sends a bit and the receiver receives the bit. In this channel, the transmitted bit is flipped 

over with a small probability called the ‘Crossover Probability’. This channel is capable of 

handling only 2 kinds of information -  either a ‘0’ or a ‘1’. Figure 5.5 represents the model of a 

binary symmetric channel.  

A physically unclonable function (PUF) can be reduced to a model of the binary symmetric 

channel to analyze its errors. The initial response of a PUF would be considered to be the 

transmitted sequence and all the subsequent responses of the PUF for the same response are 



43 
 

considered to be the received sequence. And the crossover probability is nothing but the noise 

between these two outputs. 

 

Figure 5.5 Binary Symmetric Channel (BSC) Model 

 

The crossover probability in this channel is represented by p. This means that the 

probability that the transmitted bit isn’t flipped is given by 1-p. The following equations are the 

conditional probabilities that characterize the channel – 

P [Y = 0 | X = 1] = P [Y = 1 | X = 0] = p          eq. (5.1) 

P [Y = 1 | X = 1] = P [Y = 0 | X = 0] = 1 – p   eq. (5.2) 

Mathematically, a physically unclonable function can be represented as –  

Y = X ⊕ Z     eq. (5.3) 

In equation 5.3, X represents the initial response of the PUF, Y represents the subsequent 

responses and Z represents the error that has been added. This equation means that Y is nothing 

but the modulo 2 addition of X and Z. 
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5.4.2 LDPC Encoder 

Encoding using an LPDC code is quite simple. Similar to BCH codes, this is also a linear 

block code and therefore encoding is done in blocks of information bits. During the encoding 

phase, the check node values are computed using the parity check equations. The parity check 

matrix used is a m x n matrix which means that the number of check nodes is m i.e. there are m 

parity check constraints with n variables each.  

For example, let us consider a 4 X 8 LDPC parity check matrix shown in figure 5.6(a). The 

Tanner graph representation of this matrix is shown in 5.6(b). 

 

Figure 5.6(a) LDPC Matrix 

 

Figure 5.6(b) Tanner Graph representation of H 
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In this example, the parity check equations can be constructed as –  

• C0 = V1, V3, V4, V7 

• C1 = V0, V1, V2, V5 

• C2 = V2, V5, V6, V7 

• C3 = V0, V3, V4, V6                 eq. (5.4) 

Each edge in the Tanner Graph represents the connection between a check node and a variable 

node. For instance, in this example, variable nodes V1, V3, V4 and V7 are connected to the 

constraint C0, variable nodes V0, V1, V2 and V5 are connected to the constraint C1 and so on.  

 

5.4.3 LDPC Decoder 

There are several decoding algorithms for LDPC codes. These algorithms are constructed 

based on the type of decoding – soft decision decoding and hard decision decoding. Soft decision 

decoding algorithms take into account the previous channel information, i.e. memory and calculate 

the crossover probability of the channel. This probability is then used against each bit to decide 

whether the bit is probable to flip. One of the main soft decision decoding method is the Belief 

Propagation Algorithm (BPA). This algorithm uses probabilistic decoding techniques such as 

logarithmic likelihood ratios (LLR). These logarithmic likelihood ratios are a representation of 

priori (input probabilities of the received bits) and posteriori (bit probabilities sent by the decoder) 

probabilities. They are represented in the probability domain because when the probabilities need 

to be multiplied, the logarithmic ratios just need to be added, reducing the computational 

complexity. 
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Meanwhile, hard decision algorithms decode each bit by considering them as a definite 1 

or a 0. Bit flipping decoding method is such a decoding algorithm that flips each of the bits until 

the parity information is satisfied. Figure 5.7 shows a comparison of check node and the variable 

node structure for a hard decision and a soft decision decoding algorithm [16]. 

 

Figure 5.7 Comparison of belief propagation and bit-flipping decoding algorithms 

 

In the case of a PUF, a soft decision decoder must take the information from each response 

due to particular challenge and predict the future responses based on this information. However, 

information about previous responses can’t be stored so that they are not invaded by attack 

mechanisms. Another disadvantage of soft decision decoders is the fact that they tanh and tanh-1 

operations for their check nodes which makes their hardware implementation complex. Hard 

decision decoders on the other hand use xor operations and their implementations are 

straightforward. In this work, a hard decision decoding algorithm called the bit-flipping algorithm 

is used. 
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5.4.4 Bit Flipping Decoding 

In the decoding stage, after the bits are received, the check nodes are calculated. If the 

check nodes don’t satisfy the parity check constraints, it means that that the received bit sequence 

is erred. The decoding algorithm iteratively flips the variable nodes until all check nodes are 

satisfied. The decoding is quite simple if there is only one error. When there are more than one 

errors in the received sequence, the number of iterations need to be increased. The decoding 

becomes further complicated when there are errors in the sequence, but the parity check constraints 

are satisfied. This could happen when two erred bits are involved in the same constraint. Because 

the bits in the constraint are related to each other by modulo-2 addition (xor - operation), as long 

as the operation yields the same result, the constraint will be fulfilled.  

 

5.5 Bit Flipping Decoding Algorithm implementation on 

MATLAB 

A bit flipping decoding algorithm is constructed on MATLAB to improve the reliability of 

the Voltage Divider Array PUF. Decoding is implemented based on a LDPC (20,15) code which 

means that there are 15 check nodes and 20 variable nodes. The response of the voltage divider 

array PUF is of about 500 data length and it is divided into blocks of 20. 

Iterative decoding did not give the best of results because of the relatively high bit error 

rate (BER) of the PUF. So, depending on the check nodes that are unsatisfied, a list of possible 

errors combinations is constructed. For instance, out of the 20 bits, there is a chance of 5 erred bits 

or even just one erred bit. Let us consider that there are three bits in 20 bits that are erred. So the 
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list of combinations of 3 bits are iteratively flipped together until a particular combination satisfies 

the constraints.  

The PUF being used is a strong PUF and therefore, there are multiple Challenge-Response 

Pairs (CRP). The challenge given wasn’t in one exact order for response across various 

environmental conditions and therefore the data had to be pre-processed. As the number of possible 

combinations of errors increase, the code becomes more complex, and therefore a compromise 

was made between the error correction capability and code complexity.  

 

5.6 Results and Discussion 

The code was implemented on the response from a two different voltage divider array PUF 

chips across different voltages (800mV, 850mV, 900mV, 950mV and 1000mV) and different 

temperature (0°C, 10°C, 20°C, 25°C, 30°C, 40°C and 50°C) conditions.  

The graphs in the figures 5.8 and 5.9 show the variation of the BER (Bit Error Rate) across 

changing voltage and temperatures for LDPC code. 

LDPC code achieves a BER reduction of 11.07% 
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Figure 5.8 BER VS Voltage 

 

 

Figure 5.9 BER VS Temperature 
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This LDPC code was also compared with the previously implemented BCH code and the 

comparison is shown in the graphs 5.10 and 5.11. The LDPC code seems to achieve a better BER 

reduction compared to the BCH code by approximately 2.5%.  

Additionally, this work is compared to other similar works in Table 5.1 and it can be seen 

that it achieves a comparable result. Also, its computational complexity is much less and its 

hardware implementation will involve basic combinational logic gates and some latches. 

 

 

Figure 5.10 Comparison of BER after error correction using BCH and LDPC across different voltages 
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Figure 5.11 Comparison of BER after error correction using BCH and LDPC across different temperatures. 

 

TYPE OF PUF TYPE OF ERROR 

CORRECTION 

INFORMATION 

BIT LENGTH (n) 

BER 

REDUCTION 

(%) 

RS TRIGGER 

BASED PUF [24] 

POLAR CODES 749 7.9 

SRAM PUF [22] 

 

LDPC CODE 9600 5.8 

RING 

OSCILLATOR 

PUF [29] 

CA – ECC 555 9 

ARBITER PUF 

[23] 

WEIGHTED 

RESPONSE 

METHOD 

127 12 

VOLTAGE 

DIVIDER 

ARRAY PUF 

BIT FLIPPING 

LDPC 

500 11 

Table 5.1 Comparison with other works 
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Chapter 6. Conclusion 

An LDPC code is constructed in MATLAB and is applied to the output of a voltage divider 

array PUF and is seen to be capable of reducing the BER by 11.07%. This code uses a hard decision 

algorithm called the Bit Flipping algorithm which is modified to adhere to the output of the voltage 

divider array PUF. 

Further, this implementation offers an error correction performance comparable to other 

similar works at less computational complexity. While other error correction methodologies might 

include complex mathematical functions such as tanh and tanh-1, our work simply involves 

combinational logic gates and some latches. Therefore, the hardware implementation would be 

inexpensive in terms of area and power. 
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